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Preface

Audience
This guide is for the networking professional using the Cisco |OS command-line interface (CL1) to
manage the Catalyst 2950 and Catalyst 2955 switches, hereafter referred to as the switch. Before using
this guide, you should have experience working with the Cisco 10S and be familiar with the concepts
and terminology of Ethernet and local area networking.

Purpose

The Catalyst 2950 switch is supported by either the standard software image (SI) or the enhanced
software image (El). The Catalyst 2955 switch uses only the El. The enhanced software image provides
aricher set of features, including access control lists (ACLSs), enhanced quality of service (QoS) features,
extended-range VLANS, the |EEE 802.1W Rapid Spanning Tree Protocol (RSTP), the IEEE 802.1SMultiple
Spanning Tree Protocol (MSTP), and and Remote Switched Port Analyzer (RSPAN).

The software supports the switches listed in the release notes and in this table:

Software
Switch Image
Catalyst 2950-12 Sl
Catalyst 2950-24 Sl
Catalyst 2950C-24 El
Catalyst 2950G-12-El El
Catalyst 2950G-24-El El
Catalyst 2950G-24-EI-DC El
Catalyst 2950G-48-El El
Catalyst 2950SX-24 Sl
Catalyst 2950T-24 El
Catalyst 2955C-12 El
Catalyst 2955S-12 El
Catalyst 2955T-12 El

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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M Organization

N
Note  This software release does not support the Catalyst 2950 L RE switches. For information about these
switches, refer to the Catalyst 2950 L RE switch release notes.

This guide provides the information you need about the CLI commands that have been created or
changed for use with the Catalyst 2950 family of switches. For information about the standard |0S
Release 12.1 commands, refer to the |OS documentation set avail able from the Cisco.com home page by
selecting Service and Support > Technical Documents. On the Cisco Product Documentation home
page, select Release 12.1 from the Cisco 10S Software drop-down list.

This guide does not provide procedures for configuring your switch. For detailed configuration
procedures, refer to the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.

This guide does not describe system messages you might encounter. For more information, refer to the
Catalyst 2950 and Catalyst 2955 Switch System Message Guide for this release.

Organization

This guide is organized into these chapters:

Chapter 1, “Using the Command-Line Interface,” describes how to access the command modes and use
the switch CLI to configure software features. It also lists the commands that have the same function but
different syntax in softwarereleases earlier than Release 12.1(6)EA2 and in Release 12.1(6)EA2 or later.

Chapter 2, “Cisco |OS Commands,” describes in alphabetical order the |OS commands that you use to
configure and monitor your switch.

Appendix A, “Catalyst 2955-Specific Alarm Commands,” describes the |OS commands that you use to
set alarms related to temperature, power supply conditions, and the status of the Ethernet ports.

Appendix B, “Debug Commands,” describesthe debug privileged EXEC commands. Debug commands
are helpful in diagnosing and resolving internetworking problems.

Conventions

This guide uses these conventions to convey instructions and information:
Command descriptions use these conventions:
» Commands and keywords are in boldface text.
» Arguments for which you supply values arein italic.
- Square brackets ([ ]) mean optional elements.
- Braces ({ }) group required choices, and vertical bars ( | ) separate the alternative elements.

- Braces and vertical bars within square brackets ([{ | }]) mean arequired choice within an optional
element.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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N

Note

A

Related Publications W

Interactive examples use these conventions:

- Terminal sessions and system displays are in scr een font.

« Information you enter isin bol df ace screen font.

- Nonprinting characters, such as passwords or tabs, are in angle brackets (< >).
Notes, cautions, and tips use these conventions and symbols:

Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Caution

@

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Timesaver

Means the following will help you solve a problem. The tips information might not be troubleshooting
or even an action, but could be useful information.

Related Publications

Note

These documents provide compl ete information about the switch and are available from this URL:
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2950/index.htm

You can order printed copies of documents with a DOC-xxxxxx= number from the Cisco.com sites and
from the telephone numbers listed in the “ Obtaining Documentation” section on page Xiv.

- Release Notes for the Catalyst 2955 Switch, (not orderable but is available on Cisco.com)

Switch requirements and proceduresfor initial configurations and software upgrades tend to change and
therefore appear only in the release notes. Before installing, configuring, or upgrading the switch, refer
to the release notes on Cisco.com for the latest information.

» Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide (order number
DOC-7815303=)

« Catalyst 2950 and Catalyst 2955 Switch Command Reference (order number DOC-7815304=)
- Catalyst 2955 Desktop Switch System Message Guide (order number DOC-7815306=)
» Catalyst 2955 Hardware Installation Guide (order number DOC-7814944=)

- Catalyst GigaStack Gigabit Interface Converter Hardware Installation Guide
(order number DOC-786460=)

» Cluster Management Suite (CMS) online help (available only from the switch CM S software)
» CWDM Passive Optical System Installation Note (not orderable but is available on Cisco.com)

- 1000BASE-T Gigabit Interface Converter Installation Notes (not orderable but is available on
Cisco.com)

[ 78-15304-01
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M Obtaining Documentation

N

Note  For information about the Catalyst 2950 L RE switches, refer to these documents:

Catalyst 2950 Desktop Switch Software Configuration Guide, Cisco 10S Release 12.1(11)EAL and
Release 12.1(11)YJ (order number DOC-7814982=)

Catalyst 2950 Desktop Switch Command Reference, Cisco 10S Release 12.1(11)EAL and
Release 12.1(11)YJ (order number DOC-7814984=)

Catalyst 2950 Desktop Switch System Message Guide, Cisco |OS Release 12.1(11)EAL and
Release 12.1(11)YJ (order number DOC-7814981=)

Release Notes for the Catalyst 2950 LRE Switch, Cisco |OS Release 12.1(11)YJ (not orderable but is
available on Cisco.com)

Obtaining Documentation

The following sections provide sources for obtaining documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at the following sites:
» http://www.cisco.com
» http://www-china.cisco.com
- http://www-europe.cisco.com

Documentation CD-ROM

Cisco documentation and additional literature are availablein a CD-ROM package. The Documentation
CD-ROM is updated monthly and may be more current than printed documentation. The CD-ROM
package is available as a single unit or as an annual subscription.

Ordering Documentation

Cisco documentation is available in the following ways:

» Registered Cisco Direct Customers can order Cisco Product documentation from the Networking
Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.ci sco.com/go/subscription

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Obtaining Technical Assistance

» Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco corporate headquarters (California, USA) at 408 526-7208 or, in North America, by
calling 800 553-NETS(6387).

Documentation Feedback

If you are reading Cisco product documentation on the World Wide Web, you can submit technical
comments electronically. Click Feedback in the toolbar and select Documentation. After you complete
the form, click Submit to send it to Cisco.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, for your convenience many documents contain a response card
behind the front cover. Otherwise, you can mail your comments to the following address:

Cisco Systems, Inc.

Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain documentation, troubleshooting tips, and sampl e configurations from online tools. For Cisco.com
registered users, additional troubleshooting tools are available from the TAC website.

Cisco.com is the foundation of a suite of interactive, networked services that provides immediate, open
access to Cisco information and resources at anytime, from anywhere in the world. This highly
integrated Internet application is a powerful, easy-to-use tool for doing business with Cisco.

Cisco.com provides a broad range of features and services to help customers and partners streamline
business processes and improve productivity. Through Cisco.com, you can find information about Cisco
and our networking solutions, services, and programs. In addition, you can resolve technical issues with
online technical support, download and test software packages, and order Cisco learning materials and
merchandise. Valuable online skill assessment, training, and certification programs are also available.

Customers and partners can self-register on Cisco.com to obtain additional personalized information and
services. Registered users can order products, check on the status of an order, access technical support,
and view benefits specific to their relationships with Cisco.

To access Cisco.com, go to the following website:

http://www.cisco.com

Technical Assistance Center

The Cisco TAC website is available to all customers who need technical assistance with a Cisco product
or technology that is under warranty or covered by a maintenance contract.

[ 78-15304-01
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M Obtaining Technical Assistance

Contacting TAC by Using the Cisco TAC Website
If you have a priority level 3 (P3) or priority level 4 (P4) problem, contact TAC by going to the TAC
website:
http://www.cisco.com/tac
P3 and P4 level problems are defined as follows:

« P3—Your network performance isdegraded. Network functionality is noticeably impaired, but most
business operations continue.

» P4—You need information or assistance on Cisco product capabilities, product installation, or basic
product configuration.

In each of the above cases, use the Cisco TAC website to quickly find answers to your questions.
To register for Cisco.com, go to the following website:
http://www.cisco.com/register/

If you cannot resolve your technical issue by using the TAC online resources, Cisco.com registered users
can open a case online by using the TAC Case Open tool at the following website:

http://www.cisco.com/tac/caseopen

Contacting TAC by Telephone

If you have a priority level 1(P1) or priority level 2 (P2) problem, contact TAC by telephone and
immediately open a case. To obtain adirectory of toll-free numbersfor your country, go to the following
website:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml
P1 and P2 level problems are defined as follows:

» P1—Your production network is down, causing a critical impact to business operations if serviceis
not restored quickly. No workaround is available.

» P2—Your production network is severely degraded, affecting significant aspects of your business
operations. No workaround is available.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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CHAPTER 1

Using the Command-Line Interface

The Catalyst 2950 and Catalyst 2955 switches are supported by Cisco |0S software. This chapter
describes how to use the switch command-line interface (CLI) to configure the software features.

For a complete description of the commands that support these features, see Chapter 2, “Cisco |0S
Commands.” For Catalyst 2955-specific commands for setting alarms, refer to Appendix A, “Catalyst
2955-Specific Alarm Commands.” For more information on Cisco 10S Release 12.1, refer to the Cisco
|OS Release 12.1 Command Summary.

For task-oriented configuration steps, refer to the software configuration guide for this release.

The switches are preconfigured and begin forwarding packets as soon as they are attached to compatible
devices.

By default, all ports belong to virtual LAN (VLAN) 1. Access to the switch itself is also through
VLAN 1, which is the default management VLAN. The management VLAN is configurable. You
manage the switch by using Telnet, Secure Shell (SSH) Protocol, web-based management, and Simple
Network Management Protocol (SNMP) through devices connected to ports assigned to the management
VLAN.

Type of Memory

Platforms

A

Note

The switch Flash memory stores the Cisco |OS software image, the startup and private configuration
files, and helper files.

This |OS release runs on a variety of switches. For a complete list, refer to the release notes for this
software release.

This software release does not support the Catalyst 2950 L RE switches. For information about these
switches, refer to the Catalyst 2950 L RE switch release notes.
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Chapter1  Using the Command-Line Interface |

Ml CLI Command Modes

CLI Command Modes

This section describes the CLI command mode structure. Command modes support specific Cisco |0S
commands. For example, the interface type _number command works only when entered in global

configuration mode. These are the main command modes:

e User EXEC

e Privileged EXEC

» Global configuration

» Interface configuration
- Config-vlan

« VLAN configuration

» Line configuration

Table 1-1 lists the command modes, how to access each mode, the prompt you see in that mode, and how
to exit that mode. The prompts listed assume the default name Switch.

Table 1-1 Command Modes Summary

Command Mode Access Method Prompt Exit or Access Next Mode

User EXEC Thisisthefirst level of access. |Switch> Enter the logout command.
(For the switch) Changeterminal To enter privileged EXEC mode, enter
settings, perform basic tasks, and the enable command.
list system information.

Privileged EXEC  |From user EXEC mode, enter the |Swi t ch# To exit to user EXEC mode, enter the

enable command.

disable command.

To enter global configuration mode,
enter the configure command.

Global
configuration

From privileged EXEC mode,
enter the configure command.

Switch(config)#

To exit to privileged EXEC mode,
enter the exit or end command, or
press Ctrl-Z.

To enter interface configuration mode,
enter the inter face command.

Interface
configuration

From global configuration mode,
specify an interface by entering
the interface command.

Switch(config-if)#

To exit to privileged EXEC mode,
enter the end command, or press
Ctrl-Z.

To exit to global configuration mode,
enter the exit command.

To enter subinterface configuration
mode, specify a subinterface with the
inter face command.

Config-vlan

In global configuration mode,
enter the vlan vlan-id command.

Swi t ch(config-vlan)#

To exit to global configuration mode,
enter the exit command.

To return to privileged EXEC mode,
enter the end command, or press
Ctrl-Z.

i Catalyst 2950 and Catalyst 2955 Switch Command Reference
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| Chapterl Using the Command-Line Interface

CLI Command Modes

Table 1-1 Command Modes Summary (continued)

Command Mode Access Method Prompt Exit or Access Next Mode
VLAN From privileged EXEC mode, Swi tch(vl an) # To exit to privileged EXEC mode,
configuration enter the vlan database enter the exit command.
command.
Line configuration |From global configurationmode, |Swi tch(config-1ine)# To exit to global configuration mode,
specify alineby enteringtheline enter the exit command.
command. To return to privileged EXEC mode,
enter the end command, or press
Ctrl-Z.

User EXEC Mode

After you access the device, you are automatically in user EXEC command mode. The EXEC commands
available at the user level are a subset of those available at the privileged level. In general, use the user

EXEC commands to change terminal settings temporarily, to perform basic tests, and to list system
information.

The supported commands can vary depending on the version of 1OS software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch> ?

Privileged EXEC Mode

Because many of the privileged commands configure operating parameters, privileged access should be
password-protected to prevent unauthorized use. The privileged command set includes those commands
contained in user EXEC mode, as well as the configure command through which you access the
remaining command modes.

If your system administrator has set a password, you are prompted to enter it before being granted access
to privileged EXEC mode. The password does not appear on the screen and is case sensitive.

The privileged EXEC mode prompt is the device name followed by the pound sign (#).
Swi t ch#

Enter the enable command to access privileged EXEC mode:

Swi t ch> enabl e
Swi t ch#

The supported commands can vary depending on the version of |OS software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch# ?

To return to user EXEC mode, enter the disable command.

[ 78-15304-01

Catalyst 2950 and Catalyst 2955 Switch Command Reference



Chapter1  Using the Command-Line Interface |

Ml CLI Command Modes

Global Configuration Mode

Global configuration commands apply to features that affect the device as awhole. Use the configure
privileged EXEC command to enter global configuration mode. The default isto enter commands from
the management console.

When you enter the configure command, a message prompts you for the source of the configuration
commands:

Swi tch# configure

Configuring fromtermnal, nmenory, or network [ternminal]?

You can specify either the terminal or nonvolatile RAM (NVRAM) as the source of configuration
commands.

This example shows you how to access global configuration mode:

Swi tch# configure tern nal

Enter configuration commands, one per line. End with CNTL/Z.

The supported commands can vary depending on the version of |OS software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(config)# ?

To exit global configuration command mode and to return to privileged EXEC mode, enter the end or
exit command, or press Ctrl-Z.

Interface Configuration Mode

Interface configuration commands modify the operation of the interface. Interface configuration
commands always follow a global configuration command, which defines the interface type.

Usetheinterface type_number.subif command to access interface configuration mode. The new prompt
shows interface configuration mode.

Switch(config-if)#

The supported commands can vary depending on the version of 1OS software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(config-if)# ?

To exit interface configuration mode and to return to global configuration mode, enter the exit command.

To exit interface configuration mode and to return to privileged EXEC mode, enter the end command,
or press Ctrl-Z.

config-vlan Mode

Use this mode to configure normal-range VLANs (VLAN IDs 1 to 1005) or, when VTP modeis
transparent, to configure extended-range VLANS (VLAN IDs 1006 to 4094) when the enhanced software
image is installed. When VTP mode is transparent, the VLAN and VTP configuration is saved in the
running configuration file, and you can save it to the switch startup configuration file by using the copy
running-config star tup-config privileged EXEC command. The configurationsof VLAN IDs 1 to 1005
are saved in the VLAN database if VTP isin transparent or server mode. The extended-range VLAN
configurations are not saved in the VLAN database.
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Enter the vlan vlan-id global configuration command to access config-vlian mode:

Swi tch(config)# vlan 2000

Swi t ch(config-vl an) #

The supported keywords can vary but are similar to the commands available in VLAN configuration
mode. To view a comprehensive list of commands, enter a question mark (?) at the prompt.

Swi tch(config-vlan)# ?

For extended-range VLANS, all characteristics except MTU size must remain at the default setting.

To return to global configuration mode, enter exit; to return to privileged EXEC mode, enter end. All
commands except shutdown take effect when you exit config-vlan mode.

VLAN Configuration Mode

You can use the VLAN configuration commandsto create or modify VLAN parametersfor VLANs 1 to
1005. Enter the vlan database privileged EXEC command to access VLAN configuration mode:

Swi t ch# vl an dat abase

Swi tch(vl an) #

The supported commands can vary depending on the version of |OS software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(vlan)# ?

To return to privileged EXEC mode, enter the abort command to abandon the proposed database.

Otherwise, enter exit to implement the proposed new VLAN database and to return to privileged EXEC
mode.

Line Configuration Mode

Line configuration commands modify the operation of aterminal line. Line configuration commands
always follow aline command, which defines a line number. Use these commands to change terminal
parameter settings line-by-line or for a range of lines.

Usetheline vty line_number [ending_line_number] command to enter line configuration mode. The
new prompt indicates line configuration mode.

This example shows how to enter line configuration mode for virtual terminal line 7:
Switch(config)# line vty 0 7

The supported commands can vary depending on the version of 1OS software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(config-line)# ?

To exit line configuration mode and to return to global configuration mode, use the exit command.

To exit line configuration mode and to return to privileged EXEC mode, enter the end command, or press
Ctrl-Z.
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Command Summary

Table 1-2 lists and describes commands for the Catalyst 2950 switch that have the same function but
different syntax in softwarereleasesearlier than Release 12.1(6)EA2 and in Release 12.1(6)EA2 or | ater.
It lists the commands supported in releases earlier than Release 12.1(6)EA 2, the equivalent commands
in Release 12.1(6)EA2 or later, and command descriptions.

If you are running Release 12.1(6)EA2 or later, the switch supports the commands in the left column of

Table 1-2 only if they are in a saved configuration file. When you save the switch configuration after
modifying it, the commands in Table 1-2 are replaced by equivalent commands supported in

Release 12.1(6)EA2 or later.

For information about commands listed in the left column of Table 1-2, refer to the Catalyst 2950
Desktop Switch Command Reference, Cisco |OS Release 12.0(5.2)WC(1) (April 2001). You can access

this document at this URL:

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2950/2950_wc/index.htm.

Table 1-2

Command Comparison

Command in 10S releases
earlier than
Release 12.1(6)EA2

Command in
Release 12.1(6)EA2 or later

Description

mac-address-table secure

switchport port-security
mac-address

Adds secure addresses to the MAC
address table.

no negotiation auto

speed nonegotiate

Disables autonegotiation on
1000BASE-X, -L X, and -ZX GBIC!
ports.

port group

channel-group

Assignsaport to aFast EtherChannel or
Gigabit EtherChannel port group.

port monitor

monitor session

Enables SPAN? port monitoring on a
port.

port protected

switchport protected

Isolates Layer 2 unicast, multicast, and
broadcast traffic from other protected
ports on the same switch.

port security

switchport port-security

Enables port security on a port and
restricts the use of the port to a
user-defined group of stations.

port security action

switchport port-security
violation

Specifies the action to take when an
address violation occurs on a secure
port.

port security
max-mac-count

switchport port-security
maximum

Specifies the maximum number of
secure addresses supported by a secure
port.

port storm-control

stor m-control

Enables unicast, multicast, or broadcast
storm control on a port, and specifies
storm-control parameters on a port.

show mac-address-table
secure

show port-security

Displays the port security settings for
an interface and the secure addresses in
the MAC address table.
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Table 1-2

Command Comparison (continued)

Command Summary W

Command in 10S releases
earlier than
Release 12.1(6)EA2

Command in
Release 12.1(6)EA2 or later

Description

show port group

show etherchannel

Displays EtherChannel information for
achannel.

show port monitor

show monitor

Displays SPAN session information.

show port protected

show interfaces switchport

Displays the port protection settings of
aport.

show port security

show port-security

Displays the port security settings
defined for a port.

show port storm-control

show storm-control

Displays the packet-storm control
information.

spanning-tree rootguard

spanning-tree guard

Enables the root guard feature for all
VLANS associated with a port.

switchport priority

mls gos cos

Definesthe default CoS® value of aport.

switchport priority
override

mls qos cos override

Assigns the default CoS value to all
incoming packets on a port.

1. GBIC = Gigabit Interface Converter

2. SPAN = Switched Port Analyzer

3. CoS = class of service

Table 1-3 lists and describes the commands that are not supported in Release 12.1(6)EA2 or later. These
commands are supported only in software releases earlier than Release 12.1(6)EA2. If you are running
Release 12.1(6)EA?2 or later, the switch supports the commands listed in Table 1-3 only if they arein a

saved configuration file.

Table 1-3

Commands Not Supported in Release 12.1(6)EA2 or Later

Command

Description

clear ip address

processing.

Deletes an | P address for a switch without disabling the IP

clear mac-address-table static

Deletes static entries from the MAC address table.

management

Shuts down the current management VLAN interface and
enables the new management VLAN interface.

show mac-address-table self

address table.

Displays the addresses added by the switch itself to the MAC

spanning-tree protocol

instances.

Ethernet STP.

Specifies the STP! to be used for specified spanning-tree

In Release 12.1(6)EA?2 or later, the switch supports only IEEE

1. STP = Spanning Tree Protocol

For detailed command syntax and descriptions, see Chapter 2, “Cisco |OS Commands.” For
task-oriented configuration steps, refer to the software configuration guide for this release.
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aaa authentication dotlx

Usethe aaa authentication dot1x global configuration command to specify one or more authentication,
authorization, and accounting (AAA) methods for use on interfaces running IEEE 802.1X. Use the no
form of this command to disable authentication.

aaa authentication dot1x {default} methodl [method?2...]

no aaa authentication dot1x {default} method1 [method2...]

Syntax Description default Use the listed authentication methods that follow this argument as the default
list of methods when a user logs in.
method1 At least one of these keywords:
[method2...]

Defaults

Command Modes

- enable—Use the enable password for authentication.

» group radius—Usethelist of all Remote Authentication Dial-1n User
Service (RADIUS) servers for authentication.

» line—Use the line password for authentication.
» |ocal—Use the local username database for authentication.

» |ocal-case—Use the case-sensitive local username database for
authentication.

- none—Use no authentication. The client is automatically authenticated by
the switch without using the information supplied by the client.

No authentication is performed.

Global configuration

Command History

Release Modification

12.1(6)EA2 This command was first introduced.
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W  aaa authentication dotlx

Usage Guidelines The method argument identifies the list of methods that the authentication algorithm tries in the given
sequence to validate the password provided by the client. The only method that is truly
802.1X-compliant is the group radius method, in which the client datais validated against a RADIUS
authentication server. The remaining methods enable AAA to authenticate the client by using locally
configured data. For example, the local and local-case methods use the username and password that are
saved in the |OS configuration file. The enable and line methods use the enable and line passwords for
authentication.

If you specify group radius, you must configure the RADIUS server by entering the radius-server host
global configuration command.

If you are not using a RADIUS server, you can use the local or local-case methods, which access the
local username database to perform authentication. By specifying the enable or line methods, you can
supply the clients with a password to provide access to the switch.

Use the show running-config privileged EXEC command to display the configured lists of
authentication methods.

Examples This example shows how to enable AAA and how to create an authentication list for 802.1X. This
authentication first tries to contact a RADIUS server. If this action returns an error, the user is allowed
access with no authentication.

Swi t ch(config)# aaa new nodel
Swi tch(config)# aaa authentication dot1lx default group radi us none

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

aaa new-model Enables the AAA access control model. For syntax information, refer to
Cisco | 0S Security Command Reference for Release 12.1 >
Authentication, Authorization, and Accounting > Authentication
Commands.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.
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access-list (IP extended)

Use the extended version of the access-list global configuration command to configure an extended |P
access control list (ACL). Use the no form of this command to remove an extended IP ACL.

access-list access-list-number {deny | permit | remark} protocol {source source-wildcard |
host source | any} [operator port] {destination destination-wildcard | host destination | any}
[operator port] [dscp dscp-value] [time-range time-range-name]

no access-list access-list-number

This command is available on physical interfaces only if your switch is running the enhanced software

image (El).
Syntax Description access-list-number Number of an ACL, from 100 to 199 or from 2000 to 2699.
protocol Name of an IP protocol.
protocol can beip, tcp, or udp.
deny Deny access if conditions are matched.
per mit Permit access if conditions are matched.
remark ACL entry comment up to 100 characters.
source source-wildcard | Define a source |P address and wildcard.

host source | any The source is the source address of the network or host from which the

packet is being sent, specified in one of these ways:

- The 32-bit quantity in dotted-decimal format. The source-wildcard
applies wildcard bits to the source.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for source and source-wildcard of source
0.0.0.0.

« Thekeyword any as an abbreviation for source and source-wildcard
of 0.0.0.0 255.255.255.255. You do not need to enter a
source-wildcard.

destination Define a destination | P address and wildcard.
destination-wildcard |
host destination | any

The destination is the destination address of the network or host to which
the packet is being sent, specified in one of these ways:

» The 32-bit quantity in dotted-decimal format. The
destination-wildcard applies wildcard bits to the destination.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for destination and destination-wildcard
of destination 0.0.0.0.

« The keyword any as an abbreviation for destination and
destination-wildcard of 0.0.0.0 255.255.255.255. You do not need to
enter a destination-wildcard.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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operator port (Optional) Define a source or destination port.
The operator can be only eq (equal).

If operator is after the source | P address and wildcard, conditions match
when the source port matches the defined port.

If operator is after the destination IP address and wildcard, conditions
match when the destination port matches the defined port.

The port isadecimal number or name of a Transmission Control Protocol
(TCP) or User Datagram Protocol (UDP) port. The number can be from
0 to 65535.

Use TCP port names only for TCP traffic.

Use UDP port names only for UDP traffic.

dscp dscp-value (Optional) Define a Differentiated Services Code Point (DSCP) value to
classify traffic.

For the dscp-value, enter any of the 13 supported DSCP values (0, 8, 10,
16, 18, 24, 26, 32, 34, 40, 46, 48, and 56), or use the question mark (?) to
see alist of available values.

time-range (Optional) For the time-range keyword, enter a meaningful name to

time-range-name identify the time range. For a more detailed explanation of this keyword,
refer to the software configuration guide.

Defaults The default extended ACL is always terminated by an implicit deny statement for all packets.
Command Modes Global configuration
Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines Plan your access conditions carefully. The ACL is always terminated by an implicit deny statement for
all packets.

You can use ACLs to control virtual terminal line access by controlling the transmission of packets on
an interface.

Extended ACLs support only the TCP and UDP protocols.
Use the show ip access-lists command to display the contents of IP ACLs.
Use the show access-lists command to display the contents of all ACLs.

Note  For more information about configuring IP ACLSs, refer to the “ Configuring Network Security with
ACLS" chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.
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Note

access-list (IP extended) W

This example shows how to configure an extended |P ACL that allows only TCP traffic to the destination
IP address 128.88.1.2 with a TCP port number of 25 and how to apply it to an interface:
Swi tch(config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch(config)# interface fastethernet0/8
Switch(config-if)# ip access-group 102 in

This is an example of an extended ACL that allows TCP traffic only from two specified networks. The
wildcard bits apply to the host portions of the network addresses. Any host with a source address that
does not match the ACL statements is denied.

access-list 104 permt tcp 192.5.0.0 0.0.255.255 any
access-list 104 permt tcp 128.88.0.0 0.0.255.255 any

In these examples, all other 1P accessisimplicitly denied.

You can verify your settings by entering the show ip access-lists or show access-lists privileged EXEC
command.

Related Commands

Command Description

access-list (1P standard) Configures a standard IP ACL.

ip access-group Controls access to an interface.

show access-lists Displays ACLs configured on the switch.
show ip access-lists Displays IP ACLs configured on the switch.
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access-list (IP standard)

Use the standard version of the access-list global configuration command to configure a standard IP
access control list (ACL). Use the no form of this command to remove a standard 1P ACL.

access-list access-list-number {deny | permit | remark} {source source-wildcard | host source |
any}

no access-list access-list-number

This command is available on physical interfaces only if your switch is running the enhanced software

image (El).
Syntax Description access-list-number Number of an ACL, from 1 to 99 or from 1300 to 1999.
deny Deny access if conditions are matched.
permit Permit access if conditions are matched.
remark ACL entry comment up to 100 characters.
source source-wildcard | Define a source |P address and wildcard.

host source | any The source is the source address of the network or host from which the

packet is being sent, specified in one of these ways:

« The 32-bit quantity in dotted-decimal format. The source-wildcard
applies wildcard bits to the source.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for source and source-wildcard of source
0.0.0.0.

- Thekeyword any as an abbreviation for source and source-wildcard
of 0.0.0.0 255.255.255.255. You do not need to enter a
source-wildcard.

Defaults The default standard ACL is always terminated by an implicit deny statement for all packets.
Command Modes Global configuration
Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines Plan your access conditions carefully. The ACL is always terminated by an implicit deny statement for
all packets.

You can use ACLs to control virtual terminal line access by controlling the transmission of packets on
an interface.
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Note

Examples

Note

access-list (IP standard)

Use the show ip access-lists command to display the contents of IP ACLs.
Use the show access-lists command to display the contents of all ACLs.

For more information about configuring IP ACLs, refer to the “ Configuring Network Security with
ACLS’ chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.

This example shows how to configure a standard IP ACL that allows only traffic from the host network
128.88.1.10 and how to apply it to an interface:

Swi tch(config)# access-list 12 permit host 128.88.1.10
Swi tch(config)# interface gigabitethernet0/1
Swi tch(config-if)# ip access-group 12 in

Thisis an example of an standard ACL that allows traffic only from three specified networks. The
wildcard bits apply to the host portions of the network addresses. Any host with a source address that
does not match the ACL statements is denied.

access-list 14 permt 192.5.34.0 0.0.0.255
access-list 14 permt 128.88.0.0 0.0.0.255
access-list 14 permt 36.1.1.0 0.0.0.255

In these examples, all other 1P accessisimplicitly denied.

You can verify your settings by entering the show ip access-lists or show access-lists privileged EXEC
command.

Related Commands

Command Description

access-list (1P extended) Configures an extended IP ACL.

ip access-group Controls access to an interface.

show access-lists Displays ACLs configured on the switch.
show ip access-lists Displays IP ACLs configured on the switch.
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auto gos voip

Use the auto gqos voip interface configuration command to configure automatic quality of service
(auto-QoS) for voice over |P (VolP) within a QoS domain. Use the no form of this command to change
the auto-QoS configuration settings to the standard-QoS defaults.

auto qos voip { cisco-phone | trust}
no auto qos voip

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description cisco-phone Identify this interface as connected to a Cisco | P phone, and automatically
configure QoS for VolP. The QoS labels of incoming packets are trusted
only when the phone is detected.

trust Identify this interface as connected to atrusted switch or router. The QoS
labels of incoming packets are trusted.

Defaults Auto-QoS is disabled on all interfaces.

When auto-QoS is enabled, it uses the ingress packet label to categorize traffic and to configure the
egress queues as summarized in Table 2-1.

Table 2-1  Traffic Types, Ingress Packet Labels, Assigned Packet Labels, and Egress Queues

VolP Data VolIP Control
Traffic Only Traffic Only
From Cisco IP |From Cisco IP  |RoutingProtocol |STP! BPDU? All Other
Phones Phones Traffic Traffic Traffic
IngressDSCP® |46 26 - - -
Ingress CoS 5 3 6 7 —
Assigned DSCP |46 26 48 56 0
Assigned CoS |5 3 6 7 0
CoS-to-Queue |5 3,6, 7 0,124
Map
Egress Queue Expedite 80% WRR* 20% WRR
queue
1. STP = Spanning Tree Protocol
2. BPDU = bridge protocol data unit
3. DSCP = Differentiated Services Code Point
4. WRR = weighted round robin
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Table 2-2 lists the auto-QoS configuration for the egress queues.

Table 2-2  Auto-QoS Configuration for the Egress Queues

Egress Queue |Queue Number CoS-to-Queue Map Queue Weight
Expedite 4 5 -

80% WRR 3 3,6,7 80%

20% WRR 1 0,124 20%

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(12c)EAL This command was first introduced.

Use this command to configure the QoS that is appropriate for Vol P traffic within the QoS domain. The
QoS domain includes the switch, the interior of the network, and the edge devices that can classify
incoming traffic for QoS.

Use the cisco-phone keyword on ports connected to Cisco | P phones at the edge of the network. The
switch detects the phone through the Cisco Discovery Protocol (CDP) and trusts the QoS labelsin
packets received from the phone.

Usethetrust keyword on ports connected to theinterior of the network. Becauseit isassumed that traffic
has already been classified by other edge devices, the QoS labels in these packets from the interior of
the network are trusted.

When you enable the auto-QoS feature on the first interface, these automatic actions occur:

» When you enter the auto qos voip cisco-phone interface configuration command, the trusted
boundary feature is enabled. It uses the Cisco Discovery Protocol (CDP) to detect the presence or
absence of a Cisco | P phone. When a Cisco | P phone is detected, the ingress classification on the
interface is set to trust the QoS label received in the packet. When a Cisco |P phone is absent, the
ingress classification is set to not trust the QoS label in the packet. The egress queues on the
interface are also reconfigured (see Table 2-2).

- When you enter the auto qos voip trust interface configuration command, the ingress classification
on the interface is set to trust the QoS label received in the packet, and the egress queues on the
interface are reconfigured (see Table 2-2).

You can enable auto-QoS on static, dynamic-access, voice VLAN access, and trunk ports.

To display the QoS configuration that is automatically generated when auto-QoS is enabled, enable
debugging before you enable auto-QoS. Use the debug autoqos privileged EXEC command to enable
auto-QoS debugging.

To disable auto-QoS on an interface, use the no auto qos voip interface configuration command. When
you enter this command, the switch changes the auto-QoS settings to the standard-QoS default settings
for that interface.

To disable auto-QoS on the switch, use the no auto qos voip interface configuration command on all
interfaces on which auto-QoS is enabled. When you enter this command on the last interface on which
auto-QoS is enabled, the switch enables pass-through mode.
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Examples This example shows how to enable auto-QoS and to trust the QoS labels received in incoming packets
when the switch or router connected to Gigabit Ethernet interface 0/1 is a trusted device:

Switch(config)# interface gigabitethernet0/1
Swi tch(config-if)# auto qos voip trust

This example shows how to enable auto-QoS and to trust the QoS labels received in incoming packets
when the device connected to Fast Ethernet interface 0/1 is detected as a Cisco | P phone:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# auto qos voi p cisco-phone

This example shows how to display the QoS configuration that is automatically generated when
auto-QoS is enabl ed:

Swi t ch# debug aut oqos

Aut 0Q0S debugging is on

Swi tch# configure tern nal

Enter configuration commands, one per line. End with CNTL/Z.
Swi tch(config)# interface fastethernet0/10

Swi tch(config-if)# auto qos voip cisco-phone

00: 02: 54: wrr - queue bandwi dth 20 1 80 0

00: 02: 55: no wr-queue cos-map
00: 02: 55: wr-queue cos-map 1 0 1
00: 02: 56: wr-queue cos-map 3 3 6
00: 02: 58: wr-queue cos-map 4 5
00: 02:59: m's gos nmap cos-dscp O 8 16 26 32 46 48 56
00: 03: 00: i nterface FastEthernet0/10

00: 03: 00: m's gos trust device cisco-phone

00: 03: 00: m's qos trust cos

Switch(config-if)# interface fastethernet0/ 12

Swi tch(config-if)# auto qos voip trust

00: 03: 15:interface FastEthernet0/12

00: 03:15: m's qos trust cos

Switch(config-if)#

24
7

You can verify your settings by entering the show auto gos interface interface-id privileged EXEC

command.
Related Commands ~ Command Description
debug autoqos Enable debugging of the auto-QosS feature.
mls qos map Defines the CoS-to-DSCP map or the DSCP-to-CoS map.
mls qos trust Configures the port trust state.
show auto gos Displays auto-QoS information.
show mls qos maps Displays QoS mapping information.
show mls qos interface Displays QoS information at the interface level.
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boot private-config-file

Usethe boot private-config-file global configuration command to specify the filename that |OS uses to
read and write anonvolatile copy of the private configuration. Use the no form of this command to return
to the default setting.

boot private-config-file filename

no boot private-config-file

Syntax Description

Defaults

Command Modesb

filename The name of the private configuration file.

The default configuration file is private-config.text.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)EA1 This command was first introduced.

Only the 1OS software can read and write a copy of the private configuration file. You cannot read, write,
delete, or display a copy of thisfile.

Filenames are case sensitive.

This example shows how to specify the name of the private configuration file as pconfig:
Swi tch(config)# boot private-config-file pconfig

Related Commands

Command Description
show boot Displays the settings of the boot environment variables.

[ 78-15304-01
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channel-group

Use the channel-group interface configuration command to assign an Ethernet interface to an
EtherChannel group. Use the no form of this command to remove an Ethernet interface from an
EtherChannel group.

channel-group channel-group-number mode {auto [non-silent] | desirable [non-silent] | on |
active | passive}

no channel-group

Syntax Description channel-group-number  Specify the channel group number. Therangeis1to 6.

mode Specify the EtherChannel Port Aggregation Protocol (PAgP) or Link
Aggregration Control Protocol (LACP). mode of the interface.
active Unconditionally enable LACP.

Active mode places an interface into a negotiating state in which the
interface initiates negotiations with other interfaces by sending LACP
packets. A channel is formed with another port group in either the active or
passive mode. When active is enabled, silent operation is the default.

auto Enable PAgP only if a PAgP device is detected.

Auto mode places an interface into a passive negotiating state, in which the
interface responds to PAgP packets it receives but does not initiate PAgP
packet negotiation. A channel is formed only with another port group in
desirable mode. When auto is enabled, silent operation is the default.

desirable Unconditionally enable PAgP.

Desirable mode places an interface into a negotiating state in which the
interface initiates negotiations with other interfaces by sending PAgP
packets. A channel isformed with another port group in either the desirable
or auto mode. When desirable is enabled, silent operation is the default.

non-silent (Optional) Used with the auto or desirable keyword when PAgP traffic is
expected from the other device.

on Force the interface to channel without PAgP or LACP.

With the on mode, a usable EtherChannel exists only when an interface
group inthe on modeis connected to another interface group in the on mode.

passive Enable LACP only if an LACP device is detected.

Passive mode places an interface into a negotiating state in which the
interface responds to LACP packets it receives but does not initiate LACP
packet negotiation. A channel is formed only with another port group in
active mode. When passive is enabled, silent operation is the default.
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Defaults

Command Modes

channel-group M

No channel groups are assigned.
There is no default mode.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced. It replaced the port group command.
12.1(12c)EAL The active and passive keywords were added.

You must specify the mode when entering thiscommand. If the mode isnot entered, an Ethernet interface
is not assigned to an EtherChannel group, and an error message appears.

You do not have to create a port-channel interface before assigning a physical interface to a channel
group. A port-channel interface is created automatically when the channel group getsitsfirst physical
interface.

You do not have to disable the | P address that is assigned to a physical interface that is part of achannel
group, but we highly recommend that you do so.

You can create port channels by entering the interface port-channel global configuration command or
when the channel group getsitsfirst physical interface assignment. The port channels are not created at
runtime or dynamically.

Any configuration or attribute changes you make to the port-channel interface are propagated to all
interfaces within the same channel group as the port channel (for example, configuration changes are
also propagated to the physical interfaces that are not part of the port channel, but are part of the channel
group).

With the on mode, a usable PAgP EtherChannel exists only when a port group in on mode is connected
to another port group in on mode.

If you do not specify non-silent with the auto or desirable mode, silent is assumed. The silent modeis
used when the switch is connected to a device that is not PAgP-capable and seldom, if ever, sends
packets. A example of asilent partner is afile server or a packet analyzer that is not generating traffic.
In this case, running PAgP on a physical port prevents that port from ever becoming operational;
however, it allows PAgP to operate, to attach the interface to a channel group, and to use the interface
for transmission. Both ends of the link cannot be set to silent.

N
Note  You cannot enable both PAgP and LACP modes on an EtherChannel group.
Caution  You should exercise care when setting the mode to on (manual configuration). All ports configured in

the on mode are bundled in the same group and are forced to have similar characteristics. If the group is
misconfigured, packet loss or Spanning Tree Protocol (STP) loops might occur.

[ 78-15304-01
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Examples This example shows how to add an interface to the EtherChannel group specified as channel group 1:

Switch(config)# interface gigabitethernet0/1
Swi tch(config-if)# channel -group 1 node on

This example shows how to set an Etherchannel into PAgP mode:

Swi tch(config-if)# channel -group 1 node auto
Creating a port-channel interface Port-channel 1

This example shows how to set an Etherchannel into LACP mode:

Swi tch(config-if)# channel -group 1 node passive
Creating a port-channel interface Port-channel 1

You can verify your settings by entering the show etherchannel or show running-config privileged

EXEC command.
Related Commands ~ Command Description
interface port-channel Accesses or creates the port channel.
port-channel Sets the load distribution method among the ports in the EtherChannel.
load-balance
show etherchannel Displays EtherChannel information for a channel.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File M anagement Commands >
Configuration File Commands.
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channel-protocol

Use the channel-protocol interface configuration command to configure an EtherChannel for Port
Aggregation Control Protocol (PAgP) or Link Aggregation Control Protocol (LACP). Use the no form
of this command to disable PAgP or LACP on the EtherChannel.

channel-protocol {lacp | pagp}

no channel-protocol

Syntax Description

Defaults

Command Modes

lacp Configure an EtherChannel with the LACP protocol.
pagp Configure an EtherChannel with the PAgP protocol.

No protocol is assigned to the EtherChannel.

Interface configuration

Command History

Usage Guidelines

~

Note

A

Release Modification
12.1(12c)EAL This command was first introduced.

You cannot enable both PAgP and LACP modes on an EtherChannel group.

Caution

Do not enable Layer 3 addresses on the physical EtherChannel interfaces. To prevent loops, do not assign
bridge groups on the physical EtherChannel interfaces.

Examples This example shows how to set an EtherChannel into PAgP mode:
Swi tch(config-if)# channel - protocol pagp
This example shows how to set an EtherChannel into LACP mode:
Swi tch(config-if)# channel - protocol |acp
You can verify your settings by entering the show running-config privileged EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands =~ Command Description
show lacp Display LACP information.
show pagp Display PAgP information.
show running-config Displaysthe current operating configuration. For syntax information,

select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management
Commands > Configuration File Commands.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
206 B o tss0a0r |



| Chapter2 Cisco 10S Commands

class

class W

Use the class policy-map configuration command to define a traffic classification for the policy to act
on using the class-map name or access group. Use the no form of this command to delete an existing
class map.

class class-map-name [access-gr oup name acl-index-or-name]
no class class-map-name

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

class-map-name Name of the class map.
access-group name (Optional) Number or name of an IP standard or extended access control list
acl-index-or-name (ACL) or name of an extended MAC ACL. For an | P standard ACL , theindex

rangeis 1to 99 and 1300 to 1999; for an |P extended ACL, the index range
is 100 to 199 and 2000 to 2699.

No policy-map class maps are defined.

Policy-map configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(6)EA2 This command was first introduced.

Before you use the class command, use the policy-map global configuration command to identify the
policy map and to enter policy-map configuration mode. After you specify a policy map, you can
configure a policy for new classes or modify a policy for any existing classes in that policy map. You
attach the policy map to an interface by using the service-policy interface configuration command,;
however, you cannot attach one that uses an ACL classification to the egress direction.

The class hame that you specify in the policy map ties the characteristics for that class to the class map
and its match criteria as configured by using the class-map global configuration command.

The class command performs the same function as the class-map global configuration command. Use
the class command when a new classification, which is not shared with any other ports, is needed. Use
the class-map command when the map is shared among many ports.

In apolicy map, the class named class-default is not supported. The switch does not filter traffic based
on the policy map defined by the class class-default policy-map configuration command.

[ 78-15304-01
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After entering the class command, you enter policy-map class configuration mode. These configuration
commands are available:
- default: sets a command to its default.
- exit: exits policy-map class configuration mode and returns to policy-map configuration mode.
= no: returns a command to its default setting.
- set: specifies a Differentiated Services Code Point (DSCP) value to be assigned to the classified
traffic. For more information, see the set command.
» police: definesapolicer for the classified traffic. The policer specifiesthe bandwidth limitations and
the action to take when the limits are exceeded. For more information, see the police command.
To return to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.
A
Note  For more information about configuring ACLs, refer to the “ Configuring Network Security with ACLS"
chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this release.
Examples This example shows how to create a policy map named policyl. When attached to the ingress port, it
matches all the incoming traffic defined in classl and policesthe traffic at an average rate of 1 Mbps and
bursts at 131072 bytes. Traffic exceeding the profile is dropped.
Swi tch(config)# policy-map policyl
Swi t ch(config-pmap)# cl ass cl assl
Swi t ch(confi g- pmap-c)# police 1000000 131072 exceed-acti on drop
Swi tch(config-pmap-c)# exit
Swi t ch(confi g- pmap) #
You can verify your settings by entering the show policy-map privileged EXEC command.
Related Commands ~ Command Description
class-map Creates a class map to be used for matching packets to the class whose name
you specify.
match Defines the match criteriato classify traffic.
policy-map Creates or modifies a policy map that can be attached to multiple interfaces
to specify a service policy.
show policy-map Displays quality of service (QoS) policy maps.
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class-map W

Use the class-map global configuration command to create a class map to be used for matching packets
to the class whose name you specify and to enter class-map configuration mode. Use the no form of this
command to delete an existing class map and to return to global configuration mode.

class-map class-map-name [match-all]
no class-map class-map-name [match-all]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

class-map-name Name of the class map.

match-all (Optional) Perform alogical-AND of all matching statements under this class
map. All criteriain the class map must be matched.

No class maps are defined.

Global configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(6)EA2 This command was first introduced.

Use this command to specify the name of the class for which you want to create or modify class-map
match criteria and to enter class-map configuration mode. In this mode, you can enter one match
command to configure the match criteriafor this class.

The class-map command and its subcommands are used to define packet classification and marking as
part of a globally named service policy applied on a per-interface basis.

In quality of service (QoS) class-map configuration mode, these configuration commands are available:
- exit: exits from QoS class-map configuration mode.
= no: removes a match statement from a class map.

- match: configures classification criteria. For more information, see the match class-map
configuration command.

Only one match criterion per class map is supported. For example, when defining a class map, only one
match command can be entered.

Only one access control list (ACL) can be configured in a class map. The ACL can have multiple access
control entries (ACESs).

The switch does not support any deny conditionsin an ACL configured in a class map.

[ 78-15304-01
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Note  For moreinformation about configuring ACLSs, refer to the “ Configuring Network Security with ACLS”
chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this release.

Examples This example shows how to configure the class map named classl. classl has one match criteria, which
isanumbered ACL.

Swi tch(config)# access-list 103 permit tcp any any eq 80
Swi tch(config)# class-map cl assl

Swi t ch(config-cnmap)# match access-group 103

Swi tch(config-crmap)# exit

You can verify your settings by entering the show class-map privileged EXEC command.

Related Commands ~ Command Description
class Defines a traffic classification for the policy to act on by using the class-map
name or access group.
match Defines the match criteriato classify traffic.
policy-map Creates or modifies a policy map that can be attached to multiple interfaces to

specify a service policy.
show class-map Displays QoS class maps.
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clear interface

Use the clear interface privileged EXEC command to clear the hardware logic on an interface or a

VLAN.

clear interface {interface-id | vlan vian-id}

Syntax Description interface-id

ID of the interface.

vlan-id

VLAN ID. Valid VLAN IDsarefrom 1 to 4094 when the enhanced software
image (El) isinstalled and 1 to 1001 when the standard software image (SI)
isinstalled. Do not enter leading zeros.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to clear the hardware logic on a Gigabit Ethernet interface:

Swi tch# clear interface gigabitethernet0/1

This example shows how to clear the hardware logic on a specific VLAN:

Switch# clear interface vian 5

You can verify that the interface-reset counter for an interface is incremented by entering the show
interfaces privileged EXEC command.

[ 78-15304-01

Catalyst 2950 and Catalyst 2955 Switch Command Reference



Chapter 2 Cisco I0S Commands |

M clear lacp

clear lacp

Use the clear lacp privileged EXEC command to clear Link Aggregration Control Protocol (LACP)
channel-group information.

clear lacp { channel-group-number | counter s}

Syntax Description channel-group-number Channel group number. The rangeis 1 to 6.
counters Clear traffic counters.
Defaults This command has no default setting.

Command Modes Privileged EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.
Examples This example shows how to clear channel-group information for a specific group:

Switch# clear lacp 4

This example shows how to clear channel-group traffic counters:

Swi tch# clear lacp counters

You can verify that the information was deleted by entering the show lacp privileged EXEC command.

Related Commands ~ Command Description
show lacp Displays LACP channel-group information.
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clear mac address-table

Note

Use the clear mac address-table privileged EXEC command to delete from the MAC address table a
specific dynamic address, all dynamic addresses on a particular interface, or all dynamic addresses on a

particular VLAN. This command also clears the MAC address notification global counters.

clear mac address-table { dynamic [address mac-addr | interface interface-id | vlan vian-id] |

notification}

Beginning with Release 12.1(11)EA1, the clear mac address-table command replaces the clear
mac-addr ess-table command (with the hyphen). The clear mac-address-table command (with the
hyphen) will become obsolete in afuture release.

Syntax Description

Defaults

Command Modes

dynamic Delete all dynamic MAC addresses.
dynamic address (Optional) Delete the specified dynamic MAC address.
mac-addr

dynamic interface
interface-id

(Optional) Delete all dynamic MAC addresses on the specified physical port
or port channel.

dynamic vlan vlan-id

(Optional) Deleteall dynamic MAC addressesfor the specified VLAN. Valid
IDs are from 1 to 4096 when the enhanced software image (El) isinstalled
and 1 to 1005 when the standard software image (SI) isinstalled. Do not
enter leading zeros.

notification

Clear the notifications in the history table and reset the counters.

No default is defined.

Privileged EXEC

Command History

Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The notification keyword was added.

12.1(11)EA1

The clear mac-address-table command was replaced by the clear mac
address-table command.

Examples This example shows how to remove a specific dynamic address from the MAC address table:
Swi tch# cl ear nmac address-tabl e dynam c address 0008. 0070. 0007
You can verify that the information was deleted by entering the show mac address-table privileged
EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands =~ Command Description
mac address-table notification Enables the MAC address notification feature.
show mac address-table Displaysthe MAC address table static and dynamic entries.

show mac address-table notification Displays the MAC address notification settings for all
interfaces or the specified interface.

snmp trap mac-notification Enables the Simple Network Management Protocol
(SNMP) MAC address notification trap on a specific
interface.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
220 B o tss0a0r |



| Chapter2 Cisco 10S Commands

clearpagp W

clear pagp

Use the clear pagp privileged EXEC command to clear Port Aggregation Protocol (PAgP)
channel-group information.

clear pagp {channel-group-number [counters] | counter s}

Syntax Description channel-group-number Channel group number. The rangeis 1 to 6.
counters Clear traffic counters.
Defaults This command has no default setting.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to clear channel-group information for a specific group:

Swi tch# cl ear pagp 4

This example shows how to clear channel-group traffic counters:
Swi tch# cl ear pagp counters

You can verify that the information was deleted by entering the show pagp privileged EXEC command.

Related Commands ~ Command Description

show pagp Displays PAgP channel-group information.
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clear port-security dynamic

Usethe clear port-security dynamic privileged EXEC command to delete from the MAC address table
a specific dynamic secure address or all the dynamic secure addresses on an interface.

clear port-security dynamic [address mac-addr | interface interface-id]

Syntax Description addr ess mac-addr (Optional) Delete the specified dynamic secure MAC address.

interfaceinterface-id  (Optional) Delete all the dynamic secure MAC addresses on the specified
physical port or port channel.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)EA1 This command was first introduced.
Examples This example shows how to remove a specific dynamic secure address from the MAC address table:

Swi tch# cl ear port-security dynam ¢ address 0008. 0070. 0007

This example shows how to remove all the dynamic secure addresses |earned on a specific interface:

Swi tch# clear port-security dynamic interface gigabitethernet0/1

This example shows how to remove all the dynamic secure addresses from the address table:

Swi tch# clear port-security dynamc

You can verify that the information was deleted by entering the show port-security privileged EXEC

command.
Related Commands ~ Command Description
show port-security Displaysthe port security settingsdefined for aninterface or for
the switch.
switchport port-security Enables port security on an interface.
switchport port-security Configures secure MAC addresses.

mac-addr ess mac-address

switchport port-security maximum Configures a maximum number of secure MAC addresses on a
value secure interface.
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clear port-security sticky

Usethe clear port-security sticky privileged EXEC command to delete from the secure MAC address
table a specific sticky secure address, all the sticky secure addresses on an interface, or all the sticky
secure addresses on the switch.

clear port-security sticky [address mac-addr | interface interface-id]

Syntax Description

Defaults

Command Modes

Usage Guidelines

addr ess mac-addr (Optional) Delete the specified sticky secure MAC address.

interfaceinterface-id  (Optional) Delete all the sticky secure MAC addresses on the specified
physical port.

No default is defined.

Privileged EXEC

If you enter the clear port-security sticky privileged EXEC command without keywords, the switch
removes all sticky secure MAC addresses from the secure MAC address table.

If you enter the clear port-security sticky address mac-addr command, the switch removes the
specified secure MAC address from the secure MAC address table.

If you enter the clear port-security sticky interface interface-id command, the switch removes all
sticky secure MAC addresses on an interface from the secure MAC address table.

Command History

Examples

Release Modification
12.1(11)EA1la This command was first introduced.

This example shows how to remove a specific sticky secure address from the secure MAC address table:
Swi tch# clear port-security sticky address 0008.0070. 0007

This example shows how to remove all the sticky secure addresses learned on a specific interface:

Swi tch# clear port-security sticky interface gigabitethernet0/1

This example shows how to remove all the sticky secure addresses from the secure MAC address table:

Swi tch# clear port-security sticky

You can verify that the information was deleted by entering the show port-security address privileged
EXEC command.

[ 78-15304-01
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Related Commands =~ Command Description
show port-security address Displaysthe port security settings defined for an interface or for
the switch.
switchport port-security Enables port security on an interface.
switchport port-security Enables the interface for sticky learning.
mac-address sticky
switchport port-security Specifies a sticky secure MAC address

mac-address sticky mac-address

switchport port-security maximum Configures a maximum number of secure MAC addresses on a
value secure interface.
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clear spanning-tree detected-protocols

Use the clear spanning-tree detected-protocols privileged EXEC command to restart the protocol
migration process (force the renegotiation with neighboring switches) on all interfaces or on the
specified interface.

clear spanning-tree detected-protocols [inter face interface-id]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Command Modes

interface interface-id (Optional) Restart the protocol migration process on the specified interface.
Valid interfaces include physical ports, VLANS, and port channels. The
valid VLAN rangeis 1 to 4094; do not enter leading zeros. The valid
port-channel rangeis 1 to 646.

Privileged EXEC

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

A switch running both the Multiple Spanning Tree Protocol (MSTP) and the Rapid Spanning Tree
Protocol (RSTP) supports a built-in protocol migration mechanism that enables it to interoperate with
legacy 802.1D switches. If an MSTP and RSTP switch receives alegacy 802.1D configuration bridge
protocol data unit (BPDU) with the protocol version set to 0, it sends only 802.1D BPDUSs on that port.
A multiple spanning-tree (M ST) switch can also detect that a port is at the boundary of aregion when it
receivesalegacy BPDU, an MST BPDU (version 3) associated with adifferent region, or an RST BPDU
(version 2).

However, the switch does not automatically revert to the MSTP mode if it no longer receives 802.1D
BPDUs because it cannot determine whether the legacy switch has been removed from the link unless
the legacy switch is the designated switch. Use the clear spanning-tree detected-protocols command
in this situation.

Examples This example shows how to restart the protocol migration process on Fast Ethernet interface 0/1:
Swi tch# cl ear spanning-tree detected-protocols interface fastethernet0/1
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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clear vmps statistics

Usetheclear vmpsstatistics privileged EXEC command to clear the statistics maintained by the VLAN
Query Protocol (VQP) client.

clear vmps statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to clear VLAN Membership Policy Server (VMPS) statistics:

Swi tch# clear vnps statistics

You can verify that the information was deleted by entering the show vmps statistics privileged EXEC
command.

Related Commands  Command Description

show vmps statistics Displays the VQP version, reconfirmation interval, retry count, VMPS IP
addresses, and the current and primary servers.
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clear vtp counters

Usetheclear vtp counter s privileged EXEC command to clear the VLAN Trunking Protocol (VTP) and
pruning counters.

clear vtp counters

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
Examples This example shows how to clear the VTP counters:

Swi tch# clear vtp counters

You can verify that the information was deleted by entering the show vtp counters privileged EXEC

command.
Related Commands ~ Command Description
show vtp counters Displays general information about the VTP management domain, status,

and counters.
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cluster commander-address

You do not need to enter this command. The command switch automatically provides its MAC address
to member switches when these switches join the cluster. The member switch adds thisinformation and
other cluster information to its running configuration file. Enter the no form of this global configuration
command from the member switch console port to remove it from a cluster only during debugging or
recovery procedures.

cluster commander-address mac-address [member number name name]

no cluster commander-addr ess

Syntax Description mac-address MAC address of the cluster command switch.
member number (Optional) Number of a configured member switch. The range is from 0 to 15.
name name (Optional) Name of the configured cluster up to 31 characters.

Defaults The switch is not a member of any cluster.

Command Modes Global configuration

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines A cluster member can have only one command switch.

The member switch retains the identity of the command switch during a system reload by using the
mac-address parameter.

You can enter the no form on a member switch to remove it from the cluster during debugging or
recovery procedures. You would normally use this command from the member switch console port only
when the member has lost communication with the command switch. With normal switch configuration,
we recommend that you remove member switches only by entering the no cluster member n global
configuration command on the command switch.

When a standby command-switch becomes active (becomes the command switch), it removesthe cluster
commander-address line from its configuration.

Examples Thisis an example of text from the running configuration of a cluster member:
Swi t ch(config)# show runni ng-config

<out put truncated>
cl uster conmander - address 00e0. 9bc0. a500 nmenber 4 name ny_cl uster

<out put truncated>
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This example shows how to remove a member from the cluster by using the cluster member console:

Swi t ch# configure term nal
Enter configurati on conmands, one per line. End with CNTL/Z.
Swi tch(config)# no cluster commander-address

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displaysthe cluster status and a summary of the cluster to which the switch
belongs.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco 1 OS File Management Commands >
Configuration File Commands.
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cluster discovery hop-count

Usethe cluster discovery hop-count global configuration command on the command switch to set the
hop-count limit for extended discovery of candidate switches. Use the no form of this command to set
the hop count to the default value.

cluster discovery hop-count number

no cluster discovery hop-count

Syntax Description number Number of hops from the cluster edge that the command switch limits the
discovery of candidates. The rangeisfrom 1to 7.

Defaults The hop count is set to 3.
Command Modes Global configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Enter this command only on the command switch. This command does not operate on member switches.

If the hop count is set to 1, it disables extended discovery. The command switch discovers only
candidates that are one hop from the edge of the cluster. The edge of the cluster is the point between the
last discovered member switch and the first discovered candidate switch.

Examples This example shows how to set the hop count limit to 4. This command is entered on the command
switch.

Swi tch(config)# cluster discovery hop-count 4

You can verify your settings by entering the show cluster privileged EXEC command on the command

switch.
Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the

switch belongs.
show cluster candidates  Displays alist of candidate switches.
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cluster enable

Usethecluster enable global configuration command on a command-capable switch to enable it as the
cluster command switch, assign a cluster name, and optionally assign a member number to it. Use the
no form of this command to remove all members and make the command switch a candidate switch.

cluster enable name [command-switch-member-number]

no cluster enable

Syntax Description

Defaults

Command Modes

name Name of the cluster up to 31 characters. Valid characters
include only alphanumerics, dashes, and underscores.

command-switch-member-number  (Optional) Assign amember number to the command switch of
the cluster. The range is from 0 to 15.

The switch is not acommand switch.
No cluster name is defined.

The member number is 0 when this is the command switch.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(5.2)WC(1) This command was first introduced.

This command runs on any command-capable switch that is not part of any cluster. This command fails
if adeviceis already configured as a member of the cluster.

You must name the cluster when you enable the command switch. If the switch is already configured as
the command switch, this command changes the cluster name if it is different from the previous name.

This example shows how to enable the command switch, name the cluster, and set the command switch
member number to 4:

Swi tch(config)# cluster enabl e Engineering-IDF4 4

You can verify your settings by entering the show cluster privileged EXEC command on the command
switch.

Related Commands

Command Description
show cluster Displaysthe cluster status and a summary of the cluster to which the switch
belongs.
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cluster holdtime

Use the cluster holdtime global configuration command on the command switch to set the duration in
seconds before a switch (either the command or member switch) declares the other switch down after
not receiving heartbeat messages. Use the no form of this command to set the duration to the default
value.

cluster holdtime holdtime-in-secs

no cluster holdtime

Syntax Description holdtime-in-secs Duration in seconds before a switch (either acommand or member switch)
declares the other switch down. The range is from 1 to 300 seconds.

Defaults The holdtime is 80 seconds.
Command Modes Global configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Use this command with the cluster timer global configuration command only on the command switch.
The command switch propagates the values to all its cluster members so that the setting is consistent
among al switchesin the cluster.

The holdtime is typically set as a multiple of the interval timer (cluster timer). For example, it takes
(holdtime-in-secs divided by interval-in-secs) number of heartbeat messages to be missed in arow to
declare a switch down.

Examples This example shows how to change the interval timer and the duration on the command switch:

Swi tch(config)# cluster timer 3
Swi tch(config)# cluster holdtine 30

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displaysthe cluster status and a summary of the cluster to which the switch
belongs.
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cluster management-vlan

Usethe cluster management-vlan global configuration command on the command switch to changethe
management VLAN for the entire cluster. Use the no form of this command to change the management
VLAN to VLAN 1.

cluster management-vian n

no cluster management-vian

Syntax Description

Defaults

Command Modes

n VLAN ID of the new management VLAN. Valid VLAN IDs are from 1 to 4094
when the enhanced software image (El) isinstalled and 1 to 1001 when the
standard software image (SI) isinstalled. Do not enter leading zeros.

The default management VLAN isVLAN 1.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.

Enter this command only on the command switch. This command changes the management VLAN of
the command switch and member switches. Member switches must have either a trunk connection or
connection to the new command-switch management VLAN to maintain communication with the
command switch.

This command is not written to the configuration file.

This example shows how to change the management VLAN to VLAN 5 on the entire cluster:

Swi tch(config)# cluster nanagenent-vlan 5

You can verify your settings by entering the show interfaces vlan vlan-id privileged EXEC command.

Related Commands

Command Description

show interfaces Displays the administrative and operational status of a switching
(nonrouting) port.
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cluster member

Use the cluster member global configuration command on the command switch to add membersto a
cluster. Use the no form of this command to remove members from the cluster.

cluster member [n] mac-address H.H.H [password enable-password] [vlan vian-id]

no cluster member n

Syntax Description n (Optional) The number that identifies a cluster member. The range
isfrom 0 to 15.
mac-address H.H.H MAC address of the member switch in hexadecimal format.
passwor d enable-password (Optional) Enable password of the candidate switch. The password
is not required if there is no password on the candidate switch.
vlan vlan-id (Optional) VLAN ID through which the candidate is added to the

cluster by the command switch. The range is 1 to 4094 when the
enhanced software image (El) isinstalled and 1 to 1001 when the
standard software image (Sl) isinstalled. Do not enter leading

Zeros.
Defaults A newly enabled command switch has no associated cluster members.
Command Modes Global configuration
Command History Release Madification

12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Enter this command only on the command switch to add a member to or remove a member from the
cluster. If you enter this command on a switch other than the command switch, the switch rejects the
command and displays an error message.

You must enter amember number to remove a switch from the cluster. However, you do not need to enter
amember number to add a switch to the cluster. The command switch selects the next available member
number and assigns it to the switch that is joining the cluster.

You must enter the enable password of the candidate switch for authentication when it joins the cluster.
The password is not saved in the running or startup configuration. After a candidate switch becomes a
member of the cluster, its password becomes the same as the command-switch password.

If aswitch does not have a configured host name, the command switch appends a member number to the
command-switch host name and assigns it to the member switch.

If you do not specify aVLAN ID, the command switch automatically chooses a VLAN and adds the
candidate to the cluster.
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Examples This example shows how to add a switch as member 2 with MAC address 00E0.1E00.2222 and the
password key to a cluster. The command switch adds the candidate to the cluster through VLAN 3.

Swi tch(config)# cluster nenmber 2 mac-address O0EO. 1E00. 2222 password key vlan 3
This example shows how to add a switch with MAC address 00EQ.1E00.3333 to the cluster. Thisswitch

does not have a password. The command switch sel ects the next available member number and assignsiit
to the switch joining the cluster:

Swi tch(config)# cluster nenmber nac-address O0EO. 1E00. 3333

You can verify your settings by entering the show cluster member s privileged EXEC command on the
command switch.

Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the
switch belongs.
show cluster candidates Displays alist of candidate switches.
show cluster members Displays information about the cluster members.
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cluster run

Usethe cluster run global configuration command to enable clustering on a switch. Use the no form of
this command to disable clustering on a switch.

cluster run

no cluster run

Defaults Clustering is enabled on all switches.
Command Modes Global configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines When you enter the no cluster run command on a command switch, the command switch is disabled.
Clustering is disabled, and the switch cannot become a candidate switch.

When you enter the no cluster run command on a member switch, it is removed from the cluster.
Clustering is disabled, and the switch cannot become a candidate switch.

When you enter the no cluster run command on a switch that is not part of acluster, clustering is
disabled on this switch. This switch cannot then become a candidate switch.

Examples This example shows how to disable clustering on the command switch:

Swi tch(config)# no cluster run

You can verify that clustering is disabled by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displaysthe cluster status and a summary of the cluster to which the switch
belongs.
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cluster standby-group

Usethe cluster standby-group global configuration command to enable command switch redundancy
by binding the Hot Standby Router Protocol (HSRP) standby group to the cluster. Use the no form of
this command to unbind the cluster from the HSRP standby group.

cluster standby-group HSRP-group-name

no cluster standby-group

Syntax Description

Defaults

Command Modes

HSRP-group-name Name of the HSRP group that is bound to the cluster. The group nameis
limited to 32 characters.

The cluster is not bound to any HSRP group.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.

You must enter this command only on the command switch. If you enter it on amember switch, an error
message appears.

The command switch propagates the cluster-HSRP binding information to all members. Each member

switch stores the binding information in its nonvolatile RAM (NVRAM).

The HSRP group nhame must be avalid standby group; otherwise, the command entry produces an error.

Use the same group name on al members of the HSRP standby group that isto be bound to the cluster.
Use the same HSRP group name on all cluster-HSRP capable members for the HSRP group that isto be
bound. (When not binding a cluster to an HSRP group, you can use different names on the cluster
command and the member switches.)

This example shows how to bind the HSRP group named my_hsrp to the cluster. This command is
entered on the command switch.

Swi tch(config)# cluster standby-group ny_hsrp
This example shows the error message when this command is entered on a command switch and the
specified HSRP standby group does not exist:

Swi tch(config)# cluster standby-group ny_hsrp
YERROR: St andby (ny_hsrp) group does not exi st
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This example shows the error message when this command is entered on a member switch:

Swi tch(config)# cluster standby-group ny_hsrp
YERROR: This conmand runs on a cluster conmand switch

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displaysthe cluster status and a summary of the cluster to which the switch
belongs.
show standby Displays standby group information.
standby ip Enables HSRP on the interface.
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cluster timer

Usethe cluster timer global configuration command on the command switch to set the interval in
seconds between heartbeat messages. Use the no form of this command to set theinterval to the default
value.

cluster timer interval-in-secs

no cluster timer

Syntax Description

Defaults

Command Modes

interval-in-secs Interval in seconds between heartbeat messages. The range is from
1 to 300 seconds.

The interval is 8 seconds.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.

Use this command with the cluster holdtime global configuration command only on the command
switch. The command switch propagates the values to all its cluster members so that the setting is
consistent among all switches in the cluster.

The holdtime istypically set as a multiple of the heartbeat interval timer (cluster timer). For example,
it takes (holdtime-in-secs divided by the interval-in-secs) number of heartbeat messages to be missed in
arow to declare a switch down.

This example shows how to change the heartbeat interval timer and the duration on the command switch.

Swi tch(config)# cluster timer 3
Swi tch(config)# cluster holdtine 30

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands

Command Description
show cluster Displaysthe cluster status and a summary of the cluster to which the switch
belongs.
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define interface-range

Use the define inter face-range global configuration command to create an interface-range macro. Use
the no form of this command to del ete the defined macro.

define inter face-range macro-name interface-range

no define interface-range macro-name interface-range

Syntax Description macro-name Name of the interface-range macro; up to 32 characters.
interface-range Interface range; for valid values for interface ranges, see “Usage Guidelines.”
Defaults This command has no default setting.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines The macro name is a 32-character maximum character string.
A macro can contain up to five ranges.

All interfacesin arange must be the sametype; that is, all Fast Ethernet ports, all Gigabit Ethernet ports,
all EtherChannel ports, or all VLANS, but you can combine multiple interface types in a macro.

When entering the interface-range, use this format:
» type{first-interface} - {last-interface}

= You must add a space between the first interface number and the hyphen when entering an
interface-range. For example, gigabitethernet 0/1 -2 isavalid range; gigabitethernet 0/1-2 is not
avalid range.

Valid values for type and interface:

- vlan vlan-id, where vian-id is from 1 to 4094 when the enhanced software image (El) is installed
and 1 to 1001 when the standard software image (Sl) is installed.

- port-channel port-channel-number, where port-channel-number isfrom 1 to 6
- fastethernet interface-id
- gigabitethernet interface-id

VLAN interfaces must have been configured with the interface vian command (the show
running-config privileged EXEC command displays the configured VLAN interfaces). VLAN
interfaces not displayed by the show running-config command cannot be used in interface-ranges.
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For physical interfaces, the interface-id is defined as a slot/number (where slot is always 0 for the
switch), and the range can be entered as type O/number - number (for example, gigabitethernet0/1 - 2).
You can also enter multiple ranges.

When you define arange, you must enter a space before and after the hyphen (-):

interface range gigabitethernet0/1 - 2

When you define multiple ranges, you must enter a space before and after the comma (,):
interface range fastethernet0/3 - 7 , gigabitethernet0/1 - 2

Examples This example shows how to create a multiple-interface macro:

Swi tch(config)# define interface-range macrol fastethernet 0/3 -7 , gigabitethernet 0/2

Related Commands ~ Command Description
interfacerange Executes a command on multiple ports at the same time.
show running-config Displays the current operating configuration, including defined macros.

For syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco 10S File Management
Commands > Configuration File Commands.
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delete

Use the delete privileged EXEC command to delete afile or directory on the Flash memory device.

delete [/force] [/recursive] filesystem:/file-url

Syntax Description

Command Modes

/force (Optional) Suppress the prompt that confirms the deletion.

Irecursive (Optional) Delete the named directory and all subdirectories and the files
contained in it.

filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.

ffile-url The path (directory) and filename to delete.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The /force and /recur sive keywords were added.

If you use the /for ce keyword, you are prompted once at the beginning of the deletion processto confirm
the deletion.

If you use the /recur sive keyword without the /for ce keyword, you are prompted to confirm the del etion
of every file.

The prompting behavior depends on the setting of the file prompt global configuration command. By
default, the switch prompts for confirmation on destructive file operations. For more information about
this command, refer to the Cisco |OS Command Reference for Release 12.1.

This example shows how to delete a file from the switch Flash memory:
Swi tch# delete flash:filenane

You can verify that the directory was removed by entering the dir filesystem: privileged EXEC
command.

Related Commands

Command Description

copy Downloads afile from a source, such as a TFTP server, to a destination,
such as the Flash memory.

dir filesystem: Displays alist of files on afile system.

rename Renames afile.
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deny (access-list configuration)

Use the deny access-list configuration command to configure conditions for a named or numbered |P
access control list (ACL). Usethe no form of this command to remove adeny condition fromthe IP ACL.

Use these commands with standard IP ACLSs:
deny {source source-wildcard | host source | any}
no deny { source source-wildcard | host source | any}
Use these commands with extended IP ACLSs:
deny protocol {source source-wildcard | host source | any} [operator port] { destination
destination-wildcard | host source | any} [operator port] [dscp dscp-value] [time-range
time-range-name]
no deny protocol { source source-wildcard | host source | any} [operator port] {destination
destination-wildcard | host source | any} [operator port] [dscp dscp-value] [time-range

time-range-name]

This command is available on physical interfaces only if your switch is running the enhanced software
image (El).

Syntax Description protocol Name of an IP protocol.

protocol can beip, tcp, or udp.

source source-wildcard | Define a source IP address and wildcard.
host source | any

The source is the source address of the network or host from which the
packet is being sent, specified in one of these ways:

« The 32-bit quantity in dotted-decimal format. The source-wildcard
applies wildcard bits to the source.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for source and source-wildcard of source
0.0.0.0.

- Thekeyword any as an abbreviation for source and source-wildcard
of 0.0.0.0 255.255.255.255. You do not need to enter a
source-wildcard.

destination Define a destination | P address and wildcard.

gestl nat!on-wi dcard | host The destination is the destination address of the network or host to which
estination | any the packet is being sent, specified in one of these ways:

e The 32-bit quantity in dotted-decimal format. The
destination-wildcard applies wildcard bits to the destination.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for destination and destination-wildcard
of destination 0.0.0.0.

- The keyword any as an abbreviation for destination and
destination-wildcard of 0.0.0.0 255.255.255.255. You do not need to
enter a destination-wildcard.
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operator port (Optional) Define a source or destination port.
The operator can be only eq (equal).

If operator is after the source | P address and wildcard, conditions match
when the source port matches the defined port.

If operator is after the destination IP address and wildcard, conditions
match when the destination port matches the defined port.

The port isadecimal number or name of a Transmission Control Protocol
(TCP) or User Datagram Protocol (UDP) port. The number can be from
0 to 65535.

Use TCP port names only for TCP traffic.

Use UDP port names only for UDP traffic.

dscp dscp-value (Optional) Define a Differentiated Services Code Point (DSCP) value to
classify traffic.

For the dscp-value, enter any of the 13 supported DSCP values (0, 8, 10,
16, 18, 24, 26, 32, 34, 40, 46, 48, and 56), or use the question mark (?) to
see alist of available values.

time-range (Optional) For the time-range keyword, enter a meaningful name to

time-range-name identify the time range. For a more detailed explanation of this keyword,
refer to the software configuration guide.

Defaults There are no specific conditions that deny packets in the named or numbered IP ACL.
The default ACL is always terminated by an implicit deny statement for all packets.

Command Modes Access-list configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Use this command after the ip access-list global configuration command to specify deny conditions for
an |P ACL. You can specify a source | P address, destination | P address, | P protocol, TCP port, or UDP
port. Specify the TCP and UDP port numbers only if protocol istcp or udp and operator is eq.

N,

Note  For more information about configuring IP ACLSs, refer to the “ Configuring Network Security with
ACLS’ chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.
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deny (access-list configuration) [l

This example shows how to create an extended |P ACL and to configure deny conditions for it:

Switch(config)# ip access-1ist extended Internetfilter
Swi t ch(confi g-ext-nacl)# deny tcp host 190.5.88.10 any
Swi t ch(config-ext-nacl)# deny tcp host 192.1.10.10 any

Thisis an example of a standard ACL that sets a deny condition:

ip access-1list standard Acclistl
deny 192.5.34.0 0.0.0.255
deny 128.88.10.0 0.0.0.255
deny 36.1.1.0 0.0.0.255

In these examples, all other 1P accessisimplicitly denied.

You can verify your settings by entering the show ip access-lists or show access-lists privileged EXEC
command.

Related Commands

Command Description

ip access-list Definesan IP ACL.

permit (access-list Sets conditions for an IP ACL.
configuration)

ip access-group Controls access to an interface.

show ip access-lists Displays IP ACLs configured on the switch.
show access-lists Displays ACLs configured on a switch.
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deny (MAC access-list configuration)

Use the deny MAC access-list configuration command to prevent Layer 2 traffic from being forwarded
if the conditions are matched. Use the no form of this command to remove a deny condition from the
MAC named access control list (ACL).

{permit | deny} {any | host src-MAC-addr} {any | host dst-MAC-addr} [aarp | amber | appletalk
| dec-spanning | decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo |vines-ip | xns-idp]

no { permit | deny} {any | host src-MAC-addr} {any | host dst-MAC-addr} [aarp | amber |
appletalk | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat |
lave-sca | mop-console | mop-dump | msdos | mumps | netbios | vines-echo |vines-ip |

xns-idp]

This command is available only if your switch is running the enhanced software image (El).

Syntax Description any

Keyword to deny any source or destination MAC address.

host src-MAC-addr

Define a host MAC address. If the source address for a packet matches
the defined address, traffic from that address is denied. MAC
address-based subnets are not allowed.

host dst-MAC-addr

Define adestination MAC address. If the destination address for a packet
matches the defined address, traffic to that address is denied. MAC
address-based subnets are not allowed.

aarp

Select Ethertype AppleTalk Address Resolution Protocol that maps a
data-link address to a network address.

amber

Select EtherType DEC-Amber.

appletalk

Select EtherType AppleTalk/EtherTalk.

dec-spanning

Select EtherType Digital Equipment Corporation (DEC) spanning tree.

decnet-iv

Select EtherType DECnet Phase |V protocol.

diagnostic

Select EtherType DEC-Diagnostic.

dsm

Select EtherType DEC-DSM.

etype-6000

Select EtherType 0x6000.

etype-8042

Select EtherType 0x8042.

lat

Select EtherType DEC-LAT.

lavc-sca

Select EtherType DEC-LAVC-SCA.

mop-console

Select EtherType DEC-MOP Remote Console.

mop-dump

Select EtherType DEC-MOP Dump.

msdos

Select EtherType DEC-MSDOS.

mumps

Select EtherType DEC-MUMPS,
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Defaults

Command Modes

netbios Select EtherType DEC-Network Basic Input/Output System (NETBIOS).

vines-echo Select EtherType Virtual Integrated Network Service (VINES) Echo from
Banyan Systems.

vines-ip Select EtherType VINES IP.

xns-idp Select EtherType Xerox Network Systems (XNS) protocol suite (from 0

to 65535), an arbitrary Ethertype in decimal, hexadecimal, or octal.

This command has no defaults. However, the default action for a MAC named ACL isto deny.

MAC access-list configuration

Command History

Usage Guidelines

Note

Examples

Release Modification
12.1(6)EA2 This command was first introduced.

When an access control entry (ACE) is added to an ACL, an implied deny-any-any condition exists at
theend of thelist. That is, if there are no matches, the packets are denied. However, before the first ACE
is added, the list permits all packets.

These options are not allowed:
« Class of service (CoS)

» Ethertype number of a packet with Ethernet |1 or Subnetwork Access Protocol (SNAP)
encapsulation

« Link Service Access Point (LSAP) number of a packet with 802.2 encapsulation

For more information about configuring MAC extended ACLSs, refer to the “ Configuring Network
Security with ACLSs" chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration
Guide for this release.

This example shows how to define the MAC named extended ACL to deny NETBIOS traffic from any
source to MAC address 00c0.00a0.03fa. Traffic matching thislist is denied.

Swi t ch(config-ext-nmacl)# deny any host 00c0. 00a0. 03f a net bi os

This example shows how to remove the deny condition from the named MAC extended ACL :
Swi t ch(config-ext-nmacl)# no deny any host 00cO.00a0. 03fa net bi os

You can verify your settings by entering the show access-lists privileged EXEC command.

[ 78-15304-01
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Related Commands =~ Command Description
mac access-list extended Creates an ACL based on MAC addresses for non-1P traffic.
permit (MAC access-list Permits Layer 2 traffic to be forwarded if conditions are matched.

configuration)

show access-lists Displays ACLs configured on a switch.
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dotix default

dotlx default

Use the dot1x default global configuration command to reset the global 802.1X parameters to their
default val ues.

dotlx default

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default setting.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to reset the global 802.1X parameters:

Swi t ch(config)# dot1x default

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands ~ Command Description

dotlx max-req Sets the maximum number of times that the switch sends an Extensible
Authentication Protocol (EAP)-request/identity frame before restarting the
authentication process.

dot1x Enables periodic re-authentication of the client.

re-authentication

dot1x timeout Sets the number of seconds that the switch remains in the quiet state
quiet-period following afailed authentication exchange.

dot1x timeout Sets the number of seconds between re-authentication attempts.
re-authperiod

dot1x timeout Sets the number of seconds that the switch waits for a response to an
tx-period EAP-request/identity frame from the client before retransmitting the request.
show dot1x Displays the 802.1X statistics, administrative status, and operational status

for the switch or for the specified interface.
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dotlx max-req

Use the dot1x max-req global configuration command to set the maximum number of times that the
switch sends an Extensible Authentication Protocol (EAP)-request/identity frame (assuming that no
response is received) before restarting the authentication process. Use the no form of this command to
return to the default setting.

dot1x max-req count

no dot1x max-req

Syntax Description count Number of times that the switch sends an EAP-request/identify frame before
restarting the authentication process. The rangeis 1 to 10.

Defaults The default is 2 times.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Examples This example shows how to set the number of times that the switch sends an EAP-request/identity frame
to 5 before restarting the authentication process:

Swi tch(config)# dotlx max-req 5

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands ~ Command Description
dot1x timeout Sets the number of seconds that the switch waits for a response to an
tx-period EAP-request/identity frame from the client before retransmitting the request.
show dot1x Displays the 802.1X statistics, administrative status, and operational status

for the switch or for the specified interface.
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dotlx multiple-hosts

Syntax Description

Defaults

Command Modes

Use the dot1x multiple-hosts interface configuration command to allow multiple hosts (clients) on an
802.1X-authorized port that has the dot1x port-control interface configuration command set to auto.
Use the no form of this command to return to the default setting.

dot1x multiple-hosts

no dot1x multiple-hosts

This command has no arguments or keywords.

Multiple hosts are disabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(6)EA2 This command was first introduced.

This command enables you to attach multiple clientsto asingle 802.1X-enabled port. In this mode, only one
of the attached hosts must be successfully authorized for all hosts to be granted network access. If the port
becomes unauthorized (re-authentication fails, or an Extensible Authentication Protocol over LAN
[EAPOL]-logoff message is received), al attached clients are denied access to the network.

This example shows how to enable 802.1X on Fast Ethernet interface 0/1 and to allow multiple hosts:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# dotlx port-control auto
Swi tch(config-if)# dotlx nultiple-hosts

You can verify your settings by entering the show dot1x [interface interface-id] privileged EXEC
command.

Related Commands

Command Description
dot1x port-control Enables manual control of the authorization state of the port.
show dot1x Displays 802.1X statistics, administrative status, and operational status for

the switch or for the specified interface.

[ 78-15304-01
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dotlx port-control

Use the dot1x port-control interface configuration command to enable manual control of the
authorization state of the port. Use the no form of this command to return to the default setting.

dot1x port-control {auto | force-authorized | force-unauthorized}

no dot1x port-control

Syntax Description auto Enable 802.1X authentication on the interface and cause the port to transition
to the authorized or unauthorized state based on the 802.1X authentication
exchange between the switch and the client.

force-authorized Disable 802.1X authentication on the interface and cause the port to transition
to the authorized state without any authentication exchange required. The port
transmits and receives normal traffic without 802.1X-based authentication of
the client.

force-unauthorized Deny all access through this interface by forcing the port to transition to the
unauthorized state, ignoring all attempts by the client to authenticate. The
switch cannot provide authentication servicesto the client through the interface.

Defaults The authorization state is force-authorized.
Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines The 802.1X protocol is supported on Layer 2 static-access ports.
You can use the auto keyword only if the port is not configured as one of these:

« Trunk port—If you try to enable 802.1X on atrunk port, an error message appears, and 802.1X is
not enabled. If you try to change the mode of an 802.1X-enabled port to trunk, the port mode is not
changed.

» Dynamic port—A port in dynamic mode can negotiate with its neighbor to become a trunk port. If
you try to enable 802.1X on a dynamic port, an error appears, and 802.1X is not enabled. If you try
to change the mode of an 802.1X-enabled port to dynamic, the port mode is not changed.

» Dynamic-access port—If you try to enable 802.1X on a dynamic-access (VLAN Query Protocol
[VQP]) port, an error appears, and 802.1X is not enabled. If you try to change an 802.1X-enabled
port to dynamic VLAN assignment, an error appears, and the VLAN configuration is not changed.

» EtherChannel port—Before enabling 802.1X on the port, you must first remove it from the
EtherChannel. If you try to enable 802.1X on an EtherChannel or on an active port in an
EtherChannel, an error appears, and 802.1X is not enabled. If you enable 802.1X on anot-yet active
port of an EtherChannel, the port does not join the EtherChannel.
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Examples

dotix port-control 1l

» Secure port—For switches running the El, if you try to enable 802.1X on a secure port without
enabling the multiple-hosts mode, the switch returns an error message, and 802.1X is not enabled.
If you try to change an 802.1X-enabled port to a secure port without enabling the multiple-hosts
mode, the switch returns an error message, and the security settings are not changed.

- Switched Port Analyzer (SPAN) destination port—You can enable 802.1X on a port that is a SPAN
destination port; however, 802.1X isdisabled until the port is removed as a SPAN destination. You
can enable 802.1X on a SPAN source port.

To globally disable 802.1X on the switch, you must disable it on each port. There is no global
configuration command for this task.

This example shows how to enable 802.1X on Fast Ethernet interface 0/1.:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# dotlx port-control auto

You can verify your settings by entering the show dot1x privileged EXEC command and checking the
Status column in the 802.1X Port Summary section of the output. An enabled status means the
port-control value is set either to auto or to force-unauthorized.

Related Commands

Command Description

show dot1x Displays 802.1X statistics, administrative status, and operational status for
the switch or for the specified interface.

[ 78-15304-01
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dotlx re-authenticate

Usethedot1x re-authenticate privileged EXEC command to manually initiate are-authentication of all
802.1X-enabled ports or the specified 802.1X-enabled port.

dot1x re-authenticate [interface interface-id]

Syntax Description interface interface-id (Optional) Slot and port number of the interface to re-authenticate.

Defaults There is no default setting.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines You can use this command to re-authenticate a client without waiting for the configured number of
seconds between re-authentication attempts (re-authperiod) and automatic re-authentication.

Examples This example shows how to manually re-authenticate the device connected to Fast Ethernet interface 0/1:

Swi tch# dot1lx re-authenticate interface fastethernet0/1
Starting reauthentication on FastEthernet0/1.

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands ~ Command Description

show dot1x Displays 802.1X statistics, administrative status, and operational status for
the switch or for the specified interface.
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dotlx re-authentication

dotlx re-authentication

Syntax Description

Defaults

Command Modes

Usethe dot1x re-authentication global configuration command to enable periodic re-authentication of
the client. Use the no form of this command to return to the default setting.

dotlx re-authentication

no dotl1x re-authentication

This command has no arguments or keywords.

Periodic re-authentication is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(6)EA2 This command was first introduced.

You configure the amount of time between periodic re-authentication attempts by using the dot1x
timeout re-authperiod global configuration command.

This example shows how to disable periodic re-authentication of the client:

Swi tch(config)# no dotlx re-authentication

This example shows how to enable periodic re-authentication and set the number of seconds between
re-authentication attempts to 4000 seconds:

Swi tch(config)# dot1lx re-authentication
Swi tch(config)# dot1x tineout re-authperiod 4000

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands

Command Description
dot1x timeout re-authperiod Sets the number of seconds between re-authentication attempts.
show dot1x Displays 802.1X statistics, administrative status, and operational

status for the switch or for the specified interface.

[ 78-15304-01
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dotlx timeout quiet-period

Use the dot1x timeout quiet-period global configuration command to set the number of seconds that
the switch remains in the quiet state following afailed authentication exchange (for example, the client
provided an invalid password). Use the no form of this command to return to the default setting.

dot1x timeout quiet-period seconds

no dot1x timeout quiet-period

Syntax Description seconds Time in seconds that the switch remainsin the quiet state following a failed
authentication exchange with the client. The range is 0 to 65535 seconds.

Defaults The default time is 60 seconds.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines During the quiet period, the switch does not accept or initiate any authentication requests.

You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

If you want to provide afaster response time to the user, enter a smaller number than the default.

Examples This example shows how to set the quiet time on the switch to 30 seconds:
Swi tch(config)# dotlx tineout quiet-period 30

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands ~ Command Description

show dot1x Displays 802.1X statistics, administrative status, and operational status for
the switch or for the specified interface.
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dotlx timeout re-authperiod

dotlx timeout re-authperiod

Use the dot1x timeout re-authperiod global configuration command to set the number of seconds
between re-authentication attempts. Use the no form of this command to return to the default setting.

dot1x timeout re-authperiod seconds

no dot1x timeout re-authperiod

Syntax Description

Defaults

Command Modes

seconds Number of seconds between re-authentication attempts. The rangeis 1 to
4294967295.

The default is 3600 seconds.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(6)EA2 This command was first introduced.

Thedot1x timeout re-authperiod global configuration command affects the behavior of the switch only
if you have enabled periodic re-authentication by using the dot1x re-authentication global
configuration command.

You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients or authentication servers.

This example shows how to enable periodic re-authentication and set the number of seconds between
re-authentication attempts to 4000 seconds:

Swi tch(config)# dot1lx re-authentication
Swi tch(config)# dot1x tineout re-authperiod 4000

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands

Command Description
dot1x re-authentication Enables periodic re-authentication of the client.
show dot1x Displays802.1X statistics, administrative status, and operational status

for the switch or for the specified interface.
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dotlx timeout tx-period

Use the dot1x timeout tx-period global configuration command to set the number of seconds that the
switch waits for aresponse to an Extensible Authentication Protocol (EAP)-request /identity frame from
the client before retransmitting the request. Use the no form of this command to return to the default
setting.

dot1x timeout tx-period seconds

no dot1x timeout tx-period

Syntax Description seconds Time in seconds that the switch should wait for a response to an
EAP-reguest/identity frame from the client before retransmitting the request.
Therangeis 1 to 65535 seconds.

Defaults The default is 30 seconds.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients or authentication servers.

Examples This example shows how to set 60 as the number of seconds that the switch waits for a response to an
EAP-request/identity frame from the client before retransmitting the request:

Swi tch(config)# dot1x tineout tx-period 60

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands ~ Command Description
dotlx max-req Sets the maximum number of times that the switch sends an
EAP-request/identity frame before restarting the authentication process.
show dot1x Displays 802.1X statistics, administrative status, and operational status for

the switch or for the specified interface.
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duplex M

Use the duplex interface configuration command to specify the duplex mode of operation for switch
ports. Use the no form of this command to return the port to its default value.

duplex {auto | full | half}

no duplex
Syntax Description auto Port automatically detects whether it should run in full- or half-duplex mode.
full Port isin full-duplex mode.
half Port isin half-duplex mode.

Defaults

Command Modes

For Fast Ethernet and 10/100/1000 ports, the default is auto.
For 100BASE-FX ports, the default isfull.

For the default duplex mode of the Gigabit Interface Converter (GBIC)-module ports, refer to the
documentation that came with your GBIC module.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification
12.0(5.2)WC(1) This command was first introduced.

Certain ports, such as GBIC modul e ports, can be configured to be either full duplex or half duplex. The
applicability of this command depends on the device to which the switch is attached.

The 100BASE-FX ports on Catalyst 2950C-24 switches do not support the duplex command. These
ports only operate in full-duplex and 100-Mbps mode.

For Fast Ethernet ports, setting the port to auto has the same effect as specifying half if the attached
device does not autonegotiate the duplex parameter.

If the speed is set to auto, the switch negotiates with the device at the other end of the link for the speed
setting and then forces the speed setting to the negotiated value. The duplex setting remains as
configured on each end of the link, which could result in a duplex setting mismatch.

The 10/100/1000 ports can operate only in the full-duplex mode.

If both the speed and duplex are set to specific values, autonegotiation is disabled.

For guidelines on setting the switch speed and duplex parameters, refer to the Catalyst 2955 Hardware
Installation Guide.
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Examples This example shows how to set a Fast Ethernet port to half duplex:

Switch(config)# interface fastethernet0/11
Swi tch(config-if)# duplex half

This example shows how to set a Gigabit Ethernet port to full duplex:

Swi tch(config)# interface gigabitethernet0/1
Swi tch(config-if)# duplex full

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.

speed Specifies the port speed.
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errdisable detect

Usethe errdisable detect global configuration command to enable error disable detection. Use the no
form of this command to disable this feature.

errdisable detect cause {all | dtp-flap | gbic-invalid | link-flap | pagp-flap}

no errdisable detect cause {all | dtp-flap | gbic-invalid | link-flap | pagp-flap}

Syntax Description

Defaults

Command Modes

all Enable detection for all error disable causes.

dtp-flap Enable detection for the Dynamic Trunking Protocol (DTP)-flap cause.
gbic-invalid Enable error detection for an invalid GBIC error-disable cause.
link-flap Enable detection for the link flap cause.

pagp-flap Enabl e detection for the Port Aggregation Protocol (PAgP)-flap cause.

The default is all, enabled for all causes.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The bpduguard, rootguard, and udld keywords were removed. The

gbic-invalid keyword was added.

A cause (dtp-flap, gbic-invalid, link-flap, and pagp-flap) is the reason why the error-disabled state
occurred. When a cause is detected on an interface, the interface is placed in error-disabled state, an
operational state similar to link-down state. If you do not enable errdisable recovery for the cause, the
interface stays in the error-disabled state until you enter the shutdown and no shutdown interface
configuration commands. If you enable the recovery for a cause, the interface is brought out of the
error-disabled state and allowed to retry the operation again when all the causes have timed out.

You must enter the shutdown and then the no shutdown commands to manually recover an interface
from the error-disabled state.

Examples This example shows how to enable error disable detection for the link-flap error-disable cause:
Swi tch(config)# errdi sabl e detect cause link-flap
You can verify your settings by entering the show errdisable detect privileged EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands ~ Command Description
errdisable recovery Configures the recovery mechanism variables.
show errdisable detect Displays errdisable detection status.
show interfacestrunk Displays interface status or alist of interfaces in error-disabled
state.
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errdisable recovery

Usethe errdisable recovery global configuration command to configure the recover mechanism
variables. Use the no form of this command to return to the default setting.

errdisable recovery

errdisable recovery {cause {all | bpduguard | dtp-flap | gbic-invalid | 12ptguard | link-flap |
pagp-flap | psecure-violation | udld} | {interval interval}

no errdisablerecovery {cause{all | bpduguard | dtp-flap | gbic-invalid | I2ptguard | link-flap |
pagp-flap | psecure-violation | udld} | {interval interval}

Syntax Description

Note

Defaults

Command Modes

cause Enable error disable to recover from a specific cause.

all Enable the timer to recover from all error-disable causes.

bpduguard Enable the timer to recover from the bridge protocol data unit
(BPDU)-guard error-disable state.

dtp-flap Enablethetimer to recover from the Dynamic Trunking Protocol (DTP)-flap
error-disable state.

gbic-invalid Enable the timer to recover from an invalid GBIC error disable state.

I2ptguard Enable the timer to recover from a Layer 2 protocol-tunnel error disable
state.

link-flap Enable the timer to recover from the link-flap error-disable state.

pagp-flap Enabl e the timer to recover from the Port Aggregation Protocol (PAgP)-flap

error-disabl e state.

psecure-violation

Enable the timer to recover from a port security violation disable state.

udld

Enable the timer to recover from the UniDirectional Link Detection
(UDLD) error-disable state.

interval interval

Specify the time to recover from specified error-disable state. The rangeis
30 to 86400 seconds. The same interval is applied to all causes. The default
interval is 300 seconds.

Note  The errdisable recovery timer initializes at a random differential
from the configured interval value. The difference between the
actual timeout value and the configured value can be up to
15 percent of the configured interval.

Though visible in the command-line help string, the channel-misconfig keyword is not supported.

Recovery is disabled for all causes.

The default interval is 300 seconds.

Global configuration
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Command History Release Modification
12.1(4)EAL This command was first introduced.
12.1(8)EAL The channel-misconfig keyword was added. The rootguard keyword was
removed.
12.1(9)EAL The gbic-invalid, 12ptguard, and psecure-violation keywords were added.
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The gbic-invalid and psecure-violation keywords were added. The

rootguard keyword was removed.

Usage Guidelines A cause (bpduguard, dtp-flap, gbic-invalid, 12ptguard, link-flap, pagp-flap, psecure-violation, and
udld) is defined as the reason why the error-disabled state occurred. When a cause is detected on an
interface, the interface is placed in error-disabled state, an operational state similar to link-down state.
If you do not enable errdisable recovery for the cause, the interface staysin error-disabled state until you
enter a shutdown and no shutdown interface configuration command. If you enable the recovery for a
cause, the interface is brought out of the error-disabled state and allowed to retry the operation again
when all the causes have timed out.

Otherwise, you must enter the shutdown then no shutdown commands to manually recover an interface
from the error-disabled state.

Examples This example shows how to enable the recovery timer for the BPDU guard error-disable cause:

Swi tch(config)# errdi sabl e recovery cause bpduguard

This example shows how to set the timer to 500 seconds:

Swi tch(config)# errdi sabl e recovery interval 500

You can verify your settings by entering the show errdisable recovery privileged EXEC command.

Related Commands ~ Command Description
show errdisable recovery Displays errdisable recovery timer information.
show interfaces status Displays interface status.
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flowcontrol

Note

Use the flowcontrol interface configuration command to set the receive or send flow-control value for
an interface. When flow control send is on for adevice and it detects any congestion at itsend, it notifies
the link partner or the remote device of the congestion by sending a pause frame. When flow control
receive ison for the remote device and it receives a pause frame, it stops sending any data packets. This
prevents any loss of data packets during the congestion period.

Use the receive off and send off keywords to disable flow control.

flowcontrol {receive | send} {desired | off | on}

This flowcontrol command applies only to switch and module ports operating at 1000 Mbps.

Syntax Description

Defaults

Command Modes

receive Sets whether the interface can receive flow-control packetsfrom aremote device.
send Sets whether the interface can send flow-control packets to a remote device.
desired When used with receive, allows an interface to operate with an attached device

that isrequired to send flow-control packets or with an attached device that isnot
required to but can send flow-control packets.

When used with send, theinterface sends flow-control packetsto aremote device
if the remote device supportsiit.

off When used with receive, turns off an attached device's ability to send
flow-control packets to an interface. When used with send, turns off the local
port’s ability to send flow-control packets to a remote device.

on When used with receive, allows an interface to operate with an attached device
that isrequired to send flow-control packets or with an attached device that isnot
required to but can send flow-control packets.
When used with send, the interface sends flow-control packetsto aremote device
if the remote device supportsiit.

The defaultsfor 10/100/1000 and GBI C-modul e ports are flowcontr ol receive off and flowcontrol send
desired.

Interface configuration

Command History

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The asymmetric and symmetric keywords were replaced with the receive,

send, off, on, and desired keywords.
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Usage Guidelines

Use the flowcontrol command only on 10/100/1000 and GBIC-module ports.

We strongly recommend that you do not configure IEEE 802.3X flowcontrol when quality of service
(QoS) is configured on the switch. Before configuring flowcontrol on an interface, make sureto disable
QoS on the switch.

Note that when used with receive, the on and desired keywords have the same result.

When you use the flowcontrol command to set a port to control traffic rates during congestion, you are
setting flow control on a port to one of these conditions:

receive on and send on: Flow control operatesin both directions; pause frames can be sent by both
the local device and the remote device to show link congestion.

receive on and send desired: The port can receive pause frames and is able to send pause framesiif
the attached device supports them.

receive on and send off: The port cannot send pause frames, but can operate with an attached device
that isrequired to or is able to send pause frames; the port is able to receive pause frames.

receive off and send on: The port sends pause frames if the remote device supports them, but cannot
receive pause frames from the remote device.

receive off and send desired: The port cannot receive pause frames, but can send pause frames if
the attached device supports them.

receive off and send off: Flow control does not operate in either direction. In case of congestion, no
indication is given to the link partner, and no pause frames are sent or received by either device.

Table 2-3 shows the flow control resolution achieved on local and remote ports by a combination of
settings. The table assumes that for receive, using the desired keyword has the same results as using the

on keyword.
Table 2-3  Flow Control Settings and Local and Remote Port Flow Control Resolution
Flow Control Settings Flow Control Resolution
Local Device Remote Device Local Device Remote Device

send on/receive on

send on/receive on
send on/receive off
send desired/receive on
send desired/r eceive off
send off/receive on
send off/receive off

Sends and receives
Does not send or receive
Sends and receives
Does not send or receive
Sends and receives

Does not send or receive

Sends and receives
Does not send or receive
Sends and receives

Does not send or receive
Receives only

Does not send or receive

send on/r eceive off

send on/receive on
send on/receive off
send desired/receive on
send desired/r eceive off
send off/receive on
send off/receive off

Does not send or receive
Does not send or receive
Sends only
Does not send or receive
Sends only

Does not send or receive

Does not send or receive
Does not send or receive
Receives only
Does not send or receive
Receives only

Does not send or receive
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Table 2-3  Flow Control Settings and Local and Remote Port Flow Control Resolution (continued)
Flow Control Settings Flow Control Resolution
Local Device Remote Device Local Device Remote Device

send desired/receive on

send on/receive on
send on/receive off
send desired/receive on
send desired/r eceive off
send off/receive on
send off/receive off

Sends and receives
Receives only
Sends and receives
Receives only
Sends and receives

Does not send or receive

Sends and receives
Sends only

Sends and receives
Sends only
Receives only

Does not send or receive

send desired/receive off

send on/receive on
send on/receive off
send desired/receive on
send desired/r eceive off
send off/receive on
send off/receive off

Does not send or receive
Does not send or receive
Sends only
Does not send or receive
Sends only

Does not send or receive

Does not send or receive
Does not send or receive
Receives only
Does not send or receive
Receives only

Does not send or receive

send off/receive on

send on/receive on
send on/receive off
send desired/receive on
send desired/r eceive off
send off/receive on
send off/receive off

Receives only
Receives only
Receives only
Receives only
Receives only

Does not send or receive

Sends and receives
Sends only

Sends and receives
Sends only
Receives only

Does not send or receive

send off/receive off

send on/receive on
send on/receive off
send desired/receive on
send desired/r eceive off
send off/receive on
send off/receive off

Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive

Does not send or receive

Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive

Does not send or receive

Examples This example shows how to configurethelocal port to not support any level of flow control by the remote
port:
Switch(config-if)# flowcontrol receive off
Swi tch(config-if)# flowontrol send off
You can verify your settings by entering the show interfaces counters privileged EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands =~ Command Description

show interfaces counters Displays the interface settings on a switch, including input and
output flow control.
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Usetheinterface global configuration command to configure an interface type, create a switch virtual
interface to be used as the management VLAN interface, and to enter interface configuration mode.

interface {interface-id | vlan number}

no interface {interface-id | vlan number}

Syntax Description

Defaults

Command Modes

interface-id Specify the interface type (Fast Ethernet or Gigabit Ethernet) and number.

vlan number VLAN number from 1 to 4094 when the enhanced software image (El) is
installed and 1 to 1001 when the standard software image (Sl) isinstalled
to be used as the management VLAN. Do not enter leading zeroes.

The default management VLAN interfaceisVLAN 1.

Global configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.

When creating a management VLAN interface, a space between vlian and number is accepted.
Only one management VLAN interface can be active.
You cannot delete the management VLAN 1 interface.

You can use the no shutdown interface configuration command to shut down the active management
VLAN interface and to enable a new one.

You can configure the management VLAN interface on static-access and trunk ports.

Examples This example shows how to enable the switch to configure interface 2:
Switch(config)# interface fastethernet0/2
Switch(config-if)#
This example shows how to change the management VLAN from the default management VLAN to
VLAN 3. This series of commands should only be entered from the console. If these commands are
entered through a Telnet session, the shutdown command disconnects the session, and there is no way
to use I P to access the system.
Swi t ch# configure term nal
Switch(config)# interface vlan 3
Switch(config-if)# ip address 172.20.128.176 255.255.255.0
Swi tch(config-if)# no shutdown
Switch(config-if)# exit
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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You can verify your settings by entering the show interfaces and show interfaces vlan vian-id
privileged EXEC commands.

Related Commands ~ Command Description

show interfaces Displays the administrative and operational status of a switching
(nonrouting) port.

shutdown Disables a port and shuts down the management VLAN.

i Catalyst 2950 and Catalyst 2955 Switch Command Reference
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interface port-channel

Usetheinterface port-channel global configuration command to access or create the port-channel
logical interface for Layer 2 interfaces. Use the no form of this command to remove the port channel.

inter face port-channel port-channel-number

no interface port-channel port-channel-number

Syntax Description

Defaults

Command Modes

port-channel-number Port-channel number. The rangeis1to 6.

No port-channel logical interfaces are defined.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(6)EA2 This command was first introduced.

Only one port channel in a channel group is allowed.
Follow these guidelines when you use the interface port-channel command:

« If you want to use the Cisco Discovery Protocol (CDP), you must configure it only on the physical
interface and not on the port-channel interface.

» On the port-channel interface, if you do not assign a static MAC address or if you assign a static
MAC address and then later remove it, the switch automatically assigns a MAC address to the
interface.

This example shows how to create a port-channel interface with a port-channel number of 5:
Swi tch(config)# interface port-channel 5

You can verify your settings by entering the show running-config or show etherchannel
channel-group-number detail privileged EXEC command.

Related Commands

Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
show etherchannel Displays EtherChannel information for a channel.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco 1 OS File Management Commands >
Configuration File Commands.

[ 78-15304-01
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interface range

Usetheinterfacerange global configuration command to enter interface range configuration mode and
to execute a command on multiple ports at the same time. Use the no form of this command to remove
an interface range.

inter face range { port-range | macro name}

no interface range { port-range | macro name}

Syntax Description port-range Port range. For alist of valid values for port-range, see the “Usage Guidelines”
section.
macr o hame Specify the name of a macro.
Defaults This command has no default setting.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines From the interface range configuration mode, all interface parameters that you enter are applied to all
interfaces within the range.

For VLANS, you can use the interface range command only on existing VLAN interfaces. To display
VLAN interfaces, enter the show running-config privileged EXEC command. VLANSs not displayed
cannot be used in the inter face range command. The commands that you enter under the inter face
range command are applied to all existing VLAN interfaces in the range.

All configuration changes made to an interface range are saved to nonvolatile RAM (NVRAM), but the
interface range itself is not saved to NVRAM.

You can enter the interface range in two ways:
- Specifying up to five interface ranges
» Specifying a previously defined interface-range macro

You can define up to five interface ranges with a single command, with each range separated by a
comma.(,).

All interfacesin arange must be the sametype; that is, all Fast Ethernet ports, all Gigabit Ethernet ports,
all EtherChannel ports, or all VLANS.
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Note

Examples

interface range M

These are the valid values for port-range type and interface:

- vlan vlan-id, where vian-id is from 1 to 4094 when the enhanced software image (El) is installed
and 1 to 1001 when the standard software image (Sl) is installed.

- port-channel port-channel-number, where port-channel-number isfrom 1 to 6
- fastethernet interface-id
- gigabitethernet interface-id

For physical interfaces, the interface-id is defined as a slot/number (where slot is always O for the
switch), and the range is entered as type O/number - number (for example, gigabitethernet0/1 - 2). You
can also enter multiple ranges.

When you define arange, you must enter a space before and after the hyphen (-):

interface range gigabitethernet0/1 - 2

When you define multiple ranges, you must enter a space before and after the comma (,):
interface range fastethernet0/3 - 7 , gigabitethernet0/1 - 2

You cannot specify both a macro and an interface range in the same command.

A single interface can also be specified in port-range. (The command is then similar to the interface
interface-id global configuration command.)

For more information about configuring interface ranges, refer to the Catalyst 2950 and Catalyst 2955
Switch Software Configuration Guide for this release.

This example shows how to use the inter face range command to enter interface range configuration
mode and to enter commands for two ports:

Swi tch(config)# interface range gigabitethernet0/1 - 2
Swi tch(config-if-range)#

This example shows how to use a port-range macro macrol for the same function. The advantage is that
you can reuse the macrol until you delete it.
Swi tch(config)# define interface-range macro gi gabitethernet0/1 - 2

Switch(config)# interface range macro nacrol
Swi tch(config-if-range)#

Related Commands

Command Description

show running-config Displays the configuration information running on the switch. For syntax
information, select Cisco |OS Configuration Fundamentals Command
Referencefor Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.
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Ip access-group

Usethe ip access-group interface configuration command to control access to an interface. Use the no
form of this command to remove an access group from an interface.

ip access-group {access-list-number | name} in
no ip access-group {access-list-number | name} in

This command is available on physical interfaces only if your switch is running the enhanced software
image (El).

Syntax Description

Defaults

Command Modes

access-list-number  Number of the IP access control list (ACL), from 1 to 199 or from 1300 to 2699.
name Name of an IP ACL, specified in the ip access-list command.

No ACL is applied to the interface.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification
12.1(6)EA2 This command was first introduced.

You can apply IP ACLs only to ingress interfaces. If a MAC access group is already defined for an
interface, you cannot apply this command to the interface.

The ACLs can be standard or extended.

For standard ACLs, after receiving a packet, the switch checks the packet source address. If the source
address matches a defined address in the ACL and the list permits the address, the switch forwards the
packet.

For extended ACL s, after receiving the packet, the switch checksthe match conditionsinthe ACL. If the
conditions are matched, the switch forwards the packet.

If the specified ACL does not exist, the switch forwards all packets.
IP access groups can be separated on Layer 2 and Layer 3 interfaces.

For more information about configuring IP ACLs, refer to the “ Configuring Network Security with
ACLS’ chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.
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Examples

ip access-group M

This example shows how to apply a numbered ACL to an interface:

Switch(config)# interface fastethernet0/1
Switch(config-if)# ip access-group 101 in

You can verify your settings by entering the show access-lists or show ip access-lists privileged EXEC

command.

Related Commands

Command

Description

access-list (1P extended)

Defines an extended |IP ACL.

access-list (1P standard)

Defines a standard |IP ACL.

deny (access-list configuration)

Configures conditions for an I[P ACL.

ip access-list

Definesan IP ACL.

permit (access-list configuration)

Configures conditions for an [P ACL.

show access-lists

Displays ACLs configured on the switch.

show ip access-lists

Displays IP ACLs configured on the switch.

[ 78-15304-01
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Ip access-list

Usetheip access-list global configuration command to create an | P access control list (ACL) to be used
for matching packetsto an ACL whose name or number you specify and to enter access-list configuration
mode. Use the no form of this command to delete an existing IP ACL and return to global configuration
mode.

ip access-list { extended | standard} {access-list-number | name}
no ip access-list { extended | standard} {access-list-number | name}

This command is available on physical interfaces only if your switch is running the enhanced software
image (El).

Syntax Description

Defaults

Command Modes

access-list-number ~ Number of an ACL.
For standard IP ACLSs, the range is from 1 to 99 and 1300 to 1999.
For extended IP ACLSs, the range from 100 to 199 and from 2000 to 2699.

name Name of an ACL.

Note  The ACL name must begin with an al phabetic character to prevent
ambiguity with numbered ACLs. A name also cannot contain a space or
guotation mark.

No named or numbered |P ACLs are defined.

Global configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(6)EA2 This command was first introduced.

Use this command to enter access-list configuration mode and to specify the name or number of the |P
ACL for which you want to create or modify ACL match criteria. Inthismode, you must enter the per mit
and deny commands to configure the permit and deny access conditions for this list.

Usetheip access-list command and its subcommands to define packet classification and marking as part
of a globally-named service policy applied on a per-interface basis or as an | P access group applied on
a per-interface basis.

Specifying standard or extended with the ip access-list command determines the prompt that you get
when you enter access-list configuration mode.

For more information about configuring IP ACLs, refer to the “ Configuring Network Security with
ACLS’ chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.
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Examples

Note

ip access-list W

This example shows how to configure a standard ACL named Inter netfilter1:

Switch(config)# ip access-list standard Internetfilterl
Swi tch(config-std-nacl)# permt 192.5.34.0 0.0.0.255
Swi tch(config-std-nacl)# permt 192.5.32.0 0.0.0.255
Swi t ch(config-std-nacl)# exit

This example shows how to configure an extended ACL named Inter netfilter2:

Switch(config)# ip access-1ist extended Internetfilter2

Swi tch(config-ext-nacl)# pernmt any 128.8.10.0 0.0.0.255 eq 80
Swi tch(config-ext-nacl)# permt any 128.5.8.0 0.0.0.255 eq 80
Swi t ch(config-ext-nacl)# exit

In these examples, all other 1P accessisimplicitly denied.

You can verify your settings by entering the show access-lists or show ip access-lists privileged EXEC
command.

Related Commands

Command Description

deny (access-list configuration) Configures conditions for an [P ACL.

ip access-group Controls access to an interface.

permit (access-list configuration) Configures conditions for an [P ACL.
service-policy Applies apolicy map to the input of an interface.
show access-lists Displays ACLs configured on the switch.

show ip access-lists Displays IP ACLs configured on the switch.
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Ip address

Usetheip addressinterface configuration command to set an | P address for a switch. Use the no form
of this command to remove an IP address or to disable IP processing.

ip address ip-address subnet-mask

no ip address ip-address subnet-mask

Syntax Description ip-address I P address.
subnet-mask Mask for the associated | P subnet.
Defaults No IP address is defined for the switch.
Command Modes Interface configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines A switch can have one I P address.

The IP address of the switch can be accessed only by nodes connected to ports that belong to the
management VLAN. The default for the management VLAN is VLAN 1, but you can configure a
different VLAN as the management VLAN.

If you remove the IP address through a Telnet or Secure Shell (SSH) session, your connection to the
switch islost.

If your switch receivesits | P address from aBootstrap Protocol (BOOTP) or aDynamic Host Configured
Protocol (DHCP) server and you remove the switch | P address by using the no ip address command, IP
processing is disabled, and the BOOTP or DHCP server cannot reassign the address.

Examples This example shows how to configure the |P address for the switch on a subnetted network:

Switch(config)# interface vlian 1
Switch(config-if)# ip address 172.20.128.2 255.255.255.0

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands =~ Command Description

show running-config Displaysthe configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Referencefor Release 12.1 > Cisco | OS File M anagement Commands >
Configuration File Commands.
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ip igmp snooping I

Ip igmp snooping

Syntax Description

Defaults

Command Modes

Usetheip igmp snooping global configuration command to globally enable Internet Group
Management Protocol (IGMP) snooping. Use the no form of this command to disable |GM P snooping.

ip igmp snooping

no ip igmp snooping

This command has no arguments or keywords.

IGMP snooping is globally enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.

When IGMP snooping is globally enabled, it enables IGMP snooping on all the existing VLAN
interfaces. When IGMP snooping is globally disabled, it disables IGMP snooping on all the existing
VLAN interfaces.

The configuration is saved in nonvolatile RAM (NVRAM).

This example shows how to globally enable IGMP snooping:
Switch(config)# ip i gnmp snooping

This example shows how to globally disable IGMP snooping:
Swi tch(config)# no ip ignp snooping

You can verify your settings commands by entering the show ip igmp snooping privileged EXEC
command.

Related Commands

Command Description

ip igmp snooping vlian Enables IGMP snooping on aVLAN interface.

ip igmp snooping vlan Enables IGMP Immediate-L eave processing.
immediate-leave

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.
show ip igmp snooping Displays the IGMP snooping configuration.
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Ip igmp snooping source-only-learning

Usetheip igmp snooping sour ce-only-learning global configuration command to enable IP
multicast-source-only learning on the switch. Use the no form of this command to disable |P
multicast-source-only learning.

ip igmp snooping source-only-learning

no ip igmp snooping source-only-learning

Syntax Description ~ This command has no arguments or keywords.

Defaults I P multicast-source-only learning is enabled.
Command Modes Global configuration
Command History Release Modification
12.1(11)EAL This command was first introduced.

Usage Guidelines When | P multicast-source-only learning is enabled, the switch learns the P multicast group from the IP
multicast data stream and only forwards traffic to the multicast router ports.

A

Note  We strongly recommend that you do not disable | P multicast-source-only learning. IP
multicast-source-only learning should be disabled only if your network is not composed of IP
multicast-source-only networks and if disabling this learning method improves the network
performance.

Examples This example shows how to disable source-only learning:

Swi tch(config)# no i p ignp snoopi ng source-only-I|earning

This example shows how to enable source-only learning:
Swi tch(config)# ip i gnp snoopi ng source-only-I|earning

You can verify your settings by entering the show running-config | include source-only-learning
privileged EXEC command.
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ip igmp snooping source-only-learning 1l

Related Commands ~ Command Description

ip igmp snooping Globally enables | GM P snooping. | GM P snooping must be globally
enabled in order to be enabled on a VLAN.

show running-config | include Displays the configuration information running on the switch. For
source-only-learning syntax information, select Cisco |OS Configuration
Fundamentals Command Reference for Release 12.1 > Cisco
| OS File Management Commands > Configuration File
Commands.
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Ip igmp snooping vlan
Usetheip igmp snooping vilan global configuration command to enable Internet Group Management
Protocol (IGMP) snooping on a specific VLAN. Use the no form of this command to disable IGMP
snooping on a VLAN interface.

ip igmp snooping vlan vlan-id

no ip igmp snooping vlan vian-id

Syntax Description  vlan-id VLAN ID. Therangeisfrom 1 to 4094 when the enhanced software image
(El) isinstalled and 1 to 1001 when the standard software image (Sl) is
installed. Do not enter leading zeros.

Defaults IGMP snooping is enabled when each VLAN is created.
Command Modes Global configuration
Command History Release Modification

12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines This command automatically configures the VLAN if it is not already configured. The configuration is
saved in nonvolatile RAM (NVRAM).

Examples This example shows how to enable IGMP snooping on VLAN 2:
Swi tch(config)# ip ignmp snooping vlan 2

This example shows how to disable IGMP snooping on VLAN 2:
Swi tch(config)# no ip ignp snooping vlian 2

You can verify your settings by entering the show ip igmp snooping vlan privileged EXEC command.

Related Commands ~ Command Description

ip igmp snooping Globally enables | GM P snooping. | GM P snooping must be
globally enabled in order to be enabled on a VLAN.

ip igmp snooping vlan Enables IGMP Immediate-L eave processing.

immediate-leave

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.

ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.

show ip igmp snooping Displays the IGMP snooping configuration.
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ip igmp snooping vlan immediate-leave

Ip igmp snooping vlan immediate-leave

Usetheip igmp snooping vlian immediate-leave global configuration command to enable Internet
Group Management Protocol (IGMP) Immediate-Leave processing on a VLAN interface. Use the no
form of this command to disable Immediate-L eave processing on the VLAN interface.

ip igmp snooping vlan vlan-id immediate-leave

no ip igmp snooping vlan vlian-id immediate-leave

Syntax Description

Defaults

Command Modes

vlan-id VLAN ID value. The range is between 1 to 4094 when the enhanced
software image (El) isinstalled and 1 to 1001 when the standard software
image (SI) isinstalled. Do not enter leading zeros.

IGMP Immediate-Leave processing is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usethe Immediate-L eave feature only when thereis only one | P multicast receiver present on every port
inthe VLAN. The Immediate-L eave configuration is saved in nonvolatile RAM (NVRAM).

The Immediate-L eave feature is supported only with IGMP version 2 hosts.

This example shows how to enable IGMP Immediate-L eave processing on VLAN 1:
Swi tch(config)# ip ignp snooping vlian 1 inmedi ate-I| eave

This example shows how to disable IGMP Immediate-L eave processing on VLAN 1:

Swi tch(config)# no ip ignp snooping vlian 1 inmedi ate-|eave

You can verify your settings by entering the show ip igmp snooping vlan privileged EXEC command.

Related Commands

Command Description

ip igmp snooping Enables |GM P snooping.

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
show ip igmp snooping Displays the IGMP snooping configuration.

ip igmp snooping vlan static Configures a Layer 2 port as a member of a group.

show mac address-table multicast Displaysthe Layer 2 multicast entries for a VLAN.
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Ip igmp snooping vlan mrouter
Usetheip igmp snooping vlan mrouter global configuration command to add a multicast router port
and to configure the multicast router learning method. Use the no form of this command to remove the
configuration.

ip igmp snooping vlan vlan-id mrouter {interface interface-id | learn {cgmp | pim-dvmrp}}

no ip igmp snooping vlan vlan-id mrouter {interface interface-id | learn {cgmp | pim-dvmrp}}

Syntax Description vlan vlan-id Specify the VLAN ID. The range is from 1 to 4094 when the
enhanced software image (El) isinstalled and 1 to 1001 when the
standard software image (SI) isinstalled. Do not enter leading

Zeros.

interface interface-id Specify the interface of the member port that is configured to a
static router port.

learn Specify the multicast router learning method.

cgmp Set the switch to learn multicast router ports by snooping on Cisco
Group Management Protocol (CGMP) packets.

pim-dvmrp Set the switch to learn multicast router ports by snooping on IGMP

queries and Protocol-Independent M ulticasting-Distance Vector
Multicast Routing Protocol (PIM-DVMRP) packets.

Defaults The default learning method is pim-dvmrp.
Command Modes Global configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines The CGMP learning method is useful for controlling traffic in Cisco router environments.
The configured learning method is saved in nonvolatile RAM (NVRAM).
Static connections to multicast routers are supported only on switch ports.

Examples This example shows how to configure Fast Ethernet interface 0/6 as a multicast router port:

Swi tch(config)# ip ignmp snooping vian 1 nrouter interface fastethernet0/6

This example shows how to specify the multicast router learning method as CGMP:
Swi tch(config)# no ip ignp snooping vian 1 nrouter |earn cgnp
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ip igmp snooping vian mrouter 1l

You can verify your settings by entering the show ip igmp snooping mrouter privileged EXEC

command.

Related Commands

Command

Description

ip igmp snooping

Globally enables I nternet Group Management Protocol (IGMP)
snooping.

ip igmp snooping vlan

Enables IGMP snooping on the VLAN interface.

ip igmp snooping vlian
immediate-leave

Configures IGMP Immediate-L eave processing.

ip igmp snooping vlan static

Configures a Layer 2 port as a member of a group.

show ip igmp snooping mrouter

Displaysthestatically and dynamically |earned multicast router
ports.

[ 78-15304-01
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M ip igmp snooping vlan static

Ip igmp snooping vlan static

Usetheip igmp snooping vlan vlan-id static global configuration command to add aLayer 2 port asa
member of a multicast group. Use the no form of this command to remove the configuration.

ip igmp snooping vlan vlan-id static mac-address interface interface-id

no ip igmp snooping vlan vlan-id static mac-address interface interface-id

Syntax Description vlan vlan-id Specify the VLAN ID. The range is 1 to 4094 when the enhanced
softwareimage (El) isinstalled and 1 to 1001 when the standard software
image (Sl) isinstalled. Do not enter leading zeros.

static mac-address Specify the static group MAC address.

interface interface-id Specify the interface configured to a static router port.
Defaults None configured.
Command Modes Global configuration
Command History Release Modification

12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines The command is used to statically configure the IP multicast group member ports.
The static ports and groups are saved in nonvolatile RAM (NVRAM).
Static connections to multicast routers are supported only on switch ports.

Examples This example shows how to statically configure a host on an interface:

Swi tch(config)# ip ignmp snooping vlian 1 static 0100.5e02.0203 interface fastethernet0/6
Configuring port FastEthernet 0/6 on group 0100.5e02. 0203

You can verify your settings by entering the show mac addr ess-table multicast privileged EXEC
command.
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ip igmp snooping vlan static 1l

Related Commands ~ Command Description
ip igmp snooping Enables Internet Group Management Protocol (IGMP)
snooping.
ip igmp snooping vlian Enables IGMP snooping on the VLAN interface.
ip igmp snooping vlian Configures IGMP Immediate-L eave processing.

immediate-leave
ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
show mac address-table multicast Displaysthe Layer 2 multicast entries for aVLAN.
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lacp port-priority

Use the lacp port-priority interface configuration command to set the port priority for Link
Aggregration Control Procol (LACP). Use the no form of this command to reset the LACP port priority.

lacp port-priority priority-value

no lacp port-priority

Syntax Description priority-value Port priority for LACP. The range is from 1 to 65535.
Defaults The default priority value is 32768.
Command Modes Interface configuration
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines This command only takes effect on EtherChannel interfaces that are already configured for LACP.

>

Note  For more information about configuring LACP on physical interfaces, refer to the “ Configuring
EtherChannels” chapter in the software configuration guide for this release.

Examples This example shows set the port priority for LACP:
Switch(config)# lacp port-priority 32764

You can verify your settings by entering the show etherchannel privileged EXEC command.

Related Commands ~ Command Description
lacp system-priority Globally setsthe LACP priority.
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lacp system-priority

lacp system-priority

Use the lacp system-priority global configuration command to set the system priority for Link
Aggregration Control Procol (LACP). Use the no form of this command to reset the LACP system
priority.

lacp system-priority priority-value

no lacp system-priority

Syntax Description priority-value System priority for LACP. The range is from 1 to 65535.
Defaults The default priority value is 32768.
Command Modes Global configuration
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines Although thisis aglobal configuration command, the priority only takes effect on EtherChannels that
have physical interfaces with LACP enabled.

>

Note  For more information about configuring LACP on physical interfaces, refer to the “ Configuring
Etherchannels” chapter in the software configuration guide for this release.

Examples This example shows set the system priority for LACP:
Switch(config)# |acp systempriority 32764

You can verify your settings by entering the show lacp sys-id global configuration command.

Related Commands ~ Command Description
lacp port-priority Sets the LACP priority for a specific port.
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mac aCCess-group

Use the mac access-group interface configuration command to apply a named extended MAC access
control list (ACL) to an interface. Use the no form of this command to remove a MAC ACL from an
interface.

mac access-group namein
NO mac access-group hamein

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description name Name of the MAC extended ACL.
Defaults No MAC ACL is applied to the interface.
Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines You can apply MAC ACLsonly to ingress interfaces. If an | P access group is already defined for an
interface, you cannot apply this command to the interface.

After receiving the packet, the switch checks the match conditions in the ACL. If the conditions are
matched, the switch forwards the packet.

If the specified ACL does not exist, the switch forwards all packets.

Note  For more information about configuring MAC extended ACLSs, refer to the “ Configuring Network
Security with ACLSs" chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration
Guide for this release.

Examples This example shows how to apply a MAC extended ACL named macacl2 to an interface:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# mac access-group nacacl 2 in

You can verify your settings by entering the show mac access-group privileged EXEC command.
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mac access-group

Related Commands

Command

Description

{deny (MAC access-list configuration) |
permit (MAC access-list configuration)}

Configuresa MAC ACL.

show access-lists

Displays the ACLs configured on the switch.

show mac access-group

Displays the MAC ACLs configured on the switch.

[ 78-15304-01
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mac access-list extended

Use the mac access-list extended global configuration command to create an access control list (ACL)
based on MAC addresses. Using this command changes the mode to extended MAC access-list
configuration mode. Use the no form of this command to return to the default setting.

mac access-list extended name
no mac access-list extended name

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

name Assign a name to the MAC extended ACL.

No MAC ACLs are created.

Global configuration

Command History

Usage Guidelines

A

Note

Examples

Release Modification
12.1(6)EA2 This command was first introduced.

MAC-named extended ACL s are used with the mac access-group interface configuration command and
class maps.

For more information about configuring MAC extended ACLSs, refer to the “ Configuring Network
Security with ACLS’ chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration
Guide for this release.

This example shows how to enter extended MAC access-list configuration mode and to create a MAC
extended ACL named macl:

Swi tch(config)# mac access-list extended macl
Swi t ch(confi g-ext-nmacl)#

This example shows how to delete the MAC extended ACL named macl:

Swi tch(config)# no mac access-list extended nacl

You can verify your settings by entering the show access-lists privileged EXEC command.
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Related Commands

Command

Description

class-map

Creates a class map to be used for matching packets
to the class whose name you specify and to enter
class-map configuration mode.

{deny (MAC access-list configuration) |
permit (MAC access-list configuration)}

ConfiguresaMAC ACL.

mac access-group

AppliesaMAC ACL to an interface.

show access-lists

Displays the ACLs configured on the switch.

[ 78-15304-01
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mac address-table aging-time

Use the mac address-table aging-time global configuration command to set the length of time that a
dynamic entry remainsin the MAC address table after the entry is used or updated. Use the no form of
this command to return to the default setting. The aging time appliesto all VLANS.

mac address-table aging-time [0 | 20-1000000]

no mac address-table aging-time [0 | 120-1000000]

A
Note  Beginning with Release 12.1(11)EA1, the mac address-table aging-time command replaces the

mac-addr ess-table aging-time command (with the hyphen). The mac-address-table aging-time
command (with the hyphen) will become obsolete in a future release.

Syntax Description 0 This value disables aging. Static address entries are never aged or removed
from the table.
10-100000 Aging time in seconds. The range is 10 to 1000000 seconds.
Defaults The default is 300 seconds.
Command Modes Global configuration
Command History Release Madification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The aging-time values were modified.
12.1(11)EAL The mac-address-table aging-time command was replaced by the mac

address-table aging-time command.

Usage Guidelines If hosts do not send continuously, increase the aging time to record the dynamic entries for alonger time.
This reduces the possibility of flooding when the hosts send again.

Examples This example shows how to set the aging time to 200 seconds:
Swi tch(config)# mac address-table aging-tinme 200

This example shows how to disable aging in VLAN 1.

Swi tch(config)# mac address-table aging-tinme O
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mac address-table aging-time 1l

This example shows how to set aging time to 450 seconds for all VLANSs for which the user did not

specify aging time.

Swi tch(config)# mac address-table aging-tinme 450

You can verify your settings by entering the show mac address-table privileged EXEC command.

Related Commands

Command

Description

clear mac address-table

Deletes dynamic entries from the MAC address table.

show mac address-table

Displays the MAC address table.

show mac address-table
aging-time

Displays the MAC address table aging time for all VLANS or the
specified VLAN.

[ 78-15304-01
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mac address-table notification

Use the mac address-table notification global configuration command to enable the MAC notification
feature and configure the notification-trap interval or history table. Use the no form of this command to
disable this feature.

mac address-table notification [history-size size | interval interval]
no mac address-table notification [history-size size | interval interval]

N

Note Beginning with Release 12.1(11)EA1, the mac address-table notification command replaces the
mac-address-table notification command (with the hyphen). The mac-address-table notification
command (with the hyphen) will become obsolete in afuture release.

Syntax Description history-size size (Optional) Configures the maximum number of entriesin the MAC
notification history table; valid values are 0 to 500.
interval interval (Optional) Configuresthe notification-trap interval in seconds; valid values

arefrom 0to 2147483647. The switch sendsthe notification trapswhen this
amount of time has elapsed.

Defaults The MAC notification feature is disabled.
The default trap-interval value is 1 second.
The default number of entries in the history tableis 1.

Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.
12.1(11)EAL The mac-address-table notification command was replaced by the mac

address-table notification command.

Usage Guidelines The MAC address notification feature sends Simple Network Management Protocol (SNMP) trapsto the
network management system (NMS) whenever aMAC address is added or deleted from the forwarding
tables. MAC notifications are generated only for dynamic and secure MAC addresses. Events are not
generated for self addresses, multicast addresses, or other static addresses.

When you configure the history-size option, the existing MAC address history table is deleted, and a
new tableis created.

You enable the MAC address notification feature by using the mac address-table notification
command. You must also enable MAC address notification traps on an interface by using the snmp trap
mac-notification interface configuration command, and configure the switch to send MAC addresstraps
to the NM S by using the snmp-server enable traps mac-notification global configuration command.
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Examples

mac address-table notification

This example shows how to enable the MAC notification feature:

Swi tch(config)# mac address-table notification

This example shows how to set the notification-trap interval to 60 seconds:

Swi tch(config)# mac address-table notification interval 60

This example shows how to set the number of entriesin the history table to 32:

Swi tch(config)# mac address-table notification history-size 32

You can verify your settings by entering the show mac addr ess-table notification privileged EXEC

command.

Related Commands

Command

Description

clear mac address-table notification

Clears the MAC address notification global counters.

show mac address-table notification

Displays the MAC address notification settings for all
interfaces or the specified interface.

snmp-server enable traps

Sends the SNMP MAC notification traps when the
mac-notification keyword is appended.

snmp trap mac-notification

Enables the SNMP MAC notification trap on a specific
interface.

[ 78-15304-01
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mac address-table static

Use the mac address-table static global configuration command to add static addresses to the MAC
address table. Use the no form of this command to remove static entries from the MAC address table.

mac address-table static mac-addr vlan vlan-id inter face interface-id

no mac address-table static mac-addr vlan vlan-id inter face interface-id

Note  Beginning with Release 12.1(11)EA1, the mac address-table static command replaces the
mac-address-table static command (with the hyphen). The mac-address-table static command (with
the hyphen) will become obsolete in a future release.

Syntax Description mac-addr Destination MAC address (unicast or multicast) to add to the address table.
Packets with this destination address received in the specified VLAN are
forwarded to the specified interface.

vlan vlan-id Specify the VLAN for which the packet with the specified MAC addressis
received. Valid VLAN IDs are 1 to 4094 when the enhanced software image
(El) isinstalled and 1 to 1005 when the standard software image (Sl) is
installed. Do not enter leading zeros.

interfaceinterface-id  Interfacetowhichthereceived packet isforwarded. Valid interfacesinclude
physical ports and port channels.

Defaults None configured.

Command Modes Global configuration

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The interface keyword and parameters were changed.
12.1(11)EA1 The mac-address-table static command was replaced by the mac

address-table static command.
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Examples

mac address-table static 1l

This example shows how to add the static address 0004.5600.67ab to the MAC address table:
Swi tch(config)# mac address-table static 0004.5600.67ab vlian 1 interface fastethernet0/2

This example shows how to add the static address c2f3.220a.12f4 to the MAC address table. When a
packet is received in VLAN 4 with this MAC address as its destination, the packet is forwarded to the

specified interface:

Swi tch(config)# mac address-table static c2f3.220a.12f4 vlian 4 interface

gi gabi tethernet0/1

You can verify your settings by entering the show mac addr ess-table privileged EXEC command.

Related Commands

Command

Description

clear mac address-table

Deletes entries from the MAC address table.

mac address-table aging-time

Sets the length of time that a dynamic entry remainsin the MAC
address table after the entry is used or updated.

show mac address-table

Displays the MAC address table.

show mac address-table static

Displays static MAC address table entries only.

[ 78-15304-01
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match

Use the match class-map configuration command to define the match criteriato classify traffic. Use the
no form of this command to remove the match criteria.

match {access-group acl-index | access-group name acl-name | ip dscp dscp-list}
no match {access-group acl-index | access-group name acl-name | ip dscp}

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description access-group acl-index Number of an IP standard or extended access control list (ACL).

For an IP standard ACL, the ACL index rangeis 1 to 99 and 1300 to 1999.
For an IP extended ACL, the ACL index range is 100 to 199 and 2000 to
2699.

access-group name Name of an I P standard or extended ACL or name of an extended MAC ACL.
acl-name

Note  The ACL name must begin with an al phabetic character to prevent
ambiguity with numbered ACLs. A name al so cannot contain a space
or quotation mark.

ip dscp dscp-list List of up to eight IP Differentiated Services Code Point (DSCP) values for
each match statement to match against incoming packets. Separate each
value with a space. The supported DSCP values are 0, 8, 10, 16, 18, 24, 26,
32, 34, 40, 46, 48, and 56.

Defaults No match criteria are defined.
Command Modes Class-map configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Use the match command to specify which fields in the incoming packets are examined to classify the
packets. Only IP access groups, MAC access groups, and classification based on DSCP values are
supported.

Only one match command per class map is supported.

~

Note  For more information about configuring ACLs, refer to the “ Configuring Network Security with ACLS"
chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this release.
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Examples

match

This example shows how to classify traffic on an interface by using the access group named acl2:

Swi tch(config)# class-map cl ass2
Swi t ch(config-cmap)# match access-group name acl 2

Swi tch(config-crmap)# exit

You can verify your settings by entering the show class-map privileged EXEC command.

Related Commands =~ Command Description
class Defines atraffic classification for a policy to act on using the
class-map name or access group.
class-map Creates a class map to be used for matching packets to the class

whose name you specify.

ip access-group

Controls access to an interface.

mac access-group

Applies a named extended MAC ACL to an interface.

show class-map

Displays quality of service (QoS) class maps.

show policy-map

Displays QoS policy maps.

[ 78-15304-01
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mls gos cos

Use the mls gos cos interface configuration command to define the default class of service (CoS) value
of aport or to assign the default CoS to all incoming packets on the port. Use the no form of this
command to return to the default setting.

mls gos cos { default-cos | override}

no mls qos cos { default-cos | override}

Syntax Description default-cos Assign a default CoS value to a port. If the port is CoS trusted and packets are
untagged, the default CoS value becomes a CoS value used to select one output
gueueto index into the CoS-to-Differentiated Services Code Point (DSCP) map. The
CoSrangeis0Oto7.

override Override the CoS of the incoming packets, and apply the default CoS value on the
port to all incoming packets.

Defaults The default CoS value for a port is 0.
CoS override is disabled.

Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines You can use the default value to assign CoS and DSCP values to all packets entering a port if the port
has been configured by using the override keyword.

Use the override keyword when all incoming packets on certain ports deserve higher or lower priority
than packets entering from other ports. Even if a port was previously set to trust DSCP or CoS, this
command overrides that trust state, and all the incoming CoS values are assigned the default CoS value
configured with the mls qos cos command. If an incoming packet is tagged, the CoS value of the packet
is modified with the default CoS of the port at the ingress port.

Examples This example shows how to configure the default port CoS to 4:

Switch(config)# interface gigabitethernet0/1
Swi tch(config-if)# ms qos trust cos
Switch(config-if)# ms qos cos 4
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misqoscos M

This example shows how to assign all the packets entering a port to the default port CoS value of 4:

Swi tch(config)# interface gigabitethernet0/1
Switch(config-if)# ms qos cos 4
Switch(config-if)# ms qos cos override

You can verify your settings by entering the show mls qos interface privileged EXEC command.

Related Commands ~ Command Description
mls qos map Defines the CoS-to-DSCP map or the DSCP-to-CoS map.
mls qos trust Configures the port trust state.
show mls qos interface Displays quality of service (QoS) information.
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mls gos map

Use the mls gos map global configuration command to define the class of service
(CoS)-to-Differentiated Services Code Point (DSCP) map or DSCP-to-CoS map. Use the no form of this
command to return to the default map.

mls gos map { cos-dscp dscpl...dscp8 | dscp-cos dscp-list to cos}
no mls qos map { cos-dscp | dscp-cos}

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description cos-dscp dscpl...dscp8 Define the CoS-to-DSCP map.

For dscpl...dscp8, enter eight DSCP values that correspond to CoS values
0 to 7. Separate each DSCP value with a space.

The supported DSCP values are 0, 8, 10, 16, 18, 24, 26, 32, 34, 40, 46, 48,
and 56.

dscp-cos dscp-list to Define the DSCP-to-CoS map.
cos

For dscp-list, enter up to 13 DSCP val ues separated by spaces. Then enter the
to keyword. The supported DSCP values are 0, 8, 10, 16, 18, 24, 26, 32, 34,
40, 46, 48, and 56.

For cos, enter the CoS val ue to which the DSCP values correspond. The CoS
rangeis0to 7.

Defaults Table 2-4 shows the default CoS-to-DSCP map:

Table 2-4  Default CoS-to-DSCP Map

CoS Value 0 1 2 3 4 5 6 7
DSCP Value 0 8 16 24 32 40 48 56

Table 2-5 shows the default DSCP-to-CoS map:

Table 2-5 Default DSCP-to-CoS Map

DSCP Values |0 8, 10 16, 18 24,26 32,34 |40,46 |48 56
CoS Value 0 1 2 3 4 5 6 7
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.
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Usage Guidelines

Note

Examples

misgosmap

All the maps are globally defined. You apply all mapsto all ports.
If you enter the mls qos trust cos command, the default CoS-to-DSCP map is applied.
If you enter the mls qos trust dscp command, the default DSCP-to-CoS map is applied.

After adefault map is applied, you can define the CoS-to-DSCP or DSCP-to-CoS map by entering
consecutive mls qos map commands.

The supported DSCP values are 0, 8, 10, 16, 18, 24, 26, 32, 34, 40, 46, 48, and 56. If the mls qos trust
dscp command is entered and a packet with an untrusted DSCP value is at an ingress port, the packet
CoSvalueisset to 0.

The switches do not support the dscp-mutation, dscp-switch-priority, ip-prec-dscp, and policed-dscp
options.

This example shows how to define the DSCP-to-CoS map. DSCP values 16, 18, 24, and 26 are mapped
to CoS 1. DSCP values 0, 8, and 10 are mapped to CoS 0.

Swi tch# configure termn nal
Swi tch(config)# ms gos map dscp-cos 16 18 24 26 to 1
Swi tch(config)# m's gos map dscp-cos 0 8 10 to O

This example shows how to define the CoS-to-DSCP map. CoS values 0to 7 are mapped to DSCP values
8, 8, 8, 8, 24, 32, 56, and 56.

Swi t ch# configure termn nal
Swi tch(config)# ms gos nap cos-dscp 8 8 8 8 24 32 56 56

You can verify your settings by entering the show mls qos maps privileged EXEC command.

Related Commands

Command Description

mls qos cos Defines the default CoS value of a port or assigns the default CoSto
all incoming packets on the port.

mls qos trust Configures the port trust state.

show mls qos maps Displays quality of service (QoS) mapping information.

[ 78-15304-01
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mls qos trust

Use the mls qos trust interface configuration command to configure the port trust state. Ingress traffic
can be trusted, and classification is performed by examining the class of service (CoS) or the
Differentiated Services Code Point (DSCP) value. Use the no form of this command to return a port to
its untrusted state.

mls gostrust [cos [pass-through dscp] | device cisco-phone | dscp]

no mls qostrust [cos [pass-through dscp] | device cisco-phone | dscp]

Syntax Description cos (Optional) Classify ingress packets with packet CoS values. For untagged
packets, the port default CoS value is used.

cos pass-through  (Optional) Configure theinterface to classify ingress packets by trusting the CoS
dscp value and to send packets without modifying the DSCP value (pass-through
mode).

device cisco-phone (Optional) Classify ingress packets by trusting the value sent from the Cisco |IP
phone (trusted boundary).

dscp (Optional) Classify ingress packets with packet DSCP values (most significant 6
bits of the 8-bit service-type field). For non-1P packets, the packet CoS valueis
set to 0. This keyword is available only if your switch is running the enhanced
software image (El).

Defaults The port is not trusted.
Pass-through mode is disabled.
Trusted boundary is disabled.
If no keyword is specified and the switch is running the El, the default is dscp.

Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.
12.1(11)EAL The device cisco-phone and pass-through dscp keywords were added.

Usage Guidelines Packets entering a quality of service (QoS) domain are classified at the edge of the QoS domain. When
the packets are classified at the edge, the switch port within the QoS domain can be configured to one
of the trusted states because there is no need to classify the packets at every switch within the domain.
Use this command to specify whether the port is trusted and which fields of the packet to use to classify
traffic.

When a port is configured with trust DSCP and the incoming packet is a tagged non-IP packet, the CoS
value for the packet is set to 0, and the DSCP-to-CoS map is not applied. For an untagged non-1P packet,
the default port CoS valueis used.
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Note

Examples

Note

mis gos trust Il

If DSCPistrusted, the DSCP field of the IP packet is not modified. However, it is still possible that the
CoS value of the packet is modified (according to the DSCP-to-CoS map).

If CoSistrusted, the CoS of the packet is not modified, but DSCP can be modified (according to the
CoS-to-DSCP map) if it isan IP packet.

To return a port to the untrusted state, use the no mls gos trust interface configuration command.

The trusted boundary feature prevents security problems if users disconnect their PCs from networked
Cisco | P phones and connect them into the switch port to take advantage of trusted CoS settings. You
must globally enable the Cisco Discovery Protocol (CDP) on both the switch and on the interface
connected to the I P phone. If the phone is not detected, trusted boundary disables the trust setting on the
switch port and prevents misuse of a high-priority queue.

If trusted boundary is enabled and the no mls gos trust command is entered, the port returns to the
untrusted state and cannot be configured to trust if it is connected to a Cisco | P phone.

To disable trusted boundary, use the no mls qos trust device interface configuration command.

In software releases earlier than Release 12.1(11)EAL, the switch is in pass-through mode. It uses the
CoS value of incoming packets without modifying the DSCP value and sends the packets from one of
the four egress queues. You cannot enable or disable pass-through mode if your switch is running a
software release earlier than Release 12.1(11)EA1.

In Release 12.1(11)EAL1 or later, pass-through mode is disabled by default. The switch assigns a CoS
value of 0 to all incoming packets without modifying the packets. It offers best-effort service to each
packet regardless of the packet contents or size and sends it from a single egress queue.

You can enable pass-through mode on a switch running Release 12.1(11)EA1 or later by using the mls
gostrust cos pass-through dscp interface configuration command. To disable pass-through mode, use
the no mls qostrust cos pass-through interface configuration command.

In software releases earlier than Release 12.1(11)EA1, the mls gos trust command is available only
when the switch is running the El.

This example shows how to configure a port to be a DSCP-trusted port:

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ms qos trust dscp

The mls gos trust dscp command is available only when the switch is running the El.

This example shows how to specify that the Cisco |P phone is a trusted device:

Switch(config)# interface fastethernet0/1

Swi tch(config-if)# nms qos trust device cisco-phone

This example shows how to configure theinterfaceto trust the CoS of incoming packets and to send them
without modifying the DSCP field:

Switch(config)# interface fastethernet0/1

Swi tch(config-if)# ms qos trust cos pass-through dscp

You can verify your settings by entering the show mls qos interface privileged EXEC command.

[ 78-15304-01
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Related Commands =~ Command Description
mls qos cos Defines the default CoS value of a port or assigns the default CoS to all
incoming packets on the port.
mls gos map Defines the CoS-to-DSCP map or the DSCP-to-CoS map.

show milsqosinterface  Displays QoS information.
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monitor session

Use the monitor session global configuration command to start a new Switched Port Analyzer (SPAN)
or Remote SPAN (RSPAN) session, to add or delete interfaces or VLANS to or from an existing SPAN
or RSPAN session, and to limit (filter) SPAN source traffic to specific source VLANS. Use the no form
of thiscommand to remove the SPAN or the RSPAN session or to remove source or destination interfaces
or filters from the SPAN or RSPAN session.

monitor session session_number {destination {interface interface-id [encapsulation {dot1q |
isl}] | remote vlan vlan-id reflector-port interface-id} | filter vlan vlan-id [, | -] | source
{interface interface-id [, | -] [both | rx | tx ] | remote vlan vlan-id | vlan vlan-id [, | -] rx}}

no monitor session session_number {destination {interfaceinterface-id [encapsulation {dot1q |
isl}] | remote vlan vlan-id reflector-port interface-id} | filter vlan vlan-id [, | -] | source
{interface interface-id [, | -] [both | rx | tx ] | remote vlan vlan-id | vlan vlan-id [, | -] rx}}

no monitor session { session_number | all | local | remote}

Syntax Description

session_number Specify the session number identified with the SPAN or RSPAN session.
Valid values are 1 and 2.

destination interface Specify the destination interface for alocal SPAN session. Valid interfaces
interface-id are physical ports.

encapsulation (Optional) Specify the encapsulation header for outgoing packetsthrough a
destination port. If encapsulation type is not specified, packets are sent in
native form. To reconfigure a destination port in native form, enter the
command without the encapsulation keyword.

dotlq Specify the encapsulation type as 802.1Q.

isl (Optional) Specify the encapsulation type as I SL.

destination remotevlan Specify the destination remote VLAN for an RSPAN source session.
vlan-id

reflector-port Specify the reflector port used for a source RSPAN session.

interface-id

filter vlan vlan-id Specify alist of VLANs asfilters on trunk source ports. The vian-id range
is 1to 4094; do not enter leading zeros.

sourceinterface Specify the SPAN source interface type, slot, and port number. Valid

interface-id interfaces include physical ports and port channels.

, (Optional) Specify a series of interfaces or VLANS, or separate a range of
interfaces or VLANSs from a previous range. Enter a space after the comma.

Note  For source interface, you can configure the first port to monitor
egress traffic; others will be ingress only if arange or list is
specified.

- (Optional) Specify arange of interfaces or VLANS. Enter a space before
and after the hyphen.

Note  For source interface, you can configure the first port to monitor
egress traffic; others will beingress only if arangeor listis
specified.

[ 78-15304-01
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Defaults

Command Modes

both, rx, tx (Optional) Specify the traffic direction to monitor. If you do not specify a
traffic direction, the source interface sends both transmitted and received
traffic. Transmitted (tx) traffic can be monitored on only one source port.

source remote vian Specify the source RSPAN VLAN for an RSPAN destination session.
vlan-id

source vlan vlan-id rx Specify the SPAN or RSPAN source interfaceasaVLAN ID. The vlan-id
rangeis 1 to 4094; do not enter leading zeros.

VLANS cannot be egress monitored. Direction (rx) must be specified.

all, local, remote Specify all, local, or remote to clear a SPAN or RSPAN session.

On asource interface, the default isto monitor both received and transmitted traffic. On source VLANS,
you can monitor only received traffic.

All VLANSs are monitored on a trunk interface used as a source port.

If encapsulation type is not specified on a destination port, packets are sent in native form with no
encapsul ation.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EAL This command was first introduced.
12.1(11)EA1 These RSPAN keywords were added: destination remote vlian

reflector-port, source remote vlan, all, local, remote.

Traffic that enters or leaves source ports or enters source VLANS can be monitored by using SPAN or
RSPAN. Traffic routed to source ports or source VLANS cannot be monitored.

You can set a maximum of two SPAN or RSPAN sessions. You can divide the two sessions between
SPAN, RSPAN source, and RSPAN destination sessions. Each session can have only one destination port
and only one transmitting source port. You can, however, have multiple receiving source ports and
VLANS.

You can monitor only received traffic on a VLAN; you cannot monitor transmitted traffic.

You can monitor traffic on a single port or VLAN or on a series or range of ports (ingress traffic only)
or VLANS. You select a series or range of interfaces or VLANSs by using the [, | -] options.

If you specify a series of VLANS or interfaces, you must enter a space after the comma. If you specify
arange of VLANSs or interfaces, you must enter a space before and after the hyphen (-).

EtherChannel ports cannot be configured as SPAN or RSPAN destination or reflector ports. A physical
port that is a member of an EtherChannel group can be used as a source or destination port. It cannot
participate in the EtherChannel group while it is configured for SPAN or RSPAN.

A port used as areflector port cannot be a SPAN or RSPAN source or destination port, nor can a port be
areflector port for more than one session at atime.

A port used as a destination port cannot be a SPAN or RSPAN source or reflector port, nor can a port be
a destination port for more than one session at atime.
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You can enable 802.1X on aport that isa SPAN or RSPAN destination port; however, 802.1X isdisabled
until the port is removed as a SPAN destination. (If 802.1X is not available on the port, the switch will
return an error message.) You can enable 802.1X on a SPAN or RSPAN source port.

VLAN monitoring and VLAN filtering are mutually exclusive. If aVLAN isasource, VLAN filtering
cannot be enabled. If VLAN filtering is configured, a VLAN cannot become a source.

VLAN-based SPAN (VSPAN) refers to analyzing network traffic in aset of VLANS. All active portsin
the source VLANSs become source ports for the SPAN or RSPAN session. Trunk ports are included as
source portsfor VSPAN, and only packets with the monitored VLAN ID are sent to the destination port.

Trunk VLAN filter refersto analyzing network traffic on a selected set of VLANS on trunk source ports.
By default, all VLANSs are monitored on trunk source ports. You can use the monitor session
session_number filter vlian vlian-id command to limit SPAN traffic on the trunk source port only to the
specified VLANS.

This example shows how to create SPAN session 1 to monitor both sent and received traffic on source
interface 0/1 on destination interface 0/8:

Swi tch(config)# nonitor session 1 source interface fastEthernet0/1 both
Swi tch(config)# nonitor session 1 destination interface fastEthernet0/8
This example shows how to delete a destination port from an existing SPAN session:

Swi tch(config)# no nonitor session 2 destination fastEthernet0/4

This example shows how to limit SPAN traffic only to specific VLANS:
Swi tch(config)# nmonitor session 1 filter vlian 100 - 304

This example shows how to configure RSPAN session 1 to monitor multiple source interfaces and a
VLAN and to configure the destination RSPAN VLAN and the reflector-port.

Swi tch(config)# nonitor session 1 source interface fastEthernet0/10 tx

Swi tch(config)# nmonitor session 1 source interface fastEthernet0/2 rx

Swi tch(config)# nmonitor session 1 source interface port-channel 102 rx

Swi tch(config)# nonitor session 1 source vlian 5 rx

Swi tch(config)# nmonitor session 1 destination renote vlian 901 reflector-port
fastEthernet 0/1

Swi tch(config)# end

You can verify your settings by entering the show monitor privileged EXEC command.

Related Commands

Command Description
remote-span Configures an RSPAN VLAN in vlan configuration mode.
show monitor Displays SPAN and RSPAN session information.

[ 78-15304-01
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mvr

Usethemvr global configuration command without keywordsto enablethe multicast VLAN registration
(MVR) feature on the switch. Use the no form of this command to disable MV R and its options. Use the
command with keywords to set the MV R mode for aswitch, to configurethe MV R IP multicast address,
to set the maximum time to wait for a query reply before removing a port from group membership, and
to specify the MV R multicast VLAN. Usethe no form of thiscommand to return the switch to the default

settings.

mvr [group ip-address [count] | mode { compatible | dynamic} | querytime value | vlan vlan-id]

no mvr [group ip-address | mode { compatible | dynamic} | querytime value | vlan vlan-id]

Syntax Description group ip-address

(Optional) Statically configure an MVR group |P multicast address on the
switch.

Use the no form of this command to remove a statically configured 1P
multicast address or contiguous addresses or, when no IP addressis
entered, to remove all statically configured MVR |P multicast addresses.

count

(Optional) Configure multiple contiguous MV R group addresses. The
rangeisfrom 1to 256. The default is 1.

mode

(Optional) Specify the MV R mode of operation.
The default is compatible mode.

compatible

Set MV R mode to provide compatibility with Catalyst 2900 XL and
3500 XL switches. This mode does not allow dynamic membership joins
on source ports.

dynamic

Set MV R mode to allow dynamic MV R membership on source ports.

querytime value

(Optional) Set the maximum time to wait for Internet Group Management
Protocol (IGMP) report memberships on areceiver port. Thistime applies
only to receiver-port leave processing. When an IGMP query is sent from
areceiver port, the switch waits for the default or configured MVR query
time for an IGM P group membership report before removing the port from
multicast group membership.

The valueisthe response time in units of tenths of a second. The default is
5 tenths or one-half second. The rangeis 1 to 100 tenths of a second.

Use the no form of the command to return to the default setting.

vlan vlan-id

(Optional) Specify the VLAN on which MV R multicast datais expected to
be received. Thisisalso the VLAN to which all the source ports belong.
ThedefaultisVLAN 1. Valid VLAN IDs are 1 to 4094 when the enhanced
software image (El) isinstalled and 1 to 1001 when the standard software
image (SI) isinstalled. Do not enter leading zeros.

Defaults MVR is disabled.

The default MV R mode is compatible mode.

No I P multicast addresses are configured on the switch.

The default group 1P address count is 0.
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mvr W

The default query response time is 5 tenths of or one-half second.
The default multicast VLAN for MVR isVLAN 1.

Global configuration

Command History

Usage Guidelines

~

Note

Examples

Release Modification

12.1(6)EA2 This command was first introduced.

A maximum of 256 MV R multicast groups can be configured on a switch.

Use the mvr group command to statically configure all the | P multicast addresses that will take part in
MVR. Any multicast data sent to a configured multicast address is sent to all the source ports on the
switch and to all receiver ports registered to receive data on that P multicast address.

The mvr group command prevents adding |P multicast addresses that cause address aliasing between
MV R multicast groups or with the reserved |P multicast addresses (in the range 224.0.0.xx). Each IP
multicast address translates to a multicast 48-bit MAC address. If the | P address being configured
translates (aliases) to the same 48-bit MAC address as a previously configured IP multicast address or
the reserved MAC multicast addresses, the command fails.

The mvr querytime parameter applies only to receiver ports.
The mvr group and mvr vlan commands only apply to ports configured as receiver ports.

If the switch MVR isinteroperating with Catalyst 2900 XL or Catalyst 3500 XL switches, set the
multicast mode to compatible.

When in compatible mode, MV R does not support IGMP dynamic joins on MVR source ports.

This example shows how to enable MVR:
Swi tch(config)# nvr

This example shows how to disable MVR:
Swi tch(config)# no nwr

This example shows how to configure 228.1.23.4 as an | P multicast address:
Swi tch(config)# mvr group 228.1.23.4

This command fails because of address aliasing:
Swi tch(config)# mvr group 230.1.23.4

Cannot add this IP address - aliases with previously configured I P address 228. 1. 23. 4.

This example shows how to configure ten contiguous I P multicast groups with multicast addresses from
228.1.23.1t0 228.1.23.10:

Swi tch(config)# nmvr group 228.1.23.1 10

[ 78-15304-01
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This example shows how to delete the previously configured ten | P multicast addresses:
Swi tch(config)# no nvr group 228.1.23.1 10
This example shows how to delete all previously configured IP multicast addresses:
Swi tch(config)# no nmvr group
This example shows how to set the maximum query response time as 1 second (10 tenths):
Swi tch(config)# nvr querytime 10
This example shows how to return the maximum query response time to the default setting of one-half
second:
Swi tch(config)# no mvr querytine
This example shows how to set VLAN 2 as the multicast VLAN:
Swi tch(config)# nmvr vlian 2
Use the show mvr member s privileged EXEC command to display the | P multicast group addresses
configured on the switch.
You can verify your settings by entering the show mvr privileged EXEC command.
Related Commands ~ Command Description
mvr immediate Enables the Immediate-L eave feature on an interface.
mvr type Configures a port as a receiver or source port.
mvr vlan group Configures areceiver port as amember of an MV R group.
show mvr Displays MVR global parameters or port parameters.
show mvr interface Displays the configured MVR interfaces with their type,

status, and Immediate-L eave configuration.
show mvr interface interface-id member Displays al MVR groups of which the interfaceisa
member.

show mvr members Displays all ports that are members of an MV R multicast
group; if the group has no members, its statusis shown as
Inactive.
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mvr immediate

Syntax Description

Defaults

Command Modes

Usethe mvr immediate interface configuration command to enable the Immediate-L eave feature on an
interface. Use the no form of this command to disable the feature on the interface.

mvr immediate

no mvr immediate

This command has no keywords or arguments.

The Immediate-L eave feature is disabled.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.

The Immediate-L eave feature applies only to receiver ports. When the Immediate-Leave feature is
enabled, a receiver port leaves a multicast group more quickly. When the switch receives an Internet
Group Management Protocol (IGMP) |eave message from a group on areceiver port, it sends an IGMP
guery on that port and waits for IGM P group membership reports. If no reports are received in a
configured time period, the receiver port is removed from multicast group membership. With the
Immediate-L eave feature, an IGMP query is not sent from the receiver port on which the IGMP leave
wasreceived. Assoon astheleave message isreceived, thereceiver port isremoved from multicast group
membership, thus speeding up leave latency.

The Immediate-L eave feature should only be enabled on receiver ports to which asingle receiver device
is connected.

Examples This example shows how to enable the Immediate-L eave feature on a port:
Switch(config-if)# mvr inmediate
This example shows how to disable the Immediate-L eave feature on a port:
Swi tch(config-if)# no mvr inmediate
You can verify your settings by entering the show mvr privileged EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands =~ Command Description
mvr Enables multicast VLAN registration (MVR).
mvr type Configures a port as areceiver or source port.
mvr vlan group Configures areceiver port as a member of an MVR group.
show mvr Displays MVR global parameters or port parameters.
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Usethe mvr typeinterface configuration command to configure a port asamulticast VLAN registration
(MVR) receiver or source port. Use the no form of thiscommand to return the port to the default settings.

mvr type {receiver | source}

no mvr type {receiver | source}

Syntax Description

Defaults

Command Modes

receiver Port that receives multicast data and cannot send multicast data to multicast
groups.
source Port that can send and receive multicast data to multicast groups.

A port is configured as neither receiver nor source.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification
12.1(6)EA2 This command was first introduced.

Configure aport asasource port if that port should be able to both send and receive multicast data bound
for the configured multicast groups. Multicast data is received on all ports configured as source ports.

Configure a port as areceiver port if that port should only be able to receive multicast data and should
not be able to send multicast datato the configured multicast groups. None of the receiver portsreceives
multicast data unless it sends an Internet Group Management Protocol (IGMP) group join message for
amulticast group.

A receiver port configured as a static member of a multicast group remains a member until statically
removed from membership.

All receiver ports must not be trunk ports and must not belong to the MVR source VLAN.

A port that is not taking part in MV R should not be configured as an MV R receiver port or source port.
This port is anormal switch port and is able to send and receive multicast data with normal switch
behavior.
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Examples This example shows how to configure a port as an MVR receiver port:
Switch(config)# interface fastethernetO/1
Swi tch(config-if)# nvr type receiver
This example shows how to configure a port as an MV R source port:
Swi tch(config)# interface fastethernet0/3
Swi tch(config-if)# nvr type source
This example shows how to return a port to the default setting:
Switch(config)# interface fastethernet0/5

Swi tch(config-if)# no nvr type receiver

You can verify your settings by entering the show mvr privileged EXEC command.

Related Commands ~ Command Description
mvr Enables MVR.
mvr immediate Enables the Immediate-L eave feature on an interface.
mvr vlan group Configures areceiver port as amember of an MV R group.
show mvr Displays MVR global parameters or port parameters.
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mvr vlan group

Use the mvr vlan group interface configuration command to statically configure a receiver port as a
member of a multicast VLAN registration (MVR) group in a particular VLAN. Use the no form of this
command to remove the port from the MVR group.

mvr vlan vlan-id group ip-address

no mvr vlan vlan-id group ip-address

Syntax Description

Defaults

Command Modes

vlan vlan-id Specify the VLAN ID to which thereceiver port belongs. Valid IDsarefrom
1 to 4094 when the enhanced software image (El) isinstalled and 1 to 1005
when the standard software image (Sl ) isinstalled. Do not enter leading
Zeros.

group ip-address Specify the MV R group address for which the interface is statically
configured to be a member.

A port is configured as neither receiver nor source.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.

The receiver port belongs to a multicast VLAN.
The group address is configured as a MV R group address.

Examples This example shows how to configure a static MVR group entry on port 0/1in VLAN 10:
Switch(config)# interface fastethernet0/1
Switch(config-if)# mvr vian 10 group 225.1.1.1
This example shows how to remove an entry on port 0/3in VLAN 10:
Switch(config)# interface fastethernet0/3
Swi tch(config-if)# no nmvr 10 group 255.1.1.2
You can verify your settings by entering the show mvr privileged EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands =~ Command Description
mvr Enables MVR.
mvr immediate Enables the Immediate-L eave feature on an interface.
mvr type Configures a port as areceiver or source port.
show mvr Displays MVR global parameters or port parameters.
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pagp learn-method

Usethe pagp lear n-method interface configuration command to set the source-address | earning method
of incoming packets received from an EtherChannel port. Use the no form of this command to return to
the default setting.

pagp learn-method aggr egation-port

no pagp learn-method

Syntax Description

Note

Defaults

Command Modes

aggregation-port Specify address learning on the logical port-channel. The switch transmits
packetsto the source by using any of the interfacesin the EtherChannel. This
setting is the default. With aggregate-port learning, it is not important on
which physical port the packet arrives.

Though visible in the command-line help strings, the physical-port keyword is not supported.

The default is aggregation-port (logical port channel).

Interface configuration

Command History

Usage Guidelines

A

Note

Release Modification

12.1(6)EA2 This command was first introduced.

The switch supports address learning only on aggregate ports even though the physical-port keyword is
provided in the command-line interface (CLI). The pagp learn-method and the pagp port-priority
interface configuration commands have no affect on the switch hardware.

You should not set the learn method to physical-port because the switch isan aggregate-learning device.

If the link partner to the switch isaphysical learner that has the channel-group interface configuration
command set to auto or desirable, the switch automatically uses the load-distribution method based on
the source MAC address, regardless of the configured load-distribution method.

If the link partner to the switch is a physical learner that has the channel-group interface configuration
command set to on, set the load-distribution method based on the source MAC address by using the
port-channel load-balance src-mac global configuration command.
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Examples This example shows how to set the learning method to aggregation-port (the default):
Swi tch(config-if)# pagp | earn-nethod aggregati on-port

You can verify your settings by entering the show running-config or show pagp channel-group-number
internal privileged EXEC command.

Related Commands  Command Description

channel-group Assigns an Ethernet interface to an EtherChannel group.

pagp port-priority Selects an interface through which all Port Aggregation Protocol (PAgP)
traffic through the EtherChannel is sent.

show pagp Displays PAgP channel-group information.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
12126 | o tss0a0r |



| Chapter2 Cisco 10S Commands

pagp port-priority 1l

pagp port-priority

You do not need to enter this command. It is documented for informational purposes only. Though
visible in the command-line help strings, the switch does not support the pagp port-priority command.

Use the pagp port-priority interface configuration command to select an interface through which all
Port Aggregation Protocol (PAgP) traffic through the EtherChannel is sent. Use the no form of this
command to return to the default value.

pagp port-priority priority

no pagp port-priority

Syntax Description

Defaults

Command Modes

priority A priority number ranging from O to 255.

The default value is 128.

Interface configuration

Command History

Usage Guidelines

A

Note

Release Modification
12.1(6)EA2 This command was first introduced.

The pagp learn-method and the pagp port-priority interface configuration commands have no affect
on the switch hardware.

You should not change the port priority because the switch does not support this command.

Related Commands

Command Description

pagp learn-method Sets the source-address | earning method of incoming packets received from
an EtherChannel port.

show pagp Displays PAgP channel-group information.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.

[ 78-15304-01
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permit (access-list configuration)

Use the permit access-list configuration command to configure conditions for a named or numbered I1P

access control list (ACL). Use the no form of this command to remove a permit condition from the IP
ACL.

Use these commands with standard IP ACLSs:
permit { source source-wildcard | host source | any}
no permit { source source-wildcard | host source | any}
Use these commands with extended IP ACLSs:
permit protocol {source source-wildcard | host source | any} [operator port] {destination

destination-wildcard | host source | any} [operator port] [dscp dscp-value] [time-range
time-range-name]

no permit protocol { source source-wildcard | host source | any} [operator port] { destination
destination-wildcard | host source | any} [operator port] [dscp dscp-value] [time-range
time-range-name]

This command is available on physical interfaces only if your switch is running the enhanced software
image (El).

Syntax Description

protocol Name of an IP protocol.

protocol can beip, tcp, or udp.

source source-wildcard | Define a source |P address and wildcard.

host source | any The source is the source address of the network or host from which the

packet is being sent, specified in one of these ways:

« The 32-bit quantity in dotted-decimal format. The source-wildcard
applies wildcard bits to the source.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for source and source-wildcard of source
0.0.0.0.

- Thekeyword any as an abbreviation for source and source-wildcard
of 0.0.0.0 255.255.255.255. You do not need to enter a
source-wildcard.
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destination Define a destination | P address and wildcard.

gg' na?on-wi dcard | host The destination is the destination address of the network or host to which
ination | any the packet is being sent, specified in one of these ways:

» The 32-bit quantity in dotted-decimal format. The
destination-wildcard applies wildcard bits to the destination.

- Thekeyword host, followed by the 32-bit quantity in dotted-decimal
format, as an abbreviation for destination and destination-wildcard
of destination 0.0.0.0.

« The keyword any as an abbreviation for destination and
destination-wildcard of 0.0.0.0 255.255.255.255. You do not need to
enter a destination-wildcard.

operator port (Optional) Define a source or destination port.

The operator can be only eq (equal).

If operator is after the source | P address and wildcard, conditions match
when the source port matches the defined port.

If operator is after the destination | P address and wildcard, conditions
match when the destination port matches the defined port.

The port isadecimal number or name of a Transmission Control Protocol
(TCP) or User Datagram Protocol (UDP) port. The number can be from
0 to 65535.

Use TCP port names only for TCP traffic.

Use UDP port names only for UDP traffic.

dscp dscp-value (Optional) Define a Differentiated Services Code Point (DSCP) value to
classify traffic.

For the dscp-value, enter any of the 13 supported DSCP values (0, 8, 10,
16, 18, 24, 26, 32, 34, 40, 46, 48, and 56), or use the question mark (?) to
see alist of available values.

time-range (Optional) For the time-range keyword, enter a meaningful name to

time-range-name identify the time range. For a more detailed explanation of this keyword,
refer to the software configuration guide.

Defaults There are no specific conditions that permit packets in a named or numbered IP ACL.
The default ACL is always terminated by an implicit deny statement for all packets.

Command Modes Access-list configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter 2 Cisco I0S Commands |

M permit (access-list configuration)

Usage Guidelines

N

Note

Examples

Note

Use this command after the ip access-list global configuration command to specify permit conditions
for a named or numbered IP ACL. You can specify a source | P address, destination |P address, I1P
protocol, TCP port, or UDP port. Specify the TCP and UDP port numbers only if protocol istcp or udp
and operator is eg.

For more information about configuring IP ACLSs, refer to the “ Configuring Network Security with
ACLS’ chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide for this
release.

This example shows how to create an extended |P ACL and configure permit conditions for it:

Switch(config)# ip access-list extended Internetfilter2
Swi tch(config-ext-nacl)# permt host 36.10.10.5 any
Swi tch(config-ext-nacl)# permt host 192.1.10.8 any

Thisis an example of a standard ACL that sets permit conditions:

ip access-list standard Acclistl
permt 192.5.34.0 0.0.0.255
permt 128.88.10.0 0.0.0.255
permit 36.1.1.0 0.0.0.255

In these examples, all other 1P accessisimplicitly denied.

You can verify your settings by entering the show ip access-lists or show access-lists privileged EXEC
command.

Related Commands

Command Description

deny (access-list configuration) Sets deny conditions for an IP ACL.

ip access-group Controls access to an interface.

ip access-list Definesan IP ACL.

show access-lists Displays ACLs configured on a switch.
show ip access-lists Displays IP ACLs configured on the switch.
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permit (MAC access-list configuration)

Use the permit MAC access-list configuration command to allow Layer 2 traffic to be forwarded if the
conditions are matched. Use the no form of this command to remove a permit condition from the named
MAC access control list (ACL).

{permit | deny} {any | host src-MAC-addr} {any | host dst-MAC-addr} [aarp | amber | appletalk
| dec-spanning | decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo |vines-ip | xns-idp]

no {permit | deny} {any | host src-MAC-addr} {any | host dst-MAC-addr} [aarp | amber |
appletalk | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat |
lavc-sca | mop-console | mop-dump | msdos | mumps | netbios | vines-echo |vines-ip |

xns-idp]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

any

Keyword to specify to permit any source or destination MAC address.

host src-MAC-addr

Define ahost MAC address. If the source address for a packet matches
the defined address, traffic from that address is permitted. MAC
address-based subnets are not allowed.

host dst-MAC-addr

Define adestination MAC address. If the destination address for a packet
matches the defined address, traffic to that address is permitted. MAC
address-based subnets are not allowed.

aarp Select Ethertype AppleTalk Address Resolution Protocol that maps a
data-link address to a network address.

amber Select EtherType DEC-Amber.

appletalk Select EtherType AppleTalk/EtherTalk.

dec-spanning Select EtherType Digital Equipment Corporation (DEC) spanning tree.

decnet-iv Select EtherType DECnet Phase |V protocol.

diagnostic Select EtherType DEC-Diagnostic.

dsm Select EtherType DEC-DSM.

etype-6000 Select EtherType 0x6000.

etype-8042 Select EtherType 0x8042.

lat Select EtherType DEC-LAT.

lavc-sca Select EtherType DEC-LAV C-SCA.

mop-console Select EtherType DEC-MOP Remote Console.

mop-dump Select EtherType DEC-MOP Dump.

msdos Select EtherType DEC-MSDOS.

mumps Select EtherType DEC-MUMPS,

netbios Select EtherType DEC- Network Basic Input/Output System
(NETBIOS).

vines-echo Select EtherType Virtual Integrated Network Service (VINES) Echo from

Banyan Systems.
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vines-ip Select EtherType VINES IP.

xns-idp Select EtherType Xerox Network Systems (XNS) protocol suite (from O
to 65535), an arbitrary Ethertype in decimal, hexadecimal, or octal.

Defaults This command has no defaults. However, the default action for a MAC-named ACL isto deny.
Command Modes MAC access-list configuration
Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines When an access control entry (ACE) is added to an ACL, an implied deny-any-any condition exists at
theend of thelist. That is, if there are no matches, the packets are denied. However, before the first ACE
is added, the list permits all packets.

These options are not allowed:
» Class of service (CoS)

» Ethertype number of a packet with Ethernet |1 or Subnetwork Access Protocol (SNAP)
encapsulation

« Link Service Access Point (LSAP) number of a packet with 802.2 encapsulation

Note  For more information about configuring MAC extended ACLSs, refer to the “ Configuring Network
Security with ACLS" chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration
Guide for this release.

Examples This example shows how to define the named MAC extended ACL to deny NETBIOS traffic from any
source to MAC address 00c0.00a0.03fa. Traffic matching thislist is allowed.

Swi tch(config-ext-macl)# pernmit any host 00cO.00a0. 03fa netbi os

This example shows how to remove the permit condition from the named MAC extended ACL.:
Swi tch(config-ext-nmacl)# no pernit any host 00c0. 00a0. 03fa net bi os

You can verify your settings by entering the show access-lists privileged EXEC command.

Related Commands ~ Command Description
deny (MAC access-list Prevents Layer 2 traffic from being forwarded if conditions are
configuration) matched.
mac access-list extended Creates an ACL based on MAC addresses.
show access-lists Displays ACLs configured on a switch.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
2130 B o tss0a0r |



| Chapter2 Cisco 10S Commands

police

police M

Usethe police policy-map class configuration command to define a policer for classified traffic. Use the
no form of this command to remove an existing policer.

police rate-bps burst-byte [exceed-action {drop | dscp dscp-value}]
no police rate-bps burst-byte [exceed-action {drop | dscp dscp-value} ]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

rate-bps Specify average traffic rate in bits per second (bps).

For 10/100 ports, the range is 1000000 to 100000000, and the granularity is
1 Mbps.

For Gigabit-capabl e Ethernet ports, the rangeis 8000000 to 1016000000, and
the granularity is 8 Mbps.

burst-byte Specify the normal burst size in bytes.

For 10/100 ports, the burst size values are 4096, 8192, 16384, 32768, and
65536.

For Gigabit-capable Ethernet ports, the burst size values are 4096, 8192,
16384, 32768, 65536, 131072, 262144, and 524288.

exceed-action drop (Optional) When the specified rate is exceeded, specify that the switch drops

the packet.
exceed-action dscp (Optional) When the specified rate is exceeded, specify that the switch
dscp-value changes the Differentiated Services Code Point (DSCP) of the packet to the

specified dscp-value and then sends the packet.

No policers are defined.

Policy-map class configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.

You can configure up to six policers on ingress Fast Ethernet ports.
You can configure up to 60 policers on ingress Gigabit-capable Ethernet ports.
Policers cannot be configured on egress Fast Ethernet and Gigabit-capable Ethernet ports.

To return to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.

[ 78-15304-01
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Note

Examples

For more information about configuring access control lists (ACLS), refer to the “Configuring Network
Security with ACLSs" chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration
Guide for this release.

This example shows how to configure a policer that sets the DSCP value to 46 if traffic does not exceed
a 1-Mbps average rate with a burst size of 65536 bytes and drops packets if traffic exceeds these
conditions:

Swi tch(config)# policy-map policyl

Swi t ch(config-pmap) # cl ass cl assl

Swi tch(config-pmap-c)# set ip dscp 46

Swi t ch(confi g- pmap-c)# police 1000000 65536 exceed-action drop
Swi tch(config-pmap-c)# exit

You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands

Command Description

policy-map Creates or modifies a policy map that can be attached to multiple
interfaces, and enters policy-map configuration mode.

show policy-map Displays quality of service (QoS) policy maps.
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policy-map M

Usethe policy-map global configuration command to create or modify apolicy map that can be attached
to multiple interfaces and to enter policy-map configuration mode. Use the no form of this command to
delete an existing policy map and return to global configuration mode.

policy-map policy-map-name
no policy-map policy-map-name

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

policy-map-name Name of the policy map.

No policy maps are defined.

Global configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(6)EA2 This command was first introduced.

Entering the policy-map command enables the policy-map configuration mode. These configuration
commands are available:

- class: definesthe classification match criteriafor the specified class map. For moreinformation, see
the class command.

- description: describes the policy map (up to 200 characters).

- exit: exits policy-map configuration mode and returns to global configuration mode.
« no: removes a previously defined policy map.

- rename: renames the policy map.

In apolicy map, the class named class-default is not supported. The switch does not filter traffic based
on the policy map defined by the class class-default policy-map configuration command.

To return to global configuration mode, use the exit command. To return to privileged EXEC mode, use
the end command.

Before you can configure policies for classes whose match criteria are defined in a class map, use the
policy-map command to specify the name of the policy map to be created or modified. Entering this
command also enables the policy-map configuration mode in which you can configure or modify the
class policies for that policy map.
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You can configure class policiesin apolicy map only if the classes have match criteria defined for them.
Use the class-map and match commands to configure the match criteria for a class. Only one match
command per class map is supported.

Only one policy map per interface per direction is supported. You can apply the same policy map to
multiple interfaces but only in the ingress direction.

Note  For more information about configuring access control lists (ACLS), refer to the “ Configuring Network
Security with ACLSs" chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration
Guide for this release.

Examples This example shows how to create a policy map called policyl. When attached to the ingress direction,
it matches all the incoming traffic defined in classl and polices the traffic at an average rate of 1 Mbps
and bursts at 65536 bytes. Traffic exceeding the profile is dropped.

Swi tch(config)# policy-map policyl

Swi t ch(config-pmap)# class cl assl

Swi t ch(confi g- pmap-c)# police 1000000 65536 exceed-action drop
Swi tch(config-pmap-c)# exit

Swi t ch(confi g- pmap) #

This example shows how to delete policymap?2:
Swi tch(config)# no policy-map policymap2

You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands  Command Description

class Defines the default CoS value of a port or assigns the default CoS to all
incoming packets on the port.

class-map Creates a class map to be used for matching packets to the class whose hame
you specify.

police Defines a policer for classified traffic.

set Classifies | P traffic by setting a DSCP value in the packet.

show policy-map Displays quality of service (QoS) policy maps.
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port-channel load-balance

Use the port-channel load-balance global configuration command to set the load distribution method
among the portsin the EtherChannel. Use the no form of this command to reset the load distribution to
the default.

port-channel load-balance method

no port-channel load-balance

Syntax Description

Defaults

Command Modes

method L oad distribution method.
These are the method val ues:
« dst-mac—Load distribution using the destination MAC address
« src-mac—Load distribution using the source MAC address

The default method is src-mac.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.

If the link partner to the switch isaphysical learner that has the channel-group interface configuration
command set to auto or desirable, the switch automatically uses the load-distribution method based on
the source MAC address regardless of the configured load-distribution method.

If the link partner to the switch is a physical learner that has the channel-group interface configuration
command set to on, set the load-distribution method based on the source MAC address by using the
port-channel load-balance src-mac global configuration command.

Examples This example shows how to set the |oad-distribution method to dst-mac:
Swi tch(config)# port-channel | oad-bal ance dst-nmac
You can verify your settings by entering the show etherchannel privileged EXEC command.
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Related Commands  Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
show etherchannel Displays EtherChannel information for a channel.

show running-config  Displays the configuration information running on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.
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rcommand 1l

Use the rcommand user EXEC command to start a Telnet session and to enter commands from the
command switch for a member switch. To end the session, enter the exit command.

rcommand {n | commander | mac-address hw-addr}

Syntax Description n Provide the number that identifies a cluster member. The range is from
0to 15.
commander Provide access to the command switch from a member switch.
mac-addr ess hw-addr MAC address of the member switch.
Command Modes User EXEC
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines

If the switch is the command switch but the member switch n does not exist, an error message appears.
To obtain the switch number, enter the show cluster member s privileged EXEC command on the
command switch.

You can use this command to access a member switch from the command-switch prompt or to access a
command switch from the member-switch prompt.

For Catalyst 2900 XL, 2950, 3500 XL, and 3550 switches, the Telnet session accesses the
member-switch command-line interface (CL1) at the same privilege level as on the command switch. For
example, if you enter this command at user level on the cluster command switch, the member switch is
accessed at user level. If you use this command on the command switch at privileged level, the command
accesses the remote device at privileged level. If you use an intermediate enable-level lower than
privileged, access to the member switch is at user level.

For Catalyst 1900 and 2820 switches running standard edition software, the Telnet session accesses the
menu consol e (the menu-driven interface) if the command switchisat privilegelevel 15. If the command
switch is at privilege level 1, you are prompted for the password before being able to access the menu
console. Command switch privilege levels map to the member switches running standard edition
software as follows:

« If the command switch privilege level isfrom 1 to 14, the member switch is accessed at privilege
level 1.

- If the command switch privilege level is 15, the member switch is accessed at privilege level 15.
The Catalyst 1900 and 2820 CLI is available only on switches running Enterprise Edition Software.
This command does not work if the vty lines of the command switch have access-class configurations.

You are not prompted for a password because the member switches inherited the password of the
command switch when they joined the cluster.
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Examples This example shows how to start a session with member 3. All subsequent commands are directed to
member 3 until you enter the exit command or close the session.

Swi t ch# rconmmand 3
Swi t ch- 3# show version
Cisco Internet Operating System Software ...

Switch-3# exit

Swi t ch#
Related Commands ~ Command Description
show cluster members Displays information about the cluster members.
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remote-span

Syntax Description

Defaults

Command Modes

Use the remote-span VLAN configuration command to add the Remote Switched Port Analyzer
(RSPAN) featureto a VLAN. Use the no form of this command to remove the RSPAN feature from the
VLAN.

remote-span

no remote-span

This command is available only if your switch is running the enhanced software image (EI).

This command has no arguments or keywords.

No RSPAN VLANSs are defined.

VLAN configuration

Command History

Usage Guidelines

Release Modification

12.1(11)EAL This command was first introduced.

When aVLAN is converted from anormal VLAN to an RSPAN VLAN (or the reverse), the VLAN is
first deleted and is then recreated with the new configuration. The RSPAN feature is propagated by
VLAN Trunking Protocol (VTP) for VLAN-IDs that are lower than 1005.

Before you configure the RSPAN remote-span feature, use the vlian (global configuration) command to
create the VLAN.

Examples This example shows how to configure an RSPAN VLAN.
Swi tch(config)# vlan 901
Swi t ch(config-vl an)# renote-span
This example shows how to remove the RSPAN feature from a VLAN.
Swi tch(config)# vlan 901
Swi tch(config-vlan)# no renote-span
You can verify your settings by entering the show vlan user EXEC command.
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Related Commands =~ Command Description
monitor session Enables SPAN and RSPAN monitoring on a port and configures a port as a
source or destination port.
vlan (global Changes to config-vlan mode where you can configure VLANs 1 to 1005. Do
configuration) not enter leading zeros.
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rmon collection stats

Usethermon collection stats interface configuration command to collect Ethernet group statistics. The
Ethernet group statistics include utilization statistics about broadcast and multicast packets and error
statistics about Cyclic Redundancy Check (CRC) alignment errors and collisions. Use the no form of
this command to return to the default setting.

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

Syntax Description

Defaults

Command Modes

index Remote Network Monitoring (RMON) collection control index. Therangeis
1 to 65535.
owner name (Optional) Owner of the RMON collection.

The RMON statistics collection is disabled.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.

The RMON statistics collection command is based on hardware counters.

Examples This example shows how to collect RMON statistics for the owner root on an interface:
Switch(config)# interface fastethernet0/1
Switch(config-if)# rnon collection stats 2 owner root
You can verify your settings by entering the show rmon statistics privileged EXEC command.
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Related Commands =~ Command Description
show rmon statistics Displays RMON statistics.

For more information on this command, select Cisco |OS
Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OS System M anagement Commands >
RMON Commands.
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service-policy

Use the service-policy interface configuration command to apply a policy map defined by the
policy-map command to the input of a particular interface. Use the no form of this command to remove
the policy map and interface association.

service-policy input policy-map-name
no service-policy input policy-map-name

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

policy-map-name Apply the specified policy map to the input of an interface.

No policy maps are attached to the interface.

Interface configuration

Command History

Usage Guidelines

~

Note

Release Modification
12.1(6)EA2 This command was first introduced.

Only one policy map per ingress interface is supported.
Service policy maps cannot be defined on egress interfaces.

For more information about configuring access control lists (ACLS), refer to the “Configuring Network
Security with ACLSs" chapter in the software configuration guide for this release.

Examples This example shows how to apply plcmapl to an ingress interface:
Swi tch(config)# interface gigabitethernet0/1
Swi tch(config-if)# service-policy input plcmapl
You can verify your settings by entering the show policy-map privileged EXEC command.
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Related Commands =~ Command Description
policy-map Creates or modifies a policy map that can be attached to multiple
interfaces to specify a service policy.
show policy-map Displays quality of service (QoS) policy maps.
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Use the set policy-map class configuration command to classify I P traffic by setting a Differentiated
Services Code Point (DSCP) value. Use the no form of this command to remove traffic classification.

set ip dscp new-dscp
no set ip dscp new-dscp

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

new-dscp New DSCP value assigned to the classified traffic.

The supported DSCP values are 0, 8, 10, 16, 18, 24, 26, 32, 34, 40,
46, 48, and 56.

No traffic classification is defined.

Policy-map class configuration

Command History

Usage Guidelines

A

Note

Note

Release Modification
12.1(6)EA2 This command was first introduced.

The set command can be used in a policy with a match command.
The set command sets the DSCP value for in-profile packets.

This command does not support | P precedence.

To return to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.

For more information about configuring access control lists (ACLS), refer to the “ Configuring Network
Security with ACLS" chapter in the software configuration guide for this release.
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Examples This example shows how to assign a DSCP value of 10 to all FTP traffic without any policers:

Swi tch(config)# policy-map policy_ftp
Swi t ch(config-prmap)# class ftp_class
Swi t ch(config-pmap-c)# set ip dscp 10
Swi t ch(config-pmap) # exit

You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands ~ Command Description
police Defines a policer for classified traffic.

policy-map Creates or modifies a policy map that can be attached to multiple interfaces to
specify a service policy.

show policy-map Displays quality of service (QoS) policy maps.
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show access-lists

Use the show access-lists privileged EXEC command to display access control lists (ACLS) configured
on the switch.

show access-lists [name | number] [ | {begin | exclude | include} expression]

Syntax Description name (Optional) Name of the ACL.
number (Optional) ACL number. Therangeis from 1 to 2699.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show access-lists command:

Swi t ch# show access-lists
Standard | P access |ist testingacl
permit 10.10.10.2
Standard I P access list wizard_1-1-1-2
permit 1.1.1.2
Ext ended | P access list 103
permt tcp any any eq wwww
Ext ended | P access |ist CMP-NAT- ACL
Dynami c Cl ust er-HSRP deny i p any any
Dynami c Cluster-NAT permt ip any any
permit ip host 10.123.222.192 any
permit ip host 10.228.215.0 any
permit ip host 10.245.137.0 any
permit ip host 10.245.155.128 any
permit ip host 10.221.111.64 any
permit ip host 10.216.25.128 any
permit ip host 10.186.122.64 any
permt ip host 10.169.110.128 any
permit ip host 10.146.106.192 any
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Related Commands =~ Command Description
access-list (1P extended) Configures an extended IP ACL on the switch.
access-list (1P standard) Configures a standard |P ACL on the switch.
ip access-list Configures an IP ACL on the switch.
mac access-list extended Creates an ACL based on MAC addresses.
show ip access-lists Displays the IP ACLs configured on a switch.
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show auto qos

Use the show auto qos user EXEC command to display the automatic quality of service (auto-QoS)
configuration that is applied.

show auto qos [interface [interface-id]] [ | {begin | exclude | include} expression]

This command is available only if your switch is running the enhanced software image (El).

Syntax Description interface [interface-id] (Optional) Display auto-QoS information for the specified
interface or for all interfaces. Valid interfaces include physical
ports.

| begin (Optional) Display beginswith theline that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified
expression.

expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines The show auto qos[interface [interface-id]] command displays the auto-QoS configuration; it does not
display any user changes to the configuration that might be in effect.

To display information about the QoS configuration that might be affected by auto-QoS, use one of these
commands:

- show mlsqos

» show mls qos map cos-dscp
- show mlsqosinterface

- show running-config

« show wrr-queue bandwidth
- show wrr-queue cos-map

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.
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Examples This is an example of output from the show auto gos command when auto-QoS is enabled:

Swi t ch# show aut o qos

Initial configuration applied by AutoQoS:
W r-queue bandwi dth 20 1 80 0

no wrr-queue cos-nmap

wr-queue cos 1 01 2 4

wWrr-queue cos 3 36 7

Wrr-queue cos 4 5

m's qos map cos-dscp 0 8 16 26 32 46 48 56
|

interface FastEthernet0/3
m s qos trust device cisco-phone
ms qos trust cos

This is an example of output from the show auto qos interface command when the auto gos voip
cisco-phone interface configuration command is entered:

Swi t ch# show auto qos interface
Initial configuration applied by AutoQoS:
!
interface FastEthernet0/3
m's qos trust device cisco-phone
m's qos trust cos

Thisis an example of output from the show auto gos interface fastethernet0/3 command when the
auto qos voip cisco-phone interface configuration command is entered:

Swi t ch# show auto qos interface fastethernet0/3
Initial configuration applied by AutoQoS:
!
interface FastEthernet0/3
m s qos trust device cisco-phone
m's qos trust cos

This is an example of output from the show auto qos command when auto-QoS is disabled:

Swi t ch# show aut o qos
Aut 0QoS is disabl ed

Related Commands ~ Command Description

auto gos voip Automatically configures QoS for Vol P within a QoS domain.
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show boot

Use the show boot privileged EXEC command to display the settings of the boot environment variables.

show boot [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)EAL This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

~

Note  Only the |OS software can read and write a copy of the private configuration file. You cannot read, write,
delete, or display a copy of thisfile.

Examples Thisisan example of output from the show boot command. Table 2-6 describes each field in the output.
Swi t ch# show boot
BOOT path-1ist: fl ash: boot
Config file: flash: config.text
Private Config file: flash:private-config.text
Enabl e Break: no
Manual Boot : yes

HELPER path-1i st:
NVRAM Config file
buf fer size: 32768
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Table 2-6  show boot Field Descriptions

Field Description

BOOT path-list Displays a semicolon-separated list of executable files to load
and to execute when automatically booting.

If the BOOT environment variableis not set, the system attempts
toload and execute thefirst executableimageit can find by using
arecursive, depth-first search through the Flash file system. Ina
depth-first search of adirectory, each encountered subdirectory
is completely searched before continuing the search in the
original directory.

If the BOOT variable is set but the specified images cannot be
loaded, the system attempts to boot the first bootable file that it
can find in the Flash file system.

Config file Displays the filename that 10S uses to read and write a
nonvolatile copy of the system configuration.

Private Config file Displays the filename that 10S uses to read and write a
nonvolatile copy of the private configuration.

Enable Break Displays whether a break during booting is enabled or disabled.
If it is set to yes, on, or 1, you can interrupt the automatic boot
process by pressing the Break key on the consol e after the Flash
file system isinitialized.

Manual Boot Displays whether the switch automatically or manually boots. If
itissettono or 0, the boot loader attempts to automatically boot
the system. If it is set to anything else, you must manually boot
the switch from the boot loader mode.

Helper path-list Displays a semicolon-separated list of loadable files to
dynamically load during the boot |oader initialization. Helper
files extend or patch the functionality of the boot loader.

NV RAM/Config file buffer size Displays the buffer size that 10S uses to hold a copy of the
configuration file in memory. The configuration file cannot be
larger than the buffer size allocation.

Related Commands  Command Description

boot private-config-file Specifiesthe filename that |OS uses to read and write a nonvolatile copy of
the private configuration.
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show class-map

Use the show class-map user EXEC command to display quality of service (QoS) class maps, which
define the match criteria to classify traffic.

show class-map [class-map-name] [ | {begin | exclude | include} expression]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description class-map-name (Optional) Display the contents of the specified class map.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
Usage Guidelines If you do not specify a class-map-name, all class maps appear.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show class-map test command:

Swi t ch> show cl ass-nmap test
Class Map match-all test (id 2)
Mat ch access-group nane testingacl

This is an example of output from the show class-map command:

Swi t ch> show cl ass- map
Class Map match-all w zard_1-1-1-2 (id 3)
Mat ch access-group nane vi deow zard_1-1-1-2

Class Map match-all test (id 2)
Mat ch access-group nane testingacl

Class Map match-any class-default (id 0)
Mat ch any

Class Map match-all classl (id 5)
Mat ch access-group 103

Class Map match-all classtest (id 4)

Description: This is a test.
Mat ch access-group nane testingacl

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m




Chapter 2 Cisco I0S Commands |

M show class-map

Related Commands  Command Description
class-map Creates a class map to be used for matching packetsto the class whose name
you specify.
match Defines the match criteriato classify traffic.
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Use the show cluster privileged EXEC command to display the cluster status and a summary of the
cluster to which the switch belongs. This command can be entered on command and member switches.

show cluster [ | {begin | exclude | include} expression]

Syntax Description

Command Modes

| begin (Optional) Display begins with the line that matches the specified
expression.

| exclude (Optional) Display excludes lines that match the specified expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Privileged EXEC

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.

On a member switch, this command displays the identity of the command switch, the switch member
number, and the state of its connectivity with the command switch.

On acommand switch, this command displays the cluster name and the total number of members. It also
shows the cluster status and time since the status changed. If redundancy is enabled, it displays the
primary and secondary command-switch information.

If you enter this command on a switch that is not a cluster member, the error message Not a nmnagenent
cluster nenber appears.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output when this command is entered on the active command switch:
Swi t ch# show cl uster
Conmand switch for cluster "Swtchl"
Total nunmber of nenbers: 7
St at us: 1 nenbers are unreachable
Tinme since last status change: 0 days, O hours, 2 mnutes
Redundancy: Enabl ed
St andby conmand switch: Menber 1
St andby Group: Swi t chl_st andby
St andby Group Nunber: 110
Heart beat interval: 8
Heart beat hol d-ti ne: 80
Ext ended di scovery hop count: 3
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This is an example of output when this command is entered on a member switch:

Swi t ch# show cl uster

Menmber switch for cluster "conmander”
Menmber nunber: 3
Managenent | P address: 192.192.192. 192
Command swi tch nac address: 0000. 0c07. ac14
Heartbeat interval: 8
Heart beat hol d-ti ne: 80

Thisis an example of output when this command is entered on a member switch that is configured as

the standby command switch:
Swi t ch# show cl uster

Menmber switch for cluster "conmmander"”
Member nunber: 3 (Standby command swi tch)
Managenent | P address: 192.192.192. 192
Command swi tch nmac address: 0000. 0c07. acl14
Heartbeat interval: 8
Heart beat hol d-ti ne: 80

Thisis an example of output when this command is entered on the command switch that has lost

connectivity from member 1:
Swi t ch# show cl uster

Command switch for cluster "Swtchl"

Total nunber of nenbers: 7

St at us: 1 nenbers are unreachabl e
Tinme since |last status change: 0 days, O hours, 5 mnutes
Redundancy: Di sabl ed

Heartbeat interval: 8

Heart beat hol d-ti ne: 80

Ext ended di scovery hop count: 3

This is an example of output when this command is entered on a member switch that has lost

connectivity with the command switch:

Swi t ch# show cl uster

Menmber switch for cluster "conmander”
Menmber nunber: <UNKNOWA>
Managenent | P address: 192.192.192. 192
Conmmand swi tch nac address: 0000. 0c07. ac14
Heart beat interval: 8
Heart beat hol d-ti ne: 80
Related Commands =~ Command Description

cluster enable

Enables a command-capable switch as the cluster command switch,

assigns a cluster name, and optionally assigns a member number to it.

show cluster candidates Displays alist of candidate switches.

Displays information about the cluster members.

show cluster members
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Use the show cluster candidates privileged EXEC command on the command switch to display alist
of candidate switches.

show cluster candidates [detail | mac-addressH.H.H.] [ | {begin | exclude | include} expression]

Syntax Description

Command Modes

detail (Optional) Display detailed information for all candidates.

mac-address H.H.H. (Optional) Hexadecimal MAC address of the cluster candidate.

| begin (Optional) Display begins with the line that matches the specified
expression.

| exclude (Optional) Display excludes lines that match the specified expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Privileged EXEC

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.

You should only enter this command on a command switch.
If the switch is not a command switch, the command displays an empty line at the prompt.

The SN in the output means switch member number. If E isin the SN column, it means that the switch
isdiscovered through extended discovery. If E does not appear inthe SN column, it meansthat the switch
member number is the upstream neighbor of the candidate switch. The hop count is the number of
devices the candidate is from the command switch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show cluster candidates command:

Swi t ch# show cl uster candidates

| ---Upstream --|

MAC Addr ess Narme Devi ce Type Portlf FEC Hops SN Portlf FEC

00d0. 7961. c4c0 c2950-012 WS- C2950- 12 Fa0/ 5 1 0 Fa0/3

00dO. bbf 5. €900 | df - di st-128 WS- C3524- XL Fa0/ 7 1 0 Fa0/24

00e0. 1e7e. be80 1900_Switch 1900 3 0 1 0 Fa0/11

00e0. 1e9f . 7a00 c2924XL- 24 WS- C2924- XL Fa0/ 5 1 0 Fa0/3

00e0. 1e9f. 8c00 c2912XL-12-2 W5 C2912- XL Fa0/ 4 1 0 Fa0/7

00e0. 1e9f . 8c40 c2912XL-12-1 Ws-C2912- XL Fa0/ 1 1 0 Fa0/9

0050. 2e4a. 9f b0 C3508XL- 0032 W5- C3508- XL E

0050. 354e. 7cd0 C2924XL- 0034 Ws-C2924-XL E
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Thisis an example of output from the show cluster candidates command that uses the MAC address of
a member switch directly connected to the command switch:

Swi t ch# show cl uster candi dates mac-address 00d0. 7961. c4cO
Device 'c2950-12' with mac address nunmber 00d0. 7961. c4cO

Devi ce type: ci sco W5 C2950- 12

Upstream MAC addr ess: 00d0. 796d. 2f 00 (Cl uster Menber 0)
Local port: Fa0/ 3 FEC nunber:

Upstream port: Fa0/ 13 FEC Nunber:

Hops fromcluster edge: 1
Hops from comand device: 1

Thisis an example of output from the show cluster candidates command that uses the MAC address of
amember switch three hops from the cluster edge:

Swi t ch# show cl uster candi dates mac-address 0010. 7bb6. 1ccO
Device 'c2950-24'" with mac address nunber 0010. 7bb6. 1ccO

Devi ce type: ci sco Ws- C2950- 24
Upstream MAC addr ess: 0010. 7bb6. 1cd4
Local port: Fa2/ 1 FEC nunber:
Upst ream port : Fa0/ 24 FEC Nunber:

Hops fromcluster edge: 3
Hops from command device: -
This is an example of output from the show cluster candidates detail command:

Swi t ch# show cl uster candi dates detail
Device 'c2950-12' with mac address nunmber 00d0. 7961. c4cO

Devi ce type: ci sco Ws- C2950- 12

Upstream MAC addr ess: 00d0. 796d. 2f 00 (Cl uster Menber 1)
Local port: Fa0/ 3 FEC nunber:

Upstream port: Fa0/ 13 FEC Nunber:

Hops from cluster edge: 1
Hops from comand device: 2

Device '1900_Switch' with nmac address nunber 00e0. le7e. be80
Devi ce type: cisco 1900
Upstream MAC addr ess: 00d0. 796d. 2f 00 (Cl uster Menber 2)
Local port: 3 FEC nunber: 0
Upstream port: Fa0/ 11 FEC Nunber:

Hops from cluster edge: 1
Hops from command device: 2
Devi ce 'c2924-XL' with mac address number 00e0. 1e9f. 7a00

Devi ce type: ci sco W5 C2924- XL

Upstream MAC addr ess: 00d0. 796d. 2f 00 (C uster Menber 3)
Local port: Fa0/ 5 FEC nunber:

Upstream port: Fa0/ 3 FEC Nunber:

Hops fromcluster edge: 1
Hops from comand device: 2

Related Commands

Command Description

show cluster Displays the cluster status and a summary of the cluster to which the
switch belongs.

show cluster members Displays information about the cluster members.
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show cluster members

Use the show cluster member s privileged EXEC command on the command switch to display
information about the cluster members.

show cluster members|[n | detail] [ | {begin | exclude | include} expression]

Syntax Description n (Optional) Number that identifies a cluster member. The range is from 0 to 15.
detail (Optional) Display detailed information for all cluster members.
| begin (Optional) Display begins with the line that matches the specified expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines You should only enter this command on a command switch.
If the cluster has no members, this command displays an empty line at the prompt.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show cluster members command. The SN in the display means
switch number.

Swi t ch# show cl uster nenbers

| ---Upstream - - |
SN MAC Address Narme Port|f FEC Hops SN Portlf FEC State
0 0002. 4b29.2e00 St Loui sl 0 Up  (Cmdr)
1 0030.946c¢.d740 tal-switch-1 Fa0/13 1 0 GO0/1 Up
2 0002.b922. 7180 nns- 2820 10 0 2 1 Fa0O/18 Up
3 0002. 4b29. 4400 SanJuan2 GO0/1 2 1 Fa0O/11 Up
4 0002. 4b28. c480 Geni eTest G0/2 2 1 Fa0/9 Up

Thisis an example of output from the show cluster members 3 command for cluster member 3:

Swi t ch# show cluster nenbers 3
Devi ce ' SanJuan2' with menber nunber 3

Devi ce type: ci sco W5 C3550- 12T

MAC addr ess: 0002. 4b29. 4400

Upstream MAC addr ess: 0030. 946¢. d740 (C uster menber 1)
Local port: GO0/1 FEC nunber:

Upst ream port : Fa0/ 11 FEC Nunber:

Hops from command device: 2
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This is an example of output from the show cluster member s detail command:

Swi t ch# show cluster nenbers detail
Device 'StLouisl' with menber nunber 0 (Conmmand Switch)
Devi ce type: ci sco Ws- C3550- 12T
MAC address: 0002. 4b29. 2e00
Upstream MAC addr ess:
Local port: FEC nunber:
Upst ream port: FEC Nunber:
Hops from command device: 0
Device 'tal-switch-14'" with nenber nunber 1
Devi ce type: ci sco W5 C3548- XL
MAC address: 0030. 946¢. d740
Upstream MAC addr ess: 0002. 4b29. 2e00 (C uster menber 0)
Local port: Fa0/ 13 FEC nunber:
Upstream port: GO0/1 FEC Nunber:
Hops from command device: 1
Device 'nns-2820" with menber nunber 2
Devi ce type: cisco 2820
MAC addr ess: 0002. b922. 7180
Upstream MAC addr ess: 0030. 946¢. d740 (C uster menber 1)
Local port: 10 FEC nunber: 0
Upstream port: Fa0/ 18 FEC Nunber:
Hops from comand device: 2
Devi ce 'SanJuan2' with menber nunber 3
Devi ce type: ci sco Ws- C3550- 12T
MAC addr ess: 0002. 4b29. 4400
Upstream MAC addr ess: 0030. 946¢. d740 (C uster menber 1)
Local port: G0/1 FEC nunber:
Upstream port: Fa0/ 11 FEC Nunber:
Hops from comand device: 2
Device 'Test' with nenber nunber 4
Devi ce type: ci sco SeaHor se
MAC address: 0002. 4b28. c480
Upstream MAC addr ess: 0030. 946¢. d740 (C uster menber 1)
Local port: G 0/2 FEC nunber:
Upstream port: Fa0/ 9 FEC Nunber:
Hops from command device: 2
Devi ce 'Pal patine' with menber nunber 5
Devi ce type: ci sco W5 C2924M XL
MAC addr ess: 00b0. 6404. f 8c0
Upstream MAC addr ess: 0002. 4b29. 2e00 (C uster menber 0)
Local port: G2/1 FEC nunber:
Upstream port: Go/7 FEC Nunber:
Hops from comand device: 1
Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the

switch belongs.

show cluster candidates

Displays alist of candidate switches.
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show dotlx

Use the show dot1x privileged EXEC command to display the 802.1X statistics, administrative status,
and operational status for the switch or for the specified interface.

show dot1x [interface interface-id] | [statistics [interface interface-id]] [ | {begin | exclude |
include} expression]

Syntax Description

Command Modes

interfaceinterface-id (Optional) Display the 802.1X status for the specified port.

statistics [interface (Optional) Display 802.1X statistics for the switch or the specified interface.
interface-id]

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Privileged EXEC

Command History

Usage Guidelines

Release Modification

12.1(6)EA2 This command was first introduced.

If you do not specify aninterface, global parameters and asummary appear. |f you specify an interface,
details for that interface appear.

If you specify the statistics keyword without the interface interface-id option, statistics appear for all
interfaces. If you specify the statistics keyword with the interface interface-id option, statistics appear
for the specified interface.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show dot1x command:
Swi t ch# show dot 1x
d obal 802.1X Paraneters
r eaut h- enabl ed no
reaut h- peri od 3600
qui et - peri od 60
t x- period 30
supp-ti meout 30
server-ti meout 30
r eaut h- max 2
max-req 2
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Note

802. 1X Port Summary

Port Nane St at us Mode Aut hori zed
GO0/1 di sabl ed n/a n/a
Go/2 enabl ed Aut o (negoti ate) no

802.1X Port Details
802.1X i s disabl ed on G gabitEthernet0/1

802.1X i s enabl ed on G gabitEthernet0/2

St atus Unaut hori zed
Port-control Aut o

Suppl i cant 0060. b0of 8. f bf b
Mul tiple Hosts Di sal | owed

Current Identifier 2

Aut henti cator State Mchine
State AUTHENTI CATI NG
Reaut h Count 1

Backend State Machine
State RESPONSE
Request Count 0
Identifier (Server) 2

Reaut henti cation State Machine
State I NI TI ALI ZE

In the previous example, the supp-timeout, server-timeout, and reauth-max valuesin the Global 802.1X
Parameters section are not configurable.When relaying a request from the Remote Authentication
Dial-In User Service (RADIUS) authentication server to the client, the supp-timeout is the amount of
time the switch waits for a response before it resends the request. When relaying a response from the
client to the RADIUS authentication server, the server-timeout is the amount of time the switch waits
for areply before it resends the response. The reauth-max parameter is the maximum number of times
that the switch tries to authenticate the client without receiving any response before the switch resetsthe
port and restarts the authentication process.

In the 802.1X Port Summary section of the example, the Status column shows whether the port is
enabled for 802.1X (the dot1x port-control interface configuration command is set to auto or
force-unauthorized). The Mode column shows the operational status of the port; for example, if you
configure the dot1x port-control interface configuration command to force-unauthorized, but the port
has not transitioned to that state, the Mode column displays auto. If you disable 802.1X, the Mode
column displays n/a.

The Authorized column shows the authorization state of the port. For information about port states, refer
to the “ Configuring 802.1X Port-Based Authentication” chapter in the Catalyst 2950 and Catalyst 2955
Switch Software Configuration Guide.

Thisis an example of output from the show dot1x interface gigabitethernet0/2 privileged EXEC
command. Table 2-7 describes the fields in the example.

Swi t ch# show dot 1x interface gigabitethernet0/2

802.1X i s enabl ed on G gabitEt hernet0/2

St at us Aut hori zed
Port - control Aut o

Suppl i cant 0060. bOf 8. fbf b
Mul tiple Hosts Di sal | owed
Current Identifier 3
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show dotix

Aut henticator State Mchine
State AUTHENTI| CATED
Reaut h Count 0

Backend State Machi ne
State | DLE
Request Count 0
Identifier (Server) 2

Reaut henti cation State Machine
State I NI TI ALI ZE

Table 2-7  show dotlx interface Field Description

Field Description
802.1X is enabled on GigabitEthernet0/2
Status Status of the port (authorized or unauthorized). The

status of a port appears as authorized if the dot1x
por t-control interface configuration command is set to
auto, and authentication was successful.

Port-control Setting of the dot1x port-control interface
configuration command.

Supplicant Ethernet MAC address of the client, if one exists. If the
switch has not discovered the client, this field displays
Not set.

Multiple Hosts Setting of the dot1x multiple-hosts interface

configuration command (allowed or disallowed).

Current Identifier! Each exchange between the switch and the client
includes an identifier, which matches requests with
responses. This number isincremented with each
exchange and can be reset by the authentication server.

1. Thisfield and the remaining fields in the example show internal state information. For a detailed description of these state
machines and their settings, refer to the IEEE 802.1X standard.

This is an example of output from the show dot1x statistics interface gigiabitethernet0/1 command.
Table 2-8 describes the fields in the example.

Swi t ch# show dot 1x statistics interface gigabitethernet0O/1

G gabi tEt hernet0/ 1

Rx: EAPCL EAPOL EAPOL EAPOL EAP EAP EAP
Start Logof f Invalid Total Resp/ 1 d Resp/ & h LenError
0 0 0 21 0 0 0
Last Last
EAPOLVer EAPCLSrc
1 0002. 4b29. 2a03
TX: EAPCL EAP EAP
Tot al Reqg/ 1 d Reg/ Ot h
622 445 0
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Table 2-8  show dotlx statistics Field Descriptions

Field

Description

RX EAPOL! Start

Number of valid EAPOL-start frames that have been received

RX EAPOL L ogoff

Number of EAPOL -logoff frames that have been received

RX EAPOL Invalid

Number of EAPOL frames that have been received and have an
unrecognized frame type

RX EAPOL Total

Number of valid EAPOL frames of any type that have been received

RX EAP? Resp/ID

Number of EAP-response/identity frames that have been received

RX EAP Resp/Oth

Number of valid EAP-response frames (other than response/identity
frames) that have been received

RX EAP LenError

Number of EAPOL frames that have been received in which the packet
body length field isinvalid

Last EAPOLVer

Protocol version number carried in the most recently received EAPOL
frame

LAST EAPOLSrc

Source MAC address carried in the most recently received EAPOL frame

TX EAPOL Total

Number of EAPOL frames of any type that have been sent

TX EAP Reg/ld

Number of EAP-reguest/identity frames that have been sent

TX EAP Reg/Oth

Number of EAP-request frames (other than request/identity frames) that
have been sent

1. EAPOL = Extensible Authentication Protocol over LAN
2. EAP = Extensible Authentication Protocol

Related Commands

Command

Description

dot1x default

Resets the global 802.1X parameters to their default values.
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show env

showenv W

Use the show env user EXEC command to display fan information for the switch.

show env {all | fan | power | rps} [ | {begin | exclude | include} expression]

Syntax Description all Display both fan and temperature environmental status.
fan Display the switch fan status (only available in privileged EXEC mode).
power Display the internal power supply status.
rps Display the Redundant Power System (RPS) status.
| begin (Optional) Display begins with the line that matches the specified

expression.

| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(12c)EA1 The fan and power keywords were added.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Thisis an example of output from the show env all command:

Swi t ch> show env all

FAN is OK

Internal PONER supply is FAULTY
RPS is present

RPS is supplying power

Thisis an example of output from the show env fan command:
Swi t ch# show env fan

FAN 1 is FAULTY

This is an example of output from the show env power command:
Swi t ch> show env power

Internal PONER supply is FAULTY

This is an example of output from the show env rps command:

Swi tch> sho env rps
RPS is supplying power

[ 78-15304-01
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show errdisable recovery

Use the show errdisable recovery user EXEC command to display the error-disable recovery timer
information.

show errdisablerecovery [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show errdisable recovery command:
Swi t ch> show errdi sabl e recovery
Err Di sabl e Reason Timer Status
udl d Enabl ed
bpduguar d Enabl ed
channel -m sconfig Enabl ed
pagp-fl ap Enabl ed
dtp-flap Enabl ed
link-flap Enabl ed
psecure-viol ation Enabl ed
gbic-invalid Enabl ed

Ti mer interval:300 seconds

Interfaces that will be enabled at the next tineout:
Interface Errdi sabl e reason Tinme |left(sec)
G 0/4 link-flap 279
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show errdisable recovery Il

Related Commands ~ Command Description
errdisable recovery Configures the recover mechanism variables.
show interfacestrunk Displays interface status or alist of interfaces in error-disabled state.
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show etherchannel

Use the show etherchannel user EXEC command to display EtherChannel information for a channel.

show etherchannel [channel-group-number] {brief | detail | load-balance | port | port-channel |
summary} [ | {begin | exclude | include} expression]

Syntax Description

channel-group-number

(Optional) Number of the channel group. Valid numbers range from 1to 6.

brief Display a summary of EtherChannel information.

detail Display detailed EtherChannel information.

load-balance Display the load-balance or frame-distribution scheme among portsin the
port channel.

port Display EtherChannel port information.

port-channel

Display port-channel information.

summary Display a one-line summary per channel-group.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced. It replaced the show port group
command.

Usage Guidelines If you do not specify a channel-group, all channel groups appear.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

78-15304-01 |
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show etherchannel

Examples This is an example of output from the show etherchannel 1 detail command:

Swi t ch> show et herchannel 1 detail

Group state = L2

Ports: 1 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Ports in the group:

Port: Fa0O/3

Down Not -i n- Bndl

Port state

Channel group =1 Mbde = Autonatic- Sl Gcechange = 0

Port-channel = null GC = 0x00000000 Pseudo port-channel = Pol

Port i ndex =0 Load = 0x00

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto node. P - Device |l earns on physical port.
d - PAgP is down.

Timers: H- Hello timer is running. Q- Qit timer is running.
S - Switching timer is running. I - Interface timer is running.

Local information:

Hell o Partner PAgP Learning Group
Por t Flags State Tiners Interval Count Priority Met hod | findex
Fa0/ 3 dA Ul/ s1 1s 0 200 Any 0

Age of the port in the current state: 10d:23h: 07m 37s
Port-channels in the group:

Port-channel : Pol

Age of the Port-channel = 03d: 02h: 22m 43s
Logi cal slot/port =1/0 Nurmber of ports = 0
GC = 0x00000000 Hot St andBy port = null

Port state Port - channel Ag-Not-Inuse

This is an example of output from the show etherchannel 1 summary command:

Swi t ch> show et herchannel 1 summary

Fl ags: D - down P - in port-channel
| - stand-al one s - suspended
R - Layer3 S - Layer2

u - unsuitable for bundling
U - port-channel in use
d - default port

G oup Port-channel Ports

1 Po1( SU) Fa0/ 6( Pd) Fa0/ 15(P)

Thisis an example of output from the show etherchannel 1 brief command:

Swi t ch> show et herchannel 1 brief
Group state = L2

Ports: 1 Maxports = 8

Port-channels: 1 Max Port-channels =1

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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This is an example of output from the show etherchannel 1 port command:

Swi t ch> show et herchannel 1 port
Ports in the group:

Port: FaO/3

Port state = Down Not -i n- Bndl

Channel group =1 Mode = Autonatic- Sl Gcechange = 0

Port-channel = null GC = 0x00000000 Pseudo port-channel = Pol

Port i ndex =0 Load = 0x00

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto node. P - Device learns on physical port.
d - PAgP is down.

Tinmers: H- Hello timer is running. Q- Qit timer is running.
S - Switching tiner is running. | - Interface timer is running.

Local information:

Hel l o Partner PAgP Learning G oup
Por t Fl ags State Tinmers Interval Count Priority Met hod | findex
Fa0/ 3 dA Ul/ s1 1s 0 200 Any 0

Age of the port in the current state: 10d:23h: 13m 21s

Related Commands ~ Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
interface port-channel Accesses or creates the port channel.
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show file

Use the show file privileged EXEC command to display alist of open file descriptors, file information,
and file system information.

show file {descriptors | information {device:}filename | systems} [ | {begin | exclude |
include} expression]

Syntax Description

Command Modes

descriptors Display alist of open file descriptors.

information Display file information.

device: Device containing the file. Valid devices include the switch Flash memory.

filename Name of file.

systems Display file system information.

| begin (Optional) Display begins with the line that matches the specified
expression.

| exclude (Optional) Display excludes lines that match the specified expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The descriptors and information keywords were added.

File descriptors are the internal representations of open files. You can use this command to see if another
user has afile open.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

This is an example of output from the show file descriptor s command:

Swi tch# show file descriptors

File Descriptors:

FD Position Open PID Path

0 187392 0001 2 tftp://tenmp/ hanpton/c2950g. a
1 184320 030A 2 flash:c2950-i-ma
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W show file

Table 2-9 describes the fields in the show file descriptor s command output.

Table 2-9  show file descriptors Field Descriptions

Field

Description

FD

File descriptor. Thefile descriptor isasmall integer used to specify
the file once it has been opened.

Position

Byte offset from the start of thefile.

Open

Flags supplied when opening the file.

PID

Process ID of the process that opened the file.

Path

Location of thefile.

This is an example of output from the show file infor mation nvram:startup-config command:

Swi tch# show file information nvram startup-config
nvram st artup-config:

type is ascii

t ext

Table 2-10 lists the possible file types for the previous example.

Table 2-10 Possible File Types

Field

Description

ascii text

Configuration file or other text file.

coff

Runnable image in coff format.

ebcdic

Text generated on an IBM mainframe.

image (a.out)

Runnable image in a.out format.

image (elf)

Runnable image in elf format.

|zw compression

Lzw compressed file.

tar

Text archive file used by the CIP.

Thisis an example of output from the show file systems command:

Swi tch# show file systens

File Systemns:

Si ze(b)

* 7741440
7741440
32768

Free(b)
433152
433152

25316

Type Flags Prefixes

flash rw flash:
unknown rw zflash:
nvram rw  nvram
net wor k rw tftp:
opaque rw  null:
opague rw system
opaque ro xmodem
opaque ro ynmodem
net wor k rw rcp:
net wor k rw ftp:

i Catalyst 2950 and Catalyst 2955 Switch Command Reference

78-15304-01 |



| Chapter2 Cisco I0S Commands

show file

For this example, Table 2-11 describes the fields in the show file systems command output. Table 2-12
lists the file system types. Table 2-13 lists the file system flags.

Table 2-11 show file systems Field Descriptions

Field Description

Size(b) Amount of memory in the file system, in bytes.
Free(b) Amount of free memory in the file system, in bytes.
Type Type of file system.

Flags Permissions for file system.

Prefixes Aliasfor file system.

Table 2-12  File System Types

Field Description

disk The file system is for a rotating medium.

flash Thefile system is for a Flash memory device.

network Thefile system is a network file system, such as TFTP, rcp, or FTP.

nvram The file system isfor an NVRAM device.

opague Thefile system is alocally generated pseudo file system (for example, the
system) or a download interface, such as brimux.

rom Thefile system isfor aROM or EPROM device.

tty The file system is for a collection of terminal devices.

unknown Thefile system is of unknown type.

Table 2-13  File System Flags

Field Description

ro The file system is Read Only.
wo Thefile system is Write Only
rw Thefile system is Read/Write.
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show Interfaces

Usethe show interfaces privileged EXEC command to display the administrative and operational status
of all interfaces or a specified interface.

show interfaces [interface-id | vlan vlan-id] [accounting | capabilities [module
{module-number]} | description | etherchannel | pruning | stats | status[err-disabled] |
switchport | trunk] [ | {begin | exclude | include} expression]

Syntax Description

Note

Command Modes

interface-id (Optional) Valid interfaces include physical ports (including type, slot, and port
number) and port channels. The valid port-channel rangeis 1 to 6.

vlan vlan-id (Optional) VLAN ID. Thevalid VLAN rangeis 1 to 4094 when the enhanced
software image (El) isinstalled and 1 to 1005 when the standard software image
(Sl) isinstalled. Do not enter leading zeros.

accounting (Optional) Display interface accounting information.

capabilities (Optional) Display the capabilities of the ports.

description (Optional) Display the administrative status and description set for an interface.

etherchannel (Optional) Display interface EtherChannel information.

pruning (Optional) Display interface trunk VTP pruning information.

stats (Optional) Display the input and output packets by switching path for the
interface.

status (Optional) Display the status of the interface.

err-disabled (Optional) Display interfaces in error-disabled state.

switchport (Optional) Display the administrative and operational status of a switching
(nonrouting) port.

trunk Display interface trunk information. If you do not specify an interface,
information for only active trunking ports appears.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.

| module (Optional) The module or interface number. If you do not specify a module

modul e-number

number, the information is displayed for all ports.

expression

Expression in the output to use as a reference point.

Though visible in the command-line help strings, the crb, fair-queue, irb, mac-accounting,
precedence, random-detect, rate-limit, and shape options are not supported.

Privileged EXEC
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show interfaces 1l

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(12c)EAL The capabilities keyword was added.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show interfaces accounting command:
Swi t ch# show interfaces accounting
VI anl
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
I P 17950 2351279 3205 411175
ARP 8626 552064 62 3720
Interface VI an5 i s disabled
Fast Et hernet 0/ 1
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
Spanni ng Tree 2956958 179218508 34383 2131700
CDP 14301 5777240 14307 5722418
VTP 0 0 1408 145908
DTP 28592 1572560 0 0
<out put truncated>
This is an example of output from the show interfaces capabilities command:
2950- 48-132# show interfaces fastethernet0/1 capabilities
Fast Et hernet 0/ 1
Model : WB- C2950G 48- El
Type: 10/ 100BaseTX
Speed: 10, 100, auto
Dupl ex: hal f,full,auto
UDLD: yes
Trunk encap. type: 802. 1Q
Trunk node: on, of f, desi rabl e, nonegoti ate
Channel : yes
Broadcast suppression: percentage(0-100)
Fl owcontrol : rx- (none), tx- (none)
Fast Start: yes
CoS rewite: yes
ToS rewite: yes
I'nl'i ne power: no
SPAN: source/ destination
Port Secur e: Yes
Dot 1x: Yes
Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter 2 Cisco I0S Commands |

W show interfaces

This is an example of output from the show interfaces gigabitethernet0/1 command:

Swi t ch# show i nterfaces gigabitethernet0/1
FastEthernetO/1 is up, line protocol is down

Hardware is Fast Ethernet, address is 0005.7428.09cl1 (bia 0005.7428.09c1)

MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
Aut o- dupl ex, Aut o-speed
input flowcontrol is off, output flowcontrol is off
Last input never, output 4d21lh, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/ 75/ 0/ 0 (sizel/ max/ drops/flushes); Total output drops:0
Queueing strategy:fifo
Qut put queue :0/40 (sizel/ max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1 packets input, 64 bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
0 input errors, 0 CRC, 0 frame, O overrun, O ignored
0 watchdog, O multicast, 0 pause input
0 input packets with dribble condition detected
1 packets output, 64 bytes, 0 underruns
0 output errors, O collisions, 2 interface resets
0 babbles, 0 late collision, 0 deferred
O lost carrier, 0 no carrier, 0 PAUSE out put
0 output buffer failures, 0 output buffers swapped out

Thisisan example of output from the show interfaces gigabitether net0/2 description command when
the interface has been described as Connects to Marketing by using the description interface

configuration command.

Swi t ch# show i nterfaces gigabitethernet0/2 description
Interface Status Prot ocol Description
Gl0/ 2 up down Connects to Marketing

Thisis an example of output from the show interfaces fastethernet0/1 pruning command when

pruning is enabled in the VTP domain:

Swi t ch# show interfaces fastethernetO/1 pruning

Por t VI ans pruned for |ack of request by nei ghbor
FaO/ 1 4,196

Por t VI an traffic requested of neighbor

FaO/ 1 1,4

This is an example of output from the show interfaces stats command:

Swi tch# show interfaces stats
VI anl
Swi t ching path Pkts In Chars In Pkts Qut Chars Qut
Processor 3224706 223689126 3277307 280637322
Rout e cache 0 0 0 0
Tot al 3224706 223689126 3277307 280637322
Interface Vi an5 is disabl ed

Fast Et hernet 0/ 1
Swi t ching path Pkts In Chars In Pkts Qut Chars Qut

Pr ocessor 3286423 231672787 179501 17431060
Rout e cache 0 0 0 0
Tot al 3286423 231672787 179501 17431060
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show interfaces 1l

This is an example of output from the show interfaces status command. It displays the status of all

interfaces.

Swi t ch# show i nterfaces status

Por t Name St at us
FaO/ 1 not connect
FaoO/ 2 not connect
FaO/ 3 di sabl ed
FaoO/ 4 connect ed
Fa0/ 5 not connect
FaO/ 6 connect ed
FaoO/ 7 not connect
FaO/ 8 connect ed
FaO/ 9 di sabl ed
Fa0/ 10 not connect
FaO/ 11 di sabl ed
Fa0/ 12 di sabl ed
Go/1 di sabl ed
G 0/2 not connect
Pol not connect

VI an
1

1

100

t runk
1
trunk
1

1
1
5
1
1
1
1
1

Dupl ex Speed
aut o aut o
aut o aut o
aut o aut o

a-full a-100
aut o aut o

a-full a-100
aut o aut o

a-full a-100
aut o aut o
aut o 100
aut o aut o
aut o aut o
aut o aut o
aut o aut o
aut o aut o

Type

10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
10/ 100BaseTX
unknown
unknown

This is an example of output from the show interfaces status err-disabled command. It displays the

status of interfaces in error-disabled state.

swi t ch#show i nterfaces fastethernet0/15 status err-disabl ed

Por t St at us

FaO/ 15

Name

Reason

err-di sabl ed psecure-violation

Thisis an example of output from the show interfaces etherchannel command when port channels are

configured on the switch:

Swi t ch# show i nterfaces etherchanne

Fast Et hernet 0/ 1

Port state = Up Mstr In-Bndl

Channel group =1 Mode = On/ FEC Gcechange = 0

Port-channel = Pol GC = 0x00010001 Pseudo port-channel = Pol
Port i ndex =0 Load = 0x00

Age of the port
Port - channel 1:
Age of the Port-channe
Logi cal slot/port =1/0
GC 0x00010001
Port state Port - channe

Ports in the Port-channel

I ndex Load Por t EC state

------ R L
0 00 Fa0/ 1 on

Tinme since |last port bundl ed

= 09d: 22h: 45m 14s
Nunmber of ports

Hot St andBy po

Ag- | nuse

00d: 00h: 06m 54s

in the current state: 00d: 00h: 06m 54s

1

rt nul

Fa0/ 1
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This is an example of output from the show interfaces switchport command for a single interface.
Table 2-14 describes the fields in the output.

Swi t ch# show i nterfaces gigabitethernet0/1 switchport
Name: Fa0/ 1

Swi t chport: Enabl ed

Admi ni strative Mde:static access

Operati onal Mdde: down

Admi ni strative Trunking Encapsul ati on: dot 1q
Negoti ation of Trunking: Of f

Access Mbde VLAN: 1 (default)

Trunki ng Native Mbde VLAN:1 (default)

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2- 1001

Protected: fal se

Voi ce VLAN: dot 1p (I nactive)
Appliance trust:5

Table 2-14 show interfaces switchport Field Descriptions

Field Description

Name Displays the port name.

Switchport Displays the administrative and operational status of the port.
In this output, the port is in switchport mode.

Administrative Mode Displays the administrative and operational mode.

Operational Mode

Administrative Trunking Displays the administrative and operational encapsulation

Encapsulation method, and whether trunking negotiation is enabled.

Operation Trunking Encapsulation
Negotiation of Trunking

Access Mode VLAN Displaysthe VLAN ID to which the port is configured.

Trunking Native Mode VLAN Liststhe VLAN ID of thetrunk that isin native mode. Liststhe

Trunking VLANS Enabled ?rllljr)]v:ed VLANSs on the trunk. Lists the active VLANSs on the

Trunking VLANS Active

Pruning VLANS Enabled Lists the VLANS that are pruning-eligible.

Protected Displays whether or not protected port is enabled (True) or
disabled (False) on the interface.

Voice VLAN Displaysthe VLAN ID on which voice VLAN is enabled.

Appliance trust Displays the class of service (CoS) setting of the data packets

of the IP phone.
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show interfaces 1l

This is an example of output from the show interfaces trunk command:

Swit ch# show interfaces trunk

Por t Mbde Encapsul ati on Status Native vl an
Fao0/ 4 on 802. 1q t runki ng 1

Fa0/ 6 on 802. 1q t runki ng 1

Por t VI ans al |l owed on trunk

Fao0/ 4 1-4094

FaO/ 6 1-4094

Por t VI ans al |l owed and active in nanagenent donain

Fao0/ 4 1-2,51-52

Fa0/ 6 1-2,51-52

Por t VI ans in spanning tree forwarding state and not pruned
Fao0/ 4 1

FaO/ 6 1-2,51-52

This is an example of output from the show interfaces fastethernet0/1 trunk command. It displays
trunking information for the interface.

Switch# show interfaces fastethernetO0/1 trunk

Por t Mbde Encapsul ati on Status Nati ve vl an

Fa0/ 1 desirabl e 802. 1q t runki ng 1

Por t VI ans al |l owed on trunk

Fa0/ 1 1- 4094

Por t VI ans al |l owed and active in managenent donain

Fa0/ 1 1, 4, 196, 306

Por t VI ans in spanning tree forwarding state and not pruned

Fa0/ 1 1, 306

Related Commands ~ Command Description

switchport access Configures a port as a static-access or dynamic-access port.

switchport protected Isolates Layer 2 unicast, multicast, and broadcast traffic from
other protected ports on the same switch.

switchport trunk pruning Configures the VLAN pruning-eligible list for portsin trunking
mode.
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show interfaces counters

Use the show interfaces counter s privileged EXEC command to display various counters for a specific
interface or for all interfaces.

show interfaces [interface-id | vlan vlan-id] counters[broadcast | errors| multicast | trunk |
unicast] [ | {begin | exclude | include} expression]

Syntax Description interface-id

(Optional) ID of the physical interface, including type and slot and port
number.

vlan vlan-id

(Optional) VLAN number of the management VLAN. Valid IDs are from 1
to 4094 when the enhanced software image (El) isinstalled and 1 to 1001
when the standard software image (Sl) isinstalled. Do not enter leading
ZEros.

br oadcast

(Optional) Display discarded broadcast traffic.

errors

(Optional) Display error counters.

multicast

(Optional) Display discarded multicast traffic.

trunk

(Optional) Display trunk counters.

unicast

(Optional) Display discarded unicast traffic.

| begin

(Optional) Display begins with the line that matches the expression.

| exclude

(Optional) Display excludes lines that match the expression.

| include

(Optional) Display includes lines that match the specified expression.

expression

Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
Usage Guidelines If you do not enter any keywords, all counters for all interfaces are included.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
2152 | o tss0a0r |



| Chapter2 Cisco I0S Commands

show interfaces counters 1l

Examples This is an example of output from the show interfaces counters command. It displays all the counters
for the switch.
Swi t ch# show interfaces counters
Por t InCctets I nUcast Pkt's I nMcast Pkt s I nBcast Pkt s
GO0/1 23324617 10376 185709 126020
Go0/2 0 0 0 0
Por t Qut Cctets QutUcastPkts QutMastPkts QutBcastPkts
GO0/1 4990607 28079 21122 10
GO0/2 1621568 25337 0 0
This is an example of output from the show interfaces counters broadcast command. It displays the
dropped broadcast traffic for all interfaces.
Swi t ch# show i nterfaces counters broadcast
Por t Bcast SuppDi scar ds
GO0/1 1
GO0/2 0
Thisis an example of output from the show interfaces gigabitethernet0/1 counters broadcast
command. It displays the dropped broadcast traffic for an interface.
Swi t ch# show interfaces gigabitethernet0/1 counters broadcast
Por t Bcast SuppDi scar ds
GO0/1 0
This is an example of output from the show interfaces counters errors command. It displays the
interface error counters for all interfaces.
Swi t ch# show i nterfaces counters errors
Por t Align-Err FCS- Err Xmt-Err Rcv- Err Under Si ze
GO0/1 0 0 0 0 0
GO0/2 0 0 0 0 0
Por t Single-Col Miulti-Col Late-Col Excess-Col Carri-Sen Runt s G ants
GO0/1 0 0 0 0 0 0 0
G0/2 0 0 0 0 0 0 0
Thisis an example of output from the show interfaces counters multicast command. It displays the
dropped multicast traffic for all interfaces.
Swi t ch# show i nterfaces counters multicast
Por t Mcast SuppDi scar ds
GO0/1 0
G0/2 0
Thisis an example of output from the show interfaces counter s trunk command. It displays the trunk
counters for all interfaces.
Swi t ch# show i nterfaces counters trunk
Por t TrunkFramesTx TrunkFranesRx W ongEncap
GO0/1 0 0 0
GO0/2 0 0 0
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This is an example of output from the show interfaces counters unicast command. It displays the
dropped unicast traffic for all interfaces.

Swi tch# show i nterfaces counters unicast

Por t Ucast SuppDi scar ds
GO0/1 6872
GO0/2 0

Related Commands Command

Description

show interfaces

Displays interface characteristics.

stor m-control

Configures broadcast, multicast, and unicast storm control for an

interface.
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show ip access-lists

Use the show ip access-lists privileged EXEC command to display I P access control lists (ACLS)
configured on the switch.

show ip access-lists

show ip access-lists [name | number] [ | {begin | exclude | include} expression]

Syntax Description

Command Modes

name (Optional) ACL name.
number (Optional) ACL number. Therangeis from 1 to 199 and from
1300 to 2699.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release

Modification

12.1(6)EA2

This command was first introduced.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

This is an example of output from the show ip access-lists command:

Swi tch# show i p access-lists
Standard | P access list testingac

permit 10.10.10.2
Standard | P access

permit 1.1.1.2

Ext ended | P access
permit tcp any
Ext ended | P access
Dynami c Cl uster-HSRP deny
Dynami ¢ Cl ust er - NAT
10.
10.
10.

permt
permt
permt
permt
permt
permt
permt
permt
permt

ip
ip
ip
ip
ip
ip
ip
ip
ip

host
host
host
host
host
host
host
host
host

list
any eq www
list CMP-NAT- ACL

10

10.
10.
10.
10.
10.

list wizard_1-1-1-2

103

ip any any
permt ip any any
245.155. 128 any
245.137.0 any
146. 106. 192 any
.216. 25.128 any
228.215.0 any
221.111. 64 any
123.222. 192 any
169. 110. 128 any
186. 122. 64 any
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M show ip access-lists

This is an example of output from the show ip access-lists 103 command:

Swi t ch# show i p access-lists 103
Ext ended | P access |ist 103
pernmt tcp any any eq www

Related Commands ~ Command Description
access-list (1P extended) Configures an extended IP ACL on the switch.
access-list (1P standard) Configures a standard |P ACL on the switch.
ip access-list Configures an IP ACL on the switch.
show access-lists Displays ACLs configured on a switch.
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show ip igmp shooping

Use the show ip igmp snooping privileged EXEC command to display the Internet Group Management
Protocol (IGMP) snooping configuration of the switch or the VLAN.

show ip igmp snooping [vlan vlan-id] [ | { begin | exclude | include} expression]

show ip igmp snooping [vlan vian-id] [ | {begin | exclude | include} expression]

Syntax Description

vlan vlan-id (Optional) Keyword and variable to specify a VLAN; valid values are 1 to
4094 when the enhanced software image (El) isinstalled and 1 to 1001
when the standard software image (Sl) isinstalled. Do not enter leading

Zeros.
| begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines

Use this command to display snooping characteristics for the switch or for a specific VLAN.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show ip igmp snooping command:
Swi t ch# show i p i gnp snoopi ng
vian 1
| GWP snooping is globally enabl ed
| GWP snooping is enabled on this Vlan
| GWP snoopi ng i nedi ate-1eave is enabled on this Vlan
| GWP snoopi ng nrouter learn nmode is pimdvnrp on this Vlan
vlan 2
| GWP snooping is globally enabl ed
| GWP snooping is enabled on this Vlan
| GWP snoopi ng i nedi ate-1eave is enabled on this Vlan
| GWP snooping nrouter learn node is cgnp on this Vlan
Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter 2 Cisco I0S Commands |

M show ip igmp snooping

| GWP snooping is globally enabl ed

| GWP snooping is enabled on this Vlan

| GWP snoopi ng i nmedi ate-1eave is disabled on this VW an
| GWP snooping nrouter learn node is cgnp on this Vlan

| GWP snooping is globally enabl ed

| GWP snooping is enabled on this Vlan

| GWP snoopi ng i nmedi ate-1eave is disabled on this VW an
| GWP snooping nrouter learn node is cgnp on this Vlan

| GWP snooping is globally enabl ed

| GWP snooping is enabled on this Vlan

| GWP snoopi ng i nedi ate-1eave is disabled on this VW an

| GWP snoopi ng nrouter learn nmode is pimdvnrp on this Vlan

| GWP snooping is globally enabl ed

| GWP snooping is enabled on this Vlan

| GWP snoopi ng i nmedi ate-1eave is disabled on this VW an

| GWP snoopi ng nrouter learn nmode is pimdvnrp on this Vlan

This is an example of output from the show ip igmp snooping vlan 1 command:
Swi t ch# show i p ignp snooping vlian 1

| GWP snooping is globally enabl ed

| GWP snooping is enabled on this Vlan

| GWP snoopi ng i nedi ate-1eave is enabled on this Vlan

| GWP snoopi ng nrouter learn nmode is pimdvnrp on this Vlan

Related Commands ~ Command Description
ip igmp snooping Enables |GM P snooping.
ip igmp snooping vlan vian-id Enables IGMP snooping on the VLAN interface.
ip igmp snooping vlan Configures IGMP Immediate-L eave processing.

immediate-leave

ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
show mac address-table multicast Displays the Layer 2 multicast entries for aVLAN.
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show ip igmp snooping mrouter

Use the show ip igmp snooping mrouter privileged EXEC command to display information on
dynamically learned and manually configured multicast router ports.

show ip igmp snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

Syntax Description

vlan vlan-id (Optional) Keyword and variable to specify a VLAN; valid values are 1 to
4094 when the enhanced software image (El) isinstalled and 1 to 1001
when the standard software image (Sl) is installed. Do not enter leading

Zeros.
| begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines

You can also use the show mac address-table multicast command to display entriesin the MAC
address table for a VLAN that has Internet Group Management Protocol (IGMP) snooping enabled.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show ip igmp snooping mrouter vlan 1 command:
~
Note  Inthis example, Fao/ 3 isadynamically learned router port, and Fao/ 2 is a configured static router port.
Swi t ch# show i p ignp snooping nrouter vlian 1
VI an ports
1 Fa0/ 2(static), Fa0O/3(dynamic)
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M show ip igmp snooping mrouter

Related Commands =~ Command Description
ip igmp snooping Enables |GM P snooping.
ip igmp snooping vlian Enables IGMP snooping on the VLAN interface.
ip igmp snooping vlan Configures IGMP Immediate-L eave processing.

immediate-leave
ip igmp snooping vlan mrouter Configures a Layer 2 port as a multicast router port.
show mac address-table multicast Displaysthe Layer 2 multicast entries for aVVLAN.
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show lacp

Use the show lacp user EXEC command to display Link Aggregation Control Protocol (LACP)
channel-group information.

show lacp { channel-group-number {counters | internal | neighbor} | {counters|internal |
neighbor | sys-id }} [ | {begin | exclude | include} expression]

Syntax Description

channel-group-number  (Optional) Number of the channel group. Valid numbers range from 1 to 6.

counters Display traffic information.
internal Display internal information.
neighbor Display neighbor information.
sys-id Display the system identifier that is being used by LACP. The system
identifier is made up of the LACP system priority and a MAC address.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines

You can enter any show lacp command to display the active port-channel information. To display the
nonactive information, enter the show lacp command with a group number.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show lacp counters command:
Swi t ch> show | acp counters
LACPDUs Mar ker Mar ker Response LACPDUs
Por t Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Fa0/ 5 19 10 0 0 0 0 0
FaO/ 6 14 6 0 0 0 0 0
Fa0/ 7 8 7 0 0 0 0 0
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M show lacp

This is an example of output from the show lacp 1 internal command:

Swi t ch> show | acp internal
Flags: S - Device is sending Sl ow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active node P - Device is in Passive node

Channel group 1

LACP port Admi n Oper Por t Por t
Por t Fl ags State Priority Key Key Nunber State
Fa0/ 5 SP i ndep 32768 0ox1 0x1 0x4 0x7C
Fa0/ 6 SP i ndep 32768 0x1 0ox1 0x5 0x7C
Fa0/ 7 SP down 32768 0x1 0x1 0x6 0xC

Thisis an example of output from the show lacp neighbor command:
Swi t ch> show | acp nei ghbor

Fl ags: S - Device is sending Sl ow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active node P - Device is in Passive node

Channel group 1 neighbors

Partner's information:

Par t ner Par t ner Par t ner
Por t System | D Port Nunber Age Fl ags
Fa0/ 5 00000, 0000. 0000. 0000 0x0 85947s SP

LACP Part ner Par t ner Par t ner

Port Priority Oper Key Port State

0 0x0 0x0

Partner's information:

Part ner Part ner Par t ner
Por t System | D Port Nunmber Age Fl ags
Fa0/ 6 00000, 0000. 0000. 0000 0x0 86056s SP

LACP Part ner Par t ner Par t ner

Port Priority Oper Key Port State

0 0x0 0x0

Partner's information:

Par t ner Par t ner Par t ner
Por t System | D Port Nunber Age Fl ags
Fa0/ 7 00010, 0008. a343. b580 0x6 86032s SA

LACP Part ner Part ner Part ner

Port Priority Oper Key Port State

32768 0x1 0x35

This is an example of output from the show lacp sys-id command:

Swi t ch> show | acp sys-id
32765, 0002. 4b29. 3a00

Related Commands

Command Description

clear lacp Clears LACP channel-group information.
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show mac access-group

Use the show mac access-group user EXEC command to display the MAC access control lists (ACLS)
configured for an interface or a switch.

show mac access-group [interface interface-id] [ | {begin | exclude | include} expression]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description interfaceinterface-id  (Optional) Display the ACLs configured on a specific interface (only
availablein privileged EXEC mode).

| begin (Optional) Display begins with the line that matches the specified
expression.

| exclude (Optional) Display excludes lines that match the specified expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Use the show mac access-group command without keywords to display MAC ACLs for all interfaces.
Use this command with the interface keyword to display ACLs for a specific interface.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show mac access-group command:

Swi t ch> show mac access- group
I nterface FastEthernet0/1:

I nbound access-list is not set
I nterface FastEthernet0/2:

I nbound access-list is not set
Interface FastEthernet0/3:

I nbound access-list is not set
I nterface FastEthernet0/4:

I nbound access-list is not set

I nterface FastEthernet0/47:

I nbound access-list is not set
I nterface FastEthernet0/48:

I nbound access-list is not set
Interface G gabitEthernet0/1:

I nbound access-list is not set
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Interface G gabitEthernet0/2:
I nbound access-list is 101

Thisis an example of output from the show mac access-group inter face gigabitether net 0/2 command:

Swi t ch# show mac access-group interface gigabitethernet 0/2
Interface G gabitEthernet0/2:
I nbound access-list is 101

Related Commands ~ Command Description

mac access-group AppliesaMAC ACL to an interface.
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show mac address-table

Use the show mac address-table user EXEC command to display the MAC address table.

show mac address-table [aging-time | count | dynamic | static] [address hw-addr]
[interface interface-id] [vlan vlan-id] [ | {begin | exclude | include} expression]

Note  Beginning with Release 12.1(11)EA1, the show mac address-table command replaces the show
mac-addr ess-table command (with the hyphen). The show mac-address-table command (with the
hyphen) will become obsolete in afuture release.

Syntax Description aging-time (Optional) Display aging time for dynamic addresses for all VLANS.
count (Optional) Display the count for different kinds of MAC addresses (only
available in privileged EXEC mode).
dynamic (Optional) Display only the dynamic addresses.
static (Optional) Display only the static addresses.
addr ess hw-addr (Optional) Display information for a specific address (only available in

privileged EXEC mode).
interfaceinterface-id  (Optional) Display addresses for a specific interface.

vlan vlan-id (Optional) Display addresses for a specific VLAN. Valid IDs are from
1 to 4094 when the enhanced software image (El) isinstalled and 1 to 1001
when the standard software image (Sl) is installed. Do not enter leading

Zeros.
| begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The show mac-address table secure command was replaced by the show
port-security command. The self keyword is not supported in this release
or later.
12.1(11)EA1 The show mac-address-table command was replaced by the show mac

address-table command.
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Usage Guidelines

Examples

This command displays the MAC address table for the switch. Specific views can be defined by using
the optional keywords and values. If more than one optional keyword is used, all of the conditions must
be true in order for that entry to appear.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Thisis an example of output from the show mac address-table command:

Swi t ch> show mac- address-tabl e

Dynami ¢ Addresses Count:

Secur e Addresses (User-defined) Count:
Static Addresses (User-defined) Count:
System Sel f Addresses Count:

Total MAC addresses:

Non-static Address Tabl e:

Destinati on Address Address Type VLAN Destination Port

g b OO o

1
0

0010. 0de0. e289 Dynami c 1 FastEthernet0/1
0010. 7b00. 1540 Dynami c 2 FastEthernet0/5
0010. 7b00. 1545 Dynami c 2 FastEthernet0/5
0060. 5c¢f 4. 0076 Dynami c 1 FastEthernet0/1
0060. 5c¢f 4. 0077 Dynami c 1 FastEthernet0/1
0060. 5¢f 4. 1315 Dynami c 1 FastEthernet0/1
0060. 70cb. f 301 Dynami c 1 FastEthernet0/1
00e0. 1e42. 9978 Dynami c 1 FastEthernet0/1
00e0. 1e9f . 3900 Dynami c 1 FastEthernet0/1

Thisis an example of output from the show mac address-table static inter face fastethernet0/2 vian
1 command:

Swi tch> show nmc address-table static interface fastethernet0/2 vlian 1
vl an mac address type ports

Thisis an example of output from the show mac address-table count vlan 1 command:

Swi tch# show nmac address-table count vlian 1
MAC Entries for Mlan 1 :

Dynami ¢ Address Count: 1

Static Address (User-defined) Count: 41
Total MAC Addresses |n Use: 42

Remai ni ng MAC addr esses: 8150

This is an example of output from the show mac address-table aging-time command:

Swi tch> show nac address-table aging-tine
VI an Aging Tine

1 450

2 300

3 600

300 450

301 450
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show mac address-table 1l

This is an example of output from the show mac address-table aging-time vlan 1 command:

Swi tch> show nmac address-table aging-time vian 1
VI an Aging Tine

1 450

Related Commands ~ Command Description
clear mac address-table Deletesfrom the MAC address table a specific dynamic address, all
dynamic dynamic addresses on a particular interface, or all dynamic

addresses on a particular VLAN.
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show mac address-table multicast

Use the show mac address-table multicast user EXEC command to display the Layer 2 multicast
entries for the switch or for the VLAN.

show mac address-table multicast [vlan vlian-id] [count] [igmp-snooping | user] [ | {begin |
exclude | include} expression]

Note  Beginning with Release 12.1(11)EA1, the show mac address-table multicast command replaces the
show mac-address-table multicast command (with the hyphen). The show mac-address-table
multicast command (with the hyphen) will become obsolete in a future release.

Syntax Description  vlan vlan-id (Optional) Specify aVLAN; valid values are 1 to 4094 when the enhanced
software image (El) isinstalled and 1 to 1005 when the standard software
image (Sl) isinstalled. Do not enter leading zeros. (This keyword is only
available in privileged EXEC mode.)

(Optional) Display total number of entries for the specified criteriainstead

t
coun of the actual entries (only available in privileged EXEC mode).
(Optional) Display only entries learned through Internet Group
igmp-snooping Management Protocol (IGMP) snooping (only available in privileged
EXEC mode).
User (Optional) Display only the user-configured multicast entries (only
available in privileged EXEC mode).
| begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Defaults This command has no default setting.
Command Modes User EXEC
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(11)EAL The show mac-address-table multicast command was replaced by the

show mac address-table multicast command.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
2198 | o tss0a0r |



| Chapter2 Cisco I0S Commands

Examples

show mac address-table multicast 1l

Thisis an example of output from the show mac address-table multicast vlan 1 command:

Swi tch# show nac address-table multicast vlian 1

VI an Mac Address Type Ports

1 0100. 5€00. 0128 | GWP Fa0/ 11
1 0100. 5e01. 1111 USER Fa0/5, FaO/6, Fa0/7, FaO/11
This is an example of output from the show mac address-table multicast count command:
Swi tch# show nmac address-table nulticast count
Mul ticast Mac Entries for all vlans: 10
This is an example of output from the show mac address-table multicast vlan 1 count command:
Swi tch# show nmac address-table nulticast vlian 1 count
Mul ticast Mac Entries for vlian 1: 2
This is an example of output from the show mac address-table multicast vlan 1 user command:

Swi tch# show nac address-table multicast vlian 1 user
vl an mac address type ports

1 0100. 5e02. 0203 user FaO/ 1, Fa0/ 2, Fa0/ 4
Thisisan example of output from the show mac address-table multicast vlan 1 igmp-snooping count
command:

Swi tch# show nac address-table nulticast vlan 1 ignp-snooping count
Number of ignp-snooping progranmred entries : 1

[ 78-15304-01
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show mac address-table notification

Use the show mac address-table natification user EXEC command to display parametersfor the MAC
notification feature.

show mac address-table notification [inter face interface-id] [ | {begin | exclude | include}
expression]

Note  Beginning with Release 12.1(11)EA1, the show mac addr ess-table notification command replaces the
show mac-address-table notification command (with the hyphen). The show mac-address-table
notification command (with the hyphen) will become obsolete in a future release.

Syntax Description interfaceinterface-id  (Optional) Specify an interface.

| begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Defaults This command has no default setting.

Command Modes User EXEC

Command History Release Madification
12.1(6)EA2 This command was first introduced.
12.1(11)EA1 The show mac-address-table notification command was replaced by the

show mac address-table notification command.

Usage Guidelines Use the show mac address-table notification command without keywords to display parameters for
all interfaces.

Use this command with the interface keyword to display parameters for a specific interface.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show mac address-table notification command:

Swi tch> show nmc address-table notification
MAC Notification Feature is Disabled on the switch
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show mac address-table notification 1l

Related Commands

Command

Description

clear mac address-table notification

Clears the MAC address notification global counters.

mac address-table notification

Enables the MAC notification feature.

snmp trap mac-notification

Enables MAC-notification traps on a port.

[ 78-15304-01
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show mls masks

Use the show mls masks user EXEC command to display the details of the Access Control Parameters
(ACPs) used for quality of service (QoS) and security access control lists (ACLS).

show mls masks [qos | security] [ | {begin | exclude | include} expression]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description gos (Optional) Display ACPs used for QoS ACLSs.
security (Optional) Display ACPs used for security ACLs.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
~

Note  ACPsare called masksin the command-line interface (CL1) commands and output.

Command Modes User EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Use the show mls mask command without keywords to display all ACPs configured on the switch.
Use this command with the qos keyword to display the ACPs used for QoS ACLs.
Use this command with the security keyword to display the ACPs used for security ACLSs.

~

Note  You can configure up to four ACPs (QoS and security) on a switch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.
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Examples

show mis masks W

Thisis an example of output from the show mls masks command:

Swi t ch> show m's masks

Mask1

Mask?2

Type : qos
Fields : ip-sa(0.0.0.255), ip-da(host), dest-port, ip-dscp
Pol i cymap: pmapl
Interfaces: Fa0/9, GO0/1
Pol i cynap: prmap2
Interfaces: FaO/1, Fa0/5, Fa0/13
Type : security
Fields : mac-sa (host), ethertype, ip-dscp

Access-group: 3
Interfaces: FaO/2, FaO/6
Access-group: nmacagl
Interfaces: FaO/ 16

In this example, Mask 1 isa QoS ACP consisting an | P source address (with wildcard bits 0.0.0.255), an
I P destination address, and Layer 4 destination port fields. This ACP is used by the QoS policy maps
pmapl and pmap2.

Mask 2 is a security ACP consisting of aMAC source address and ethertype fields. This ACP isused by
the MAC security access groups 3 and macagl.

Related Commands

Command

Description

ip access-group

Applies an IP ACL to an interface.

mac access-group

Applies a named extended MAC ACL to an interface.

policy-map

Creates or modifies a policy map that can be attached to multiple interfaces,
and enters policy-map configuration mode.

[ 78-15304-01
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show mis gos interface

Use the show mls qosinterface user EXEC command to display quality of service (QoS) information
at the interface level.

show mls qos interface [interface-id] [policers] [ | {begin | exclude | include} expression]

Syntax Description

Note

interface-id (Optional) Display QoS information for the specified interface.

policers (Optional) Display all the policers configured on the interface, their
settings, and the number of policers unassigned (available only when the
switch is running the enhanced software image (El) ).

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Though visible in the command-line help strings, the vlan vian-id option is not supported.

Command Modes User EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines

Examples

Though visible in the command-line help string, the policer s keyword is available only when your
switch isrunning the El.

Use the show mls qos inter face command without keywords to display parameters for all interfaces.
Use the show mis qosinterface interface-id command to display the parameters for a specific interface.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

This is an example of output from the show mls gos interface command when the Cisco IP phoneis a
trusted device:

Swi tch> show m's qos interface fastethernet0O/1
Fast Et hernet 0/ 1

trust state:trust cos

trust node:trust cos

CCS override:dis

default COCS:0

pass-t hrough: none

trust device: ci sco- phone
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show mls qos interface M

This is an example of output from the show mls qos interface command when pass-through mode is
configured on an interface:

Swi tch> show m's qos interface fastethernet0/2
Fast Et her net 0/ 2

trust state:not trusted

trust node:not trusted

COS override:dis

default CGCS: 0

pass-t hrough: dscp

Related Commands ~ Command Description
mls qos cos Definesthe default class of service (CoS) value of a port or assigns the default
CoSto all incoming packets on the port.
mls qos map Defines the class of service (CoS)-to-Differentiated Services Code Point
(DSCP) map and DSCP-to-CoS map.
mls qos trust Configuresthe port trust state. Ingress traffic can be trusted and classification

is performed by examining the CoS or DSCP value.
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show mls gos maps

Use the show mls qos maps user EXEC command to display quality of service (QoS) mapping
information. Maps are used to generate an internal Differentiated Services Code Point (DSCP) value,
which represents the priority of the traffic.

show mls qos maps [cos-dscp | dscp-cos] [ | { begin | exclude | include} expression]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description cos-dscp (Optional) Display class of service (CoS)-to-DSCP map.
dscp-cos (Optional) Display DSCP-to-CoS map.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Use the show mls qos maps command without keywords to display all maps.
Use this command with the cos-dscp keyword to display the CoS-to-DSCP map.
Use this command with the dscp-cos keyword to display the DSCP-to-CoS map.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show mls gos maps cos-dscp command:

Swi t ch> show nml's qos maps cos-dscp

Cos-dscp map:
cos: 0 1 2 3 4 5 6 7
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showmilsgosmaps M

This is an example of output from the show mls gos maps dscp-cos command:

Swi tch> show m's qos maps dscp-cos

Dscp-cos map:
dscp: 0 8 10 16 18 24 26 32 34 40 46 48 56

cos: 0 1 1 1 2 2 3 3 4 4 5 6 7

Thisis an example of output from the show mls gos maps command:

Swi t ch> show m's gqos maps

Dscp-cos map:
dscp: 0O 8 10 16 18 24 26 32 34 40 46 48 56

Cos-dscp map:
cos: 0 1 2 3 4 5 6 7

dscp: 0O 8 16 24 32 40 48 56

Related Commands ~ Command Description

mls qos map Defines the CoS-to-DSCP map and DSCP-to-CoS map.
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W show monitor

show monitor

Use the show monitor user EXEC command to display Switched Port Analyzer (SPAN) and Remote
SPAN (RSPAN) session information.3

show monitor [session {session_number | all | local | remote}] [ | {begin | exclude | include}
expression]

Syntax Description session session_number (Optional) Specify the number of the SPAN or RSPAN session. Valid
valuesare 1 and 2.

all Specify all sessions.

local Specify local sessions.

remote Specify remote sessions.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(6)EAL This command was first introduced.
12.1(11)EA1 The all, local, and remote keywords were added.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples

show monitor

Thisis an example of output for the show monitor privileged EXEC command for RSPAN source

session 1:

Swi t ch# show nonitor session 1
Session 1
Type: Renote Source Session
Source Ports:

RX Only: FaO/3

T™X Only: None

Bot h: None
Source VLANs:

RX Only: None

TX Only: None

Bot h: None

Sour ce RSPAN VLAN: None
Destination Ports: None

Encapsul ation: Native
Refl ector Port: FaO/4
Filter VLANs: None
Dest RSPAN VLAN: 901

Related Commands

Command Description

monitor session Starts a new SPAN or RSPAN session, adds or deletes interfaces or VLANS
to or from an existing SPAN or RSPAN session, and filters SPAN source
traffic to specific source VLANS.

[ 78-15304-01
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show mvr
Use the show mvr privileged EXEC command without keywords to display the Multicast VLAN
Registration (MVR) global parameter values, including whether or not MVR is enabled, the MVR
multicast VLAN, the maximum query response time, the number of multicast groups, and the MVR
mode (dynamic or compatible).

show mvr [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show mvr command:

Swi t ch# show nmvr

MVR Runni ng: TRUE

MR mul ticast vlian: 1

MVR Max Ml ticast G oups: 256

MVR Current nulticast groups: 256

MVR d obal query response tine: 5 (tenths of sec)
MVR Mode: conpati bl e

In the previous example, the maximum number of multicast groups is 256. The MV R mode is either
compatible (for interoperability with Catalyst 2900 XL and Catalyst 3500 XL switches) or dynamic
(where operation is consistent with Internet Group Management Protocol [| GMP] snooping operation,
and dynamic MV R membership on source ports is supported).
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showmvr

Related Commands

Command Description

mvr Enables and configures multicast VLAN registration on the
switch.

mvr type Configures an MVR port as areceiver or a source port.

show mvr interface

Displays the configured MV R interfaces, status of the specified
interface, or all multicast groups to which the interface belongs.

show mvr members

Displays all portsthat are members of an MV R multicast group.

[ 78-15304-01
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show mvr interface

Use the show mvr interface privileged EXEC command without keywords to display the Multicast
VLAN Registration (MVR) receiver and source ports. Use the command with keywordsto display MVR
parameters for a specific receiver port.

show mvr interface [interface-id [members [vlan vlan-id]] [ | { begin | exclude | include}

expression]
Syntax Description interface-id (Optional) Display MVR type, status, and Immediate-L eave setting for the
interface.
members (Optional) Display all MVR groups to which the specified interface belongs.
vlan vlan-id (Optional) Display the VLAN to which the receiver port belongs.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.
Usage Guidelines If the entered port identification is anon-MVR port or a source port, the command returns an error

message. For receiver ports, it displays the port type, per port status, and |mmediate-L eave setting.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show mvr interface command:
Swi t ch# show nmvr interface
Por t Type St at us I medi ate Leave
GO0/1 SOURCE ACTI VE/ UP DI SABLED
G 0/2 RECEI VER ACTI VE/ DOWN DI SABLED

In the previous example, Status is defined as:
- Active means the port is part of a VLAN.
- Up/Down means that the port is forwarding/nonforwarding.
» Inactive means that the port is not part of any VLAN.
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show mvr interface

This is an example of output from the show mvr interface gigabitethernet0/2 command:

Swi t ch# show nvr

Type: RECEI VER St at us:

interface gigabitethernet0/2
ACTI VE | medi ate Leave: DI SABLED

This is an example of output from the show mvr interface fastethernet0/6 member command:

Swi tch# show nvr interface fastethernet0/6 nenber
239.255.0.0 DYNAM C ACTI VE
239.255.0.1 DYNAM C ACTI VE
239.255. 0. 2 DYNAM C ACTI VE
239.255.0. 3 DYNAM C ACTI VE
239. 255. 0. 4 DYNAM C ACTI VE
239.255.0.5 DYNAM C ACTI VE
239.255.0.6 DYNAM C ACTI VE
239.255.0.7 DYNAM C ACTI VE
239.255.0. 8 DYNAM C ACTI VE
239.255.0.9 DYNAM C ACTI VE
Related Commands ~ Command Description
mvr Enables and configures multicast VLAN registration on the
switch.
mvr type Configures an MVR port as areceiver or a source port.
show mvr Displays the global MV R configuration on the switch.
show mvr members Displays all receiver ports that are members of an MVR

multicast group.

[ 78-15304-01
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show mvr members

Use the show mvr member s privileged EXEC command to display all receiver ports that are members
of an IP multicast group.

show mvr members [ip-address] [ | {begin | exclude | include} expression]

Syntax Description ip-address (Optional) The IP multicast address. If the address is entered, all receiver
portsthat are members of the multicast group appear. If no addressis entered,
all members of all Multicast VLAN Registration (MVR) groups are listed. If
a group has no members, the group is listed as Inactive.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines The show mvr members command only applies to receiver ports. All source ports are members of all
multicast groups.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show mvr members command:
Swi t ch# show nvr nenbers
MR Goup | P St at us Menber s
239.255.0.1 ACTI VE G 0/1(d), G O0/2(s)
239. 255.0. 2 | NACTI VE None
239.255.0. 3 | NACTI VE None
239.255.0. 4 | NACTI VE None
239.255.0.5 | NACTI VE None
239. 255.0.6 | NACTI VE None
239.255.0.7 | NACTI VE None
239. 255.0. 8 | NACTI VE None
239.255.0.9 | NACTI VE None
239.255. 0. 10 | NACTI VE None

<out put truncated>

239. 255. 0. 255 I NACTI VE None
239.255.1.0 I NACTI VE None
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Thisis an example of output from the show mvr member s 239.255.0.2 command. It shows how to view
the members of the IP multicast group 239.255.0.2.

Swi t ch# show nvr menber 239.255.0.2

239.255.0.2 ACTI VE G 0/1(d), G 0/2(d)
Related Commands ~ Command Description
mvr Enables and configures multicast VLAN registration on the
switch.
mvr type Configures an MV R port as a receiver or a source port.
show mvr Displays the global MV R configuration on the switch.
show mvr interface Displays the configured MVR interfaces, status of the specified

interface, or all multicast groups to which the interface belongs.
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show pagp

Use the show pagp user EXEC command to display Port Aggregation Protocol (PAgP) channel-group
information.

show pagp [channel-group-number] { counters | internal | neighbor} [ | {begin | exclude |
include} expression]

Syntax Description channel-group-number  (Optional) Number of the channel group. Valid numbers range from 1 to 6.

counters Display traffic information.

internal Display internal information.

neighbor Display neighbor information.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines You can enter any show pagp command to display the active port channel information. To display the
nonactive information, enter the show pagp command with a group number.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show pagp 1 counters command:

Swi t ch> show pagp 1 counters
I nformation Fl ush
Por t Sent Recv Sent Recv
Channel group: 1
GO0/1 45 42 0 0
GO0/2 45 41 0 0
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This is an example of output from the show pagp 1 internal command:

Swi t ch> show pagp 1 internal

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.

A - Device is in Auto node.
Timers: H- Hello timer is running. Q- Qit timer is running.

S - Switching timer is running. I - Interface timer is running.
Channel group 1

Hell o Partner PAgP Learning Group

Por t Fl ags State Tinmers Interval Count Priority Met hod | findex
GO0/1 SC ue/ S7 H 30s 1 128 Any 16
GO0/2 SC ue/ S7 H 30s 1 128 Any 16

This is an example of output from the show pagp 1 neighbor command:

Swi t ch> show pagp 1 nei ghbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.

A - Device is in Auto node. P - Device learns on physical port.
Channel group 1 neighbors

Par t ner Par t ner Par t ner Partner G oup
Por t Nane Device ID Por t Age Fl ags Cap.
Go/1 devi ce- p2 0002. 4b29. 4600 GO0/1 9s SC 10001
G 0/2 devi ce- p2 0002. 4b29. 4600 G 0/2 24s SC 10001
Related Commands ~ Command Description
clear pagp Clears PAgP channel-group information.

pagp learn-method

Sets the source-address learning method of incoming packets received
from an EtherChannel port.

[ 78-15304-01
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show policy-map

Use the show policy-map user EXEC command to display quality of service (QoS) policy maps, which
define classification criteria for incoming traffic. Policy maps can include policers that specify the
bandwidth limitations and the action to take if the limits are exceeded.

show policy-map [policy-map-name [class class-name]] [ | {begin | exclude | include} expression]

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description policy-map-name (Optional) Display the specified policy-map name.
class class-name (Optional) Display QoS policy actions for aindividual class.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines Use the show policy-map command without keywords to display all policy maps configured on the
switch.

~

Note  Inapolicy map, the class named class-default is not supported. The switch does not filter traffic based
on the policy map defined by the class class-default policy-map configuration command.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show policy-map command:

Swi t ch> show pol i cy-map
Policy Map bunbum
Description: this is a description.

Policy Map w zard_policy3
class wizard_1-1-1-2
set ip dscp 34
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show policy-map

Policy Map test

Policy Map policytest
class classtest
set ip dscp 20
pol i ce 10000000 8192 exceed-action drop

This is an example of output from the show policy-map policytest command:

Swi t ch> show policy-map policytest
Policy Map policytest
class classtest
set ip dscp 20
pol i ce 10000000 8192 exceed-action drop

This is an example of output from the show policy-map policytest class classtest command:

Swi t ch> show policy-map policytest class classtest
set ip dscp 20
pol i ce 10000000 8192 exceed-action drop

Related Commands ~ Command Description

policy-map Creates or modifies a policy map that can be attached to multiple
interfaces to specify a service policy.
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show port-security

Use the show port-security privileged EXEC command to display the port security settings defined for
an interface or for the switch.

show port-security [interface interface-id] [address] [ | {begin | exclude | include} expression]

Syntax Description

Command Modes

interface (Optional) Display the port security settings for the specified interface.
interface-id

address (Optional) Display all the secure addresses on all ports.

| begin (Optional) Display begins with the line that matches the specified expression.
| exclude (Optional) Display excludes lines that match the specified expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Privileged EXEC

Command History

Usage Guidelines

Release Modification

12.1(6)EA2 This command was first introduced. It replaced the show port security and show
mac-address-table secur e commands.

If you enter this command without keywords, the output includes the administrative and the operational
status of all secure ports on the switch.

If you enter an interface-id, the show port-security command displays port security settings for the
interface.

If you enter the addr ess keyword, the show port-security address command displays the secure MAC
addresses for all interfaces and the aging information for each secure address.

If you enter an interface-id and the address keyword, the show port-security interface interface-id
address command displays all the MAC addresses for the interface with aging information for each
secure address. You can also use this command to display all the MAC addresses for an interface even
if you have not enabled port security onit.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.
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Examples Thisis an example of output from the show port-security command:

Swi t ch# show port-security

Secure Port MaxSecur eAddr Current Addr SecurityViolation Security

Acti on

(Count) (Count) (Count)

Fa0/ 1 11 11 0 Shut down
Fa0/ 5 15 5 0 Restrict
Fa0/ 11 5 4 0 Pr ot ect

Total Addresses in System:21
Max Addresses limt in System:1024

This is an example of output from the show port-security interface fastether net0/2 command:

Swi t ch# show port-security interface fastethernet0/2
Port Security :Enabl ed

Port status : SecureUp

Vi ol ati on node : Shut down

Maxi mum MAC Addresses : 11

Total MAC Addresses :11

Configured MAC Addresses :3

Aging time :20 mns

Aging type :lnactivity

SecureStatic address agi ng : Enabl ed
Security Violation count :0

Thisis an example of output from the show port-security address command:

Swi t ch# show port-security address

Secure Mac Address Table

VI an Mac Address Type Ports Renmi ni ng Age

(mns)

1 0001. 0001. 0001 Secur eDynami ¢ Fa0/ 1 15 (1)

1 0001. 0001. 0002 Secur eDynami ¢ Fa0/ 1 15 (1)

1 0001. 0001. 1111 Secur eConfi gur ed Fa0/ 1 16 (1)

1 0001. 0001. 1112 Secur eConf i gur ed Fa0/ 1 -

1 0001. 0001. 1113 Secur eConf i gur ed Fa0/ 1 -

1 0005. 0005. 0001 Secur eConf i gur ed Fa0/ 5 23

1 0005. 0005. 0002 Secur eConf i gur ed Fa0/ 5 23

1 0005. 0005. 0003 Secur eConf i gur ed Fa0/ 5 23

1 0011. 0011. 0001 Secur eConf i gur ed Fa0/ 11 25 (1)

1 0011. 0011. 0002 Secur eConfi gur ed Fa0/ 11 25 (1)

Total Addresses in System:10
Max Addresses limit in System:1024
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Thisis an example of output from the show port-security inter face fastethernet0/5 addr ess command:

Swi t ch# show port-security interface fastethernet0/5 address
Secure Mac Address Table

VI an Mac Address Type Ports Renmi ni ng Age
(mns)
1 0005. 0005. 0001 Secur eConfi gur ed Fa0/ 5 19 (1)
1 0005. 0005. 0002 Secur eConf i gur ed Fa0/ 5 19 (1)
1 0005. 0005. 0003 Secur eConfi gur ed Fa0/ 5 19 (1)

Total Addresses:3

Related Commands ~ Command Description

switchport port-security  Enablesport security on aport, restricts the use of the port to auser-defined
group of stations, and configures secure MAC addresses.
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show rps

Usethe show rps privileged EXEC command to display the status of the Cisco Redundant Power System
(RPS). The show rps command does not apply to the Catalyst 2955.

show rps| | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show rps command. Table 2-15 describes the possible output.

Swi t ch# show rps
GREEN

Table 2-15 show rps Output Description

Display Description
BLACK The RPS is off or not properly connected.
GREEN The RPS is connected and ready to provide back-up power, if required.

ALT_GREEN_BLACK The RPSis connected but is unavailable because it is providing power to
another device (redundancy has been allocated to a neighboring device).
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Table 2-15 show rps Output Description (continued)

Display Description

ALT_AMBER_BLACK The internal power supply in the switch has failed, and the RPS is
providing power to the switch (redundancy has been allocated to this
device).

AMBER The RPS isin standby mode, or the RPS has detected a failure.

Press the Standby/Active button on the RPS to put the RPS in active
mode. If the RPS LED on the switch remains amber, the RPS has detected
afailure.

If the failure is minor, the RPS might be in any of the previously
described modes. If the failure is critical, the RPS will be down.

RPS failures include these modes:
- The RPS +12V or -48V voltages exceed the specified thresholds.
e The RPS has afan failure.
» The RPS detects excessive temperature.

» The RPS has afaulty connection to the switch.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
2220 | o tss0a0r |



| Chapter2 Cisco I0S Commands

show running-config vian Il

show running-config vlan

Use the show running-config vlan privileged EXEC command to display all or arange of
VLAN-related configurations on the switch.

show running-config vlan [vlan-ids] [ | { begin | exclude | include} expression]

Syntax Description

vlan-ids (Optional) Display configuration information for asingle VLAN identified by
VLAN ID number or arange of VLANS separated by a hyphen. For vlan-id, the
range is 1 to 4094 when the enhanced software image (El) isinstalled and 1
to 1005 when the standard software image (Sl) isinstalled. Do not enter leading

Zeros.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show running-config vlan command:

Swi t ch# show runni ng-config vlan 900- 2005
Bui | di ng configuration...

Current configuration:
|

Qlan 907
|

Qlan 920
|

Qlan 1025
|

Qlan 2000
|

Qlan 2001
end

[ 78-15304-01
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Related Commands  Command Description

show running-config  Displays the running configuration on the switch. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OSFileM anagement Commands> Configuration File

Commands.

vlan (global Enters config-vlan mode for creating and editing VLANs. When VLAN

configuration) Trunking Protocol (VTP) mode is transparent, you can use this mode to
create extended-range VLANs (VLAN IDs greater than 1005).

vlan database Enters VLAN configuration mode for creating and editing normal-range
VLANS.
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show spanning-tree

Use the show spanning-tree user EXEC command to display spanning-tree state information.

show spanning-tree [active [detail] | backbonefast | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | mst | pathcost method | root | summary [totals] |
uplinkfast | vlan vlian-id] [ | {begin | exclude | include} expression]

show spanning-tree vlan vlian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [ | {begin | exclude | include}
expression

show spanning-tree {vlan vlan-id} bridge [address | detail | forward-time | hello-time|id |
max-age | priority [system-id] | protocol] [ | {begin | exclude | include} expression]

show spanning-tree {vlan vlan-id} root [address | cost | detail | forward-time | hello-time | id |
max-age | port | priority [system-id] [ | {begin | exclude | include} expression]

show spanning-treeinterface interface-id [active [detail] | cost | detail [active] | inconsistency |
portfast | priority | rootcost | state] [ | {begin | exclude | include} expression]

show spanning-tree mst [configuration | instance-id] [detail | interface interface-id [detail]]
[ | {begin | exclude | include} expression]

Syntax Description

active [detail] (Optional) Display spanning-tree information only on active interfaces
(only available in privileged EXEC mode).

backbonefast (Optional) Display spanning-tree BackboneFast status (only availablein
privileged EXEC mode).

blockedports (Optional) Display blocked port information (only availablein privileged
EXEC mode).

bridge[address| detail | (Optional) Display status and configuration of thisswitch (only available

forward-time|hello-time| in privileged EXEC mode).
id | max-age | priority
[system-id] | protocol]

detail [active] (Optional) Display a detailed summary of interface information (only
availablein privileged EXEC mode).

inconsistentports (Optional) Display inconsistent port information (only availablein
privileged EXEC mode).

interface interface-id (Optional) Display spanning-tree information for the specified interface

[active [detail] | cost | (all options only available in privileged EXEC mode). Enter each

detail [active] | interface separated by a space. Ranges are not supported. Valid interfaces

inconsistency | portfast | include physical ports, VLANS, and port channels. The valid VLAN

priority | rootcost | state] rangeis 1 to 4094 when the enhanced software image (El) isinstalled
and 1 to 1005 when the standard software image (S) isinstalled. Do not
enter leading zeros. The valid port-channel rangeis 1 to 6.

[ 78-15304-01
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mst [configuration |

instance-id] [detalil |

interface interface-id
[detail]]

These keywords and options are available only if your switch is running
the El.

(Optional) Display the multiple spanning-tree (MST) region
configuration and status (all options only available in privileged EXEC
mode).

Valid interfaces include physical ports, VLANS, and port channels. The
valid VLAN range is 1 to 4094; do not enter leading zeros. The valid
port-channel rangeis 1 to 6.

pathcost method

(Optional) Display the default path cost method (only available in
privileged EXEC mode).

root [address| cost | detail
|forward-time|hello-time
|id | max-age | port |
priority [system-id]]

(Optional) Display root switch status and configuration (all options only
available in privileged EXEC mode).

summary [totals]

(Optional) Display a summary of port states or the total lines of the
spanning-tree state section (only available in privileged EXEC mode).

uplinkfast

(Optional) Display spanning-tree UplinkFast status (only available in
privileged EXEC mode).

vlan vlan-id [active
[detail] | backbonefast |
blockedports | bridge
[address | detail |
forward-time| hello-time|
id | max-age | priority
[system-id] | protocol]

(Optional) Display spanning-tree information for the specified VLAN
(only available in privileged EXEC mode). The rangeis 1 to 4094 when
the enhanced software image (El) isinstalled and 1 to 1005 when the
standard software image (Sl) isinstalled. Do not enter leading zeros.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes

User EXEC; indicated keywords available only in privileged EXEC mode

Command History

Release Modification

12.1(9)EAL Themst keyword and options were added. The brief keyword was removed,
and the detail keyword was added.

Usage Guidelines

Examples

If the vlan-id variable is omitted, the command applies to the spanning-tree instance for all VLANS.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Thisis an example of output from the show spanning-tree active command:

Swi t ch# show spanning-tree active
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VLANOOO1
Spanni ng tree enabl ed protocol ieee
Root I D Priority 32768
Addr ess 0001. 4297. e000
Cost 57
Por t 1 (G gabitEthernet0/1)
Hel l o Tinme 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Addr ess 0002. 4b29. 7a00
Hel lo Tinme 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Tine 300
Interface Port 1D Desi gnat ed
Nane Pri o. Nor Cost Sts Cost Bridge |ID
Go0/1 128.1 19 FVWD 38 32768 0030.9441. 62cl
G 0o/2 128.2 19 FWD 57 32769 0002. 4b29. 7a00
Pol 128. 65 19 FVWD 57 32769 0002. 4b29. 7a00

This is an example of output from the show spanning-tree detail command:

Swi t ch> show spanni ng-tree detail

VLANOOOL i s executing the ieee conpatible Spanning Tree protocol

Bridge ldentifier has priority 32768, sysid 1, address 0002.4b29. 7a00
Configured hello tine 2, max age 20, forward delay 15
Current root has priority 32768, address 0001. 4297. e000
Root port is 1 (G gabitEthernet0/1), cost of root path is 57
Topol ogy change flag not set, detected flag not set
Number of topol ogy changes 2 | ast change occurred 2d18h ago
from Port-channel 1

Times: hold 1, topol ogy change 35, notification 2
hello 2, max age 20, forward delay 15
Tiners: hello 0, topology change 0, notification 0, aging 300

Port 1 (G gabitEthernet0/1) of VLANOOO1l is forwarding

Port path cost
Desi gnat ed r oot

Desi gnat ed port

Ti mers:

nmessage age 4,

19, Port priority 128, Port Id
has priority 32768,
Desi gnated bridge has priority 32768,
idis 128.25, designated path cost 38
forward delay 0, hold O

address 0
addr ess

Number of transitions to forwarding state: 1

BPDU:

sent 2,

recei ved 120638

<out put truncated>

entifier 128.1.
001. 4297. e000
0030. 9441. 62c1

show spanning-tree Il

Port I D
Pri o. Nbr
128. 25
128.2
128. 65

This is an example of output from the show spanning-tree interface fastethernet 0/1 command:

Swi t ch> show spanning-tree interface fastethernet0O/1

VI an Port 1D Desi gnat ed Port ID
Nane Pri o. Nor Cost Sts Cost Bridge ID Prio. Nor
VLANOOO1 128.1 19 FVWD 38 32768 0030.9441.62cl 128.25

[ 78-15304-01
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This is an example of output from the show spanning-tree summary command:

Swi t ch> show spanni ng-tree summary

Root bridge for: none.

Ext ended system | D is enabl ed

Port Fast BPDU CGuard is disabled

Et her Channel misconfiguration guard is enabl ed
Upl i nkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Narme Bl ocki ng Listening Learning Forwarding STP Active
VLANL 13 0 0 1 14

VLAN2 1 0 0 1 2

VLAN3 1 0 0 1 2

<out put truncated>

Thisis an example of output from the show spanning-tree mst configuration command:

Swi t ch# show spanning-tree nst configuration
Nane [ regionl]

Revision 1

Instance WVl ans Mapped

0 1-9, 21-4094
1 10- 20

Thisis an example of output from the show spanning-tree mst interface fastethernet0/1 command:

Swi t ch# show spanning-tree nst interface fastethernet0/1

Fast Et hernet 0/ 1 of MSTO00 is root forwarding

Edge port: no (defaul t) port guard : none (defaul t)
Li nk type: point-to-point (auto) bpdu filter: disable (defaul t)
Boundary : boundary (STP) bpdu guard : disable (defaul t)
Bpdus sent 5, received 74

Instance role state cost prio vlans napped

0 root FWD 200000 128 1,12,14-4094

This is an example of output from the show spanning-tree mst 0 command:

Swi t ch# show spanning-tree nst 0

#H##H## MSTOO vl ans mapped: 1-9,21-4094

Bri dge address 0002. 4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port GO0/1 path cost 200038

| ST naster *this switch
Operational hello tine 2, forward delay 15, nax age 20, nmax hops 20
Configured hello time 2, forward delay 15, nax age 20, nex hops 20

Interface role state cost prio type

G gabi t Et hernet0/ 1 root FWD 200000 128 P2P bound( STP)
G gabi t Et hernet 0/ 2 desg FWD 200000 128 P2P bound( STP)
Port - channel 1 desg FWD 200000 128 P2P bound( STP)
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Related Commands

Command

Description

spanning-tree backbonefast

Enables the BackboneFast feature.

spanning-tree bpdufilter

Prevents a port from sending or receiving bridge protocol
data units (BPDUS).

spanning-tree bpduguard

Puts a port in the error-disabled state when it receives a
BPDU.

spanning-tree cost

Sets the path cost for spanning-tree calculations.

spanning-tree extend system-id

Enables the extended system ID feature.

spanning-tree guard

Enables the root guard or the loop guard feature for all the
VLANSs associated with the selected interface.

spanning-tree link-type

Overrides the default link-type setting for rapid
spanning-tree transitions to the forwarding state.

spanning-tree loopguard default

Prevents alternate or root ports from becoming the
designated port because of afailure that leadsto a
unidirectional link.

spanning-tree mst configuration

Enters multiple spanning-tree (M ST) configuration mode
through which the M ST region configuration occurs.

spanning-tree mst cost

Sets the path cost for MST calculations.

spanning-tree mst forward-time

Sets the forward-delay time for all MST instances.

spanning-tree mst hello-time

Sets the interval between hello BPDUSs sent by root switch
configuration messages.

spanning-tree mst max-age

Sets the interval between messages that the spanning tree
receives from the root switch.

spanning-tree mst max-hops

Setsthe number of hopsin an M ST region before the BPDU
is discarded and the information held for a port is aged.

spanning-tree mst port-priority

Configures an interface priority.

spanning-tree mst priority

Configures the switch priority for the specified
spanning-tree instance.

spanning-tree mst root

Configures the MST root switch priority and timers based
on the network diameter.

spanning-tree port-priority

Configures an interface priority.

spanning-tree portfast (global
configuration)

Globally enables the BPDU filtering or the BPDU guard
feature on Port Fast-enabled ports or enables the Port Fast
feature on all nontrunking ports.

spanning-tree portfast (interface
configuration)

Enables the Port Fast feature on an interface and all its
associated VLANS.

spanning-tree uplinkfast

Accelerates the choice of a new root port when alink or
switch fails or when the spanning tree reconfigures itself.

spanning-tree vlan

Configures spanning tree on a per-VLAN basis.

[ 78-15304-01
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show storm-control

Use the show stor m-control user EXEC command to display the packet-storm control information. This

command also displays the action that the switch takes when the thresholds are reached.

show stor m-control [interface-id] [{ broadcast | history | multicast |unicast }] [ | {begin | exclude

| include} expression]

Syntax Description interface-id (Optional) Port for which information is to be displayed.
broadcast (Optional) Display broadcast storm information.
history (Optional) Display storm history on a per-port basis.
multicast (Optional) Display multicast storm information.
unicast (Optional) Display unicast storm information.
| begin (Optional) Display begins with the line that matches the specified
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced. It replaced the show port

Usage Guidelines

stor m-control command.

If the variable interface-id is omitted, the show stor m-control command displays storm-control settings

for all ports on the switch.

You can display broadcast, multicast, or unicast packet-storm information by using the corresponding
keyword. When no option is specified, the default is to display broadcast storm-control information.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

do not appear, but the lines that contain Output appear.
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Examples Thisis an example of output from the show stor m-control broadcast command:

Swi t ch> show storm control broadcast

Interface Filter State Trap State Upper Lower Current Traps Sent

Fa0/ 1 <i nactive> <i nactive> 100. 00% 100. 00% 0. 00% 0

Fao/ 2 <i nactive> <i nactive> 100. 00% 100. 00% 0. 00% 0

Fa0/ 3 <i nactive> <i nactive> 100. 00% 100. 00% 0. 00% 0

Fa0/ 4 For war di ng Bel ow ri sing 30.00% 20.00% 20. 32% 17

Table 2-16 lists the show stor m-control field descriptions.
Table 2-16 show storm-control Field Descriptions

Field Description

Interface Displays the ID of the interface.

Filter State Displays the status of the filter:

- Blocking—Storm control is enabled, action isfilter, and a storm has
occurred.

« Forwarding—Storm control is enabled, and a storm has not occurred.

« Inactive—Storm control is disabled.

« Shutdown—Storm control is enabled, the action is to shut down, and a
storm has occurred.

Note If aninterfaceisdisabled by abroadcast, multicast, or unicast storm,
the filter state for all traffic types is shutdown.
Trap State Displays the status of the SNMP trap:
» Above rising—Storm control is enabled, and a storm has occurred.
« Below rising—Storm control is enabled, and a storm has not occurred.
« Inactive—The trap option is not enabled.

Upper Displays the rising suppression level as a percentage of total available
bandwidth.

Lower Displays the falling suppression level as a percentage of total available
bandwidth.

Current Displays the bandwidth utilization of a specific traffic type as a percentage
of total available bandwidth. Thisfield is valid only when storm control is
enabled.

Traps Sent Displays the number traps sent on an interface for a specific traffic type.
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This is an example of output from the show stor m-contr ol fastethernet0/4 history command, which
displays the ten most recent storm events for an interface.

Swi t ch> show stormcontrol fastethernet0/4 history

Interface FaO/4 Storm Event History

Event Type Event Start Time Duration (seconds)
Uni cast 04:58:18 206
Br oadcast 05:01: 54 n/a
Mul ti cast 05:01: 54 n/a
Uni cast 05:01: 54 108
Br oadcast 05: 05: 00 n/a
Mul ti cast 05: 05: 00 n/a
Uni cast 05: 06: 00 n/ a
Br oadcast 05: 09: 39 n/a
Mul ti cast 05: 09: 39 n/a
Br oadcast 05:11: 32 172

Note  The duration field could be n/a when a storm is still present or when a new storm of a different type
occurs before the current storm ends.

Related Commands ~ Command Description

storm-control Enables broadcast, multicast, or unicast storm control on a port.
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show system mtu

Use the show system mtu privileged EXEC command to display the global maximum packet size or
maximum transmission unit (MTU) set for the switch.

show system mtu [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show system mtu command:

Swi t ch# show system ntu
System MIU si ze is 1500 bytes

Related Commands ~ Command Description
system mtu Setsthe MTU size for the switch.
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show udld

Use the show udld user EXEC command to display UniDirectional Link Detection (UDLD) status for
all ports or the specified port.

show udld [interface-id] [ | { begin | exclude | include} expression]

Syntax Description interface-id (Optional) ID of the interface and port number. Valid interfaces include
physical ports and VLANS. The VLAN range is 1 to 4094 when the
enhanced software image (El) isinstalled and 1 to 1001 when the standard
software image (Sl) isinstalled. Do not enter leading zeros.

| begin (Optional) Display begins with the line that matches the specified
expression.

| exclude (Optional) Display excludes lines that match the specified expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines If you do not enter an interface-id, the administrative and the operational UDLD status for all interfaces
appear.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisisan example of output from the show udld gigabitethernet0/1 command. In thisexample, UDLD
isenabled on both ends of the link, and UDLD detects that the link isbidirectional. Table 2-17 describes
the fields in this example.

Swi t ch> show udl d gi gabi t et hernet0/1
Interface gi0/1
Port enabl e administrative configuration setting: Follows device default
Port enabl e operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisenment - Single Neighbor detected
Message interval: 60
Tine out interval: 5
Entry 1
Expiration tine: 146
Device ID: 1
Current neighbor state: Bidirectional
Devi ce nanme: 00502826000
Port ID: G0O/2

Catalyst 2950 and Catalyst 2955 Switch Command Reference
2235 | o tss0a0r |




| Chapter2 Cisco I0S Commands

Nei ghbor echo 1 device:

showudld T

SAD03160954

Nei ghbor echo 1 port: GO/1

Message interval: 5

CDP Devi ce nane: 066527791

Table 2-17 show udld Field Descriptions

Field

Description

Interface

The interface on the local device configured for UDLD.

Port enable administrative
configuration setting

How UDLD is configured on the port. If UDLD is enabled or
disabled, the port enable configuration setting is the same as the
operational enable state. Otherwise, the enable operational setting
depends on the global enable setting.

Port enable operational state

Operational state that shows whether UDLD is actually running on
this port.

Current bidirectional state

The bidirectional state of the link. An unknown state appears if the
link is down or if it is connected to an UDL D-incapable device. A
bidirectional state appearsif thelink isanormal two-way connection
to a UDLD-capable device. All other values mean miswiring.

Current operational state

The phase of the UDLD state machine. For a normal bidirectional
link, the state machine is usually in the Advertisement phase.

Message interval

How often advertisement messages are sent from the local device.
Measured in seconds.

Time out interval

The time period, in seconds, that UDL D waits for echoes from a
neighbor device during the detection window.

Entry 1

Information from thefirst cache entry, which contains a copy of echo
information received from the neighbor.

Expiration time

The amount of time in seconds remaining before this cache entry is
aged out.

Device D

The neighbor device identification.

Current neighbor state

The neighbor’s state. If both the local and neighbor devices are
running UDLD, the neighbor state and the local stateisbidirectional.
If the link is down or the neighbor is not UDLD-capable, no cache
entries appear.

Device name

The neighbor MAC address.

Port ID

The neighbor port ID enabled for UDLD.

Neighbor echo 1 device

The MAC address of the neighbors’ neighbor from which the echo
originated.

Neighbor echo 1 port

The port number 1D of the neighbor from which the echo originated.

Message interval

The rate, in seconds, at which the neighbor is sending advertisement
messages.

CDP?! device name

CDP name of the device.

1. CDP = Cisco Discovery Protocol
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Thisisan example of output from the show udld interface configuration command when the aggressive
mode is configured:
Swi t ch# show udld gi0/1
Interface GO/1
Port enable administrative configuration setting: Enabled / in aggressive node
Port enabl e operational state:Enabled / in aggressive node
Current bidirectional state: Unknown
Current operational state:Link down
Message interval : 7
Time out interval:5
No nei ghbor cache information stored
Related Commands ~ Command Description
traceroute mac Enables UDLD on all ports on the switch.
udld (interface configuration) Enables UDLD on a port.
udld reset Resets any interface that was shut down by UDLD.
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show version

Use the show version user EXEC command to display version information for the hardware and
firmware.

show version [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show version command:

Swi t ch> show versi on

Cisco Internetwork Operating System Software

105 (tm) C2950 Software (C2950-16Q4L2-M, Version 12.1(9)EAl
Copyright (c) 1986-2002 by cisco Systens, Inc.

Conpi | ed Wed 27- Feb-02 06: 51 by antoni no

| mage text-base: 0x80010000, dat a- base: 0x804E2000

ROM Boot strap programis C2950 boot | oader

Switch uptine is 1 hour, 54 mnutes
System returned to ROM by power-on
Systemimage file is "flash: c2950-i 6g4l 2-nz. 121- 0. 0. 9. EAL. bi n"

ci sco Ws- C2950G 12-EI (RC32300) processor with 20830K bytes of nenory.
Last reset from systemreset

Runni ng Enhanced | nage

12 FastEthernet/| EEE 802.3 interface(s)

2 G gabit Ethernet/|EEE 802.3 interface(s)

32K bytes of flash-sinmulated non-volatile configuration nmenory.
Base et hernet MAC Address: 00: 05: 74: 28: 09: CO
Configuration register is OxF
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show vlan

Use the show vlan user EXEC command to display the parameters for all configured VLANS or one
VLAN (if the VLAN ID or name is specified) on the switch.

show vlan [brief | id vlan-id | name vlan-name | remote-span | summary] [ | { begin | exclude |
include} expression]

Syntax Description

N

Note

brief (Optional) Display one line for each VLAN with the VLAN name, status,
and its ports.
id vian-id (Optional) Display information about asingle VLAN identified by VLAN ID

number. For vlan-id, the range is 1 to 4094 when the enhanced software
image (El) isinstalled and 1 to 1005 when the standard software image (SI)
isinstalled. Do not enter leading zeros.

name vlan-name

(Optional) Display information about asingle VLAN identified by VLAN
name. The VLAN name is an ASCII string from 1 to 32 characters.

remote-span (Optional) Display information about Remote SPAN (RSPAN) VLANS.

summary (Optional) Display VLAN summary information. This keyword is available
only if your switch is running the El.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Though visible in the command-line help string when the El is installed, the internal usage, ifindex,
and private-vlan keywords are not supported.

Command Modes User EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(9)EAL The summary keyword was added.

Usage Guidelines

12.1(11)EA1

The remote-span keyword was added.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples This is an example of output from the show vian command. Table 2-18 describes each field in the

display.

Swi t ch> show vl an

VLAN Nare St at us Ports

1 def aul t active Fa0/ 1, FaO/2, FaO/5, FaO/7
Fa0/ 8, Fa0/9, Fa0O/11, Fa0O/12
Go/1, Go/2

2 VLANO002 active

51 VLANOO51 active

52 VLANO052 active

100 VLANO100 suspended Fa0/3

400 VLANO0400 suspended

1002 fddi-default active

1003 token-ring-defaul t active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgWbde Transl Trans2

1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

51 enet 100051 1500 - - - - - 0 0

52 enet 100052 1500 - - - - - 0 0

100 enet 100100 1500 - - - - - 0 0

400 enet 100400 1500 - - - - - 0 0

1002 fddi 101002 1500 - - - - - 1 1003

1003 tr 101003 1500 1005 3276 - - srb 1 1002

1004 fdnet 101004 1500 - - 1 i eee - 0 0

1005 trnet 101005 1500 - - 15 ibm - 0 0

Renmpt e SPAN VLANs

Table 2-18 show vlan Command Output Fields

Field Description

VLAN VLAN number.

Name Name, if configured, of the VLAN.

Status Status of the VLAN (active or suspend).

Ports Ports that belong to the VLAN.

Type Media type of the VLAN.

SAID Security association ID value for the VLAN.
MTU Maximum transmission unit size for the VLAN.
Parent Parent VLAN, if one exists.

RingNo Ring number for the VLAN, if applicable.
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Table 2-18 show vlan Command Output Fields (continued)

Field Description

BrdgNo Bridge number for the VLAN, if applicable.

Stp Spanning Tree Protocol type used on the VLAN.

BrdgMode Bridging mode for this VLAN—possible values are source-route bridging
(SRB) and source-route transparent (SRT); the default is SRB.

Transl Translation bridge 1.

Trans2 Translation bridge 2.

AREHops Maximum number of hops for All-Routes Explorer frames—possible values
are 1 through 13; the default is 7.

STEHops Maximum number of hops for Spanning-Tree Explorer frames—possible
values are 1 through 13; the default is 7.

Backup CRF Status of whether or not the Token Ring concentrator relay function (TrCRF)
is a backup path for traffic.

This is an example of output from the show vlan brief command:

Swi t ch> show vl an bri ef

VLAN Nare St at us Ports

1 def aul t active FaO/ 1, FaO/2, Fa0O/3, FaO/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0O/10, Fa0O/11, FaO/12

1002 fddi-default active
1003 token-ring-defaul t active
1004 fddinet-default active
1005 trnet-default active

This is an example of output from the show vlan id command. The specified VLAN isin the extended
VLAN range.

Swi t ch# show vlan id 2005

VLAN Nane St at us Ports

2005 wAN2005 active Fa0/2
VLAN Type SAID Mru Parent RingNo BridgeNo Stp BrdgWbde Transl Trans2
2005 enet 102005 1500 - - S S o o

Thisis an example of output from the show vlian summary command:

Swi t ch> show vl an sunmary

Nunber of existing VLANs 7
Number of existing VTP VLANs 7
Number of existing extended VLANs : O
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Related Commands

Command

Description

switchport mode

Configures the VLAN membership mode of a port.

vlan (global
configuration)

Enables config-vlan mode where you can configure VLANSs 1 to 4094 when
the El isinstalled and 1 to 1005 when the standard software image (Sl) is
installed. Do not enter leading zeros.

vlan (VLAN
configuration)

Configures VLAN characteristicsin the VLAN database. Only available for
normal-range VLANs (VLAN IDs 1 to 1005). Do not enter leading zeros.
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show vmps

Usethe show vmpsuser EXEC command without keywordsto display the VLAN Query Protocol (VQP)
version, reconfirmation interval, retry count, VLAN Membership Policy Server (VMPS) IP addresses,
and the current and primary servers, or use the statistics keyword to display client-side statistics.

show vmps [statistics] [ | {begin | exclude | include} expression]

Syntax Description statistics (Optional) Display VQP client-side statistics and counters.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show vmps command:

Swi t ch> show vnps
VQP Client Status:

VMPS VQP Ver si on: 1
ReconfirmlInterval: 60 mn
Server Retry Count: 3
VMPS donmi n server:

Reconfirmation status
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This is an example of output from the show vmps statistics command. Table 2-19 describes each field
in the example.

Swi t ch> show vnps statistics
VMPS Client Statistics

VQP CQueries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shut downs: 0
VQP Deni ed: 0
VQP Wong Donai n: 0
VQP Wong Version: 0
VQP Insufficient Resource: 0

Table 2-19 show vmps statistics Field Descriptions

Field Description

V QP Queries Number of queries sent by the client to the VMPS.

V QP Responses Number of responses sent to the client from the VMPS.

VMPS Changes Number of times that the VMPS changed from one server to another.

V QP Shutdowns Number of times the VM PS sent a response to shut down the port. The client

disables the port and removes all dynamic addresses on this port from the
address table. You must administratively re-enable the port to restore
connectivity.

VQP Denied Number of times the VMPS denied the client request for security reasons.
When the VMPS response denies an address, no frame is forwarded to or
from the workstation with that address. (Broadcast or multicast frames are
delivered to the workstation if the port on the switch has been assigned to a
VLAN.) Theclient keepsthe denied addressin the address table as a blocked
addressto prevent further queries from being sent to the VMPS for each new
packet received from this workstation. The client ages the address if no new
packets are received from this workstation on this port within the aging time
period.

VQP Wrong Domain Number of times the management domain in the request does not match the
one for the VMPS. Any previous VLAN assignments of the port are not
changed. This response means that the server and the client have not been
configured with the same VTP management domain.

V QP Wrong Version Number of timesthe version field in the query packet containsavaluethat is
higher than the version supported by the VMPS. The previous VLAN
assignment of the port is not changed. The switches send only VM PS version

1 requests.
V QP Insufficient Number of times the VMPS is unable to answer the request because of a
Resource resource availability problem. If the retry limit has not yet been reached, the

client repeats the request with the same server or with the next alternate
server, depending on whether the per-server retry count has been reached.
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Related Commands  Command Description
clear vmps statistics ~ Clears the statistics maintained by the VQP client.
vmps reconfirm Sends V QP queries to reconfirm all dynamic VLAN assignments with the
(global configuration) VMPS.
vmpsretry Configures the per-server retry count for the VQP client.
vmps server Configures the primary VMPS and up to three secondary servers.
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show vtp

Use the show vtp user EXEC command to display general information about the VLAN Trunking
Protocol (VTP) management domain, status, and counters.

show vtp {counters| status} [ | {begin | exclude | include} expression]

Syntax Description counters Display the VTP statistics for the switch.
status Display general information about the VTP management domain status.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification

12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show vtp counters command. Table 2-20 describes each field in
the display.

Swi t ch> show vtp counters

VTP statistics:

Sumrary advertisenments received 38

Subset advertisenents received 0

Request advertisenents received 0

Sumrary advertisenents transmitted : 13

Subset advertisenents transnmitted 3

Request advertisenments transmitted : 0O

Number of config revision errors 0

Number of config digest errors 0

Nunmber of V1 sunmary errors 0

VTP pruning statistics:

Trunk Join Transmtted Join Received Summary advts received from
non- pruni ng- capabl e devi ce

Fa0/ 9 827 824 0

Fa0/ 10 827 823 0

Fa0/ 11 827 823 0
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Table 2-20 show vtp counters Field Descriptions

Field Description
Summary advertisements Number of summary advertisements received by this switch on its
received trunk ports. Summary advertisements contain the management

domain name, the configuration revision number, the update
timestamp and identity, the authentication checksum, and the
number of subset advertisements to follow.

Subset advertisements received

Number of subset advertisementsreceived by thisswitch onitstrunk
ports. Subset advertisements contain all the information for one or
more VLANS.

Request advertisements received

Number of advertisement requests received by this switch on its
trunk ports. Advertisement requests normally request information
on al VLANS. They can also request information on a subset of
VLANS.

Summary advertisements
transmitted

Number of summary advertisements sent by this switch onits trunk
ports. Summary advertisements contain the management domain
name, the configuration revision number, the update timestamp and
identity, the authentication checksum, and the number of subset
advertisements to follow.

Subset advertisements
transmitted

Number of subset advertisements sent by this switch on its trunk
ports. Subset advertisements contain all the information for one or
more VLANS.

Request advertisements
transmitted

Number of advertisement requests sent by this switch on its trunk
ports. Advertisement requests normally request information on all
VLANS. They can also request information on a subset of VLANS.

Number of configuration
revision errors

Number of revision errors.

Whenever you define anew VLAN, delete an existing one, suspend
or resume an existing VLAN, or modify the parameters on an
existing VLAN, the configuration revision number of the switch
increments.

Revision errors increment whenever the switch receives an
advertisement whose revision number matches the revision number
of the switch, but the MD5 digest values do not match. This error
means that the VTP password in the two switchesis different or that
the switches have different configurations.

These errors means that the switch is filtering incoming
advertisements, which causes the VTP database to become
unsynchronized across the network.
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Table 2-20 show vtp counters Field Descriptions (continued)

Field

Description

Number of configuration digest
errors

Number of MD5 digest errors.

Digest errors increment whenever the MD5 digest in the summary
packet and the M D5 digest of the received advertisement cal cul ated
by the switch do not match. This error usually means that the VTP
password in the two switches is different. To solve this problem,
make sure the VTP password on all switches is the same.

These errors mean that the switch is filtering incoming
advertisements, which causes the VTP database to become
unsynchronized across the network.

Number of V1 summary errors

Number of version 1 errors.

Version 1 summary errors increment whenever aswitchin VTP V2
mode receives a VTP version 1 frame. These errors mean that at
|east one neighboring switchiseither running VTPversion1or VTP
version 2 with V2-mode disabled. To solve this problem, change the
configuration of the switchesin VTP V2-mode to disabled.

Join Transmitted

Number of VTP pruning messages sent on the trunk.

Join Received

Number of VTP pruning messages received on the trunk.

Summary Advts Received from
non-pruning-capable device

Number of VTP summary messages received on the trunk from
devices that do not support pruning.

Thisis an example of output from the show vtp status command. Table 2-21 describes each field in the

display.

Swi t ch> show vtp status

VTP Version
Configuration Revision

D2
.0

Maxi mum VLANs supported locally : 250

Number of existing VLANs
VTP Operating Mde

VTP Donmi n Nane

VTP Pruni ng Mde

VTP V2 Mbde

VTP Traps Generation

MD5 di gest

5
. Server

Di sabl ed
Di sabl ed
. Disabl ed
OxBF 0x86 0x94 0x45 OxFC OxDF 0xB5 0x70

Configuration |last nodified by 0 0.0.0 at 0-0-00 00: 00: 00
Local updater IDis 172.20.135.196 on interface VI1 (I owest numbered VLAN interface found)

Table 2-21 show vtp status Field Descriptions

Field

Description

VTP Version

Displays the VTP version operating on the switch. By default, the
switch implements version 1 but can be set to version 2.

Configuration Revision

Current configuration revision number on this switch.

Maximum VLANSs Supported
Locally

Maximum number of VLANS supported locally.

Number of Existing VLANSs

Number of existing VLANS.
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Table 2-21 show vtp status Field Descriptions (continued)

Field

Description

VTP Operating Mode

Displays the VTP operating mode, which can be server, client, or
transparent.

Server: aswitch in VTP server modeis enabled for VTP and sends
advertisements. You can configure VLANSs on it. The switch
guarantees that it can recover all the VLAN information in the
current VTP database from nonvolatile RAM (NVRAM) after
reboot. By default, every switchisa VTP server.

Note  Theswitch automatically changes from VTP server modeto
VTP client mode if it detects a failure while writing the
configuration to NVRAM and cannot return to server mode
until the NVRAM is functioning.

Client: aswitch in VTP client mode is enabled for VTP, can send
advertisements, but does not have enough nonvolatile storage to
store VLAN configurations. You cannot configure VLANs on it.
When a VTP client starts up, it does not send VTP advertisements
until it receives advertisements to initialize its VLAN database.

Transparent: aswitchin VTP transparent mode isdisabled for VTP,
does not send or learn from advertisements sent by other devices,
and cannot affect VLAN configurations on other devicesin the
network. The switch receives VTP advertisements and forwards
them on all trunk ports except the one on which the advertisement
was received.

VTP Domain Name

Name that identifies the administrative domain for the switch.

VTP Pruning Mode

Displays whether pruning is enabled or disabled. Enabling pruning
onaV TP server enables pruning for the entire management domain.
Pruning restricts flooded traffic to those trunk links that the traffic
must use to access the appropriate network devices.

VTP V2 Mode

Displaysif VTP version 2 mode is enabled. By default, all VTP
version 2 switches operate in version 1 mode. Each VTP switch
automatically detects the capabilities of all the other VTP devices.
A network of VTP devices should be configured to version 2 only if
all VTP switches in the network can operate in version 2 mode.

VTP Traps Generation

Displays whether VTP traps are sent to a network management
station.

MD5 Digest

A 16-byte checksum of the VTP configuration.

Configuration Last Modified

Displays the date and time of the last configuration modification.
Displays the I P address of the switch that caused the configuration
change to the database.
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Related Commands ~ Command Description
clear vtp counters Clears the VTP and pruning counters.

vtp (global configuration) Configuresthe VTP filename, interface name, domain name, and mode.
You can save configuration resulting from this command in the switch
configuration file.

vtp (privileged EXEC) Configures the VTP password, pruning, and version.
vtp (VLAN configuration) Configuresthe VTP domain name, password, pruning, and mode.
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show wrr-queue bandwidth

Use the show wrr-queue bandwidth user EXEC command to display the weighted round-robin (WRR)
bandwidth allocation for the four class of service (CoS) priority queues.

show wrr-queue bandwidth [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Madification

12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples Thisis an example of output from the show wrr-queue bandwidth command:

Swi t ch> show wrr-queue bandw dth

WRR Queue : 1 2 3 4
Bandwi dth : 10 20 30 40

Related Commands =~ Command Description
show wrr-queue cos-map Displays the mapping of the CoS to the priority queues.
wrr-queue bandwidth Assigns WRR weights to the four CoS priority queues.
Wrr-gqueue cos-map Assigns CoS values to the CoS priority queues.
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show wrr-gueue cos-map

Use the show wrr-queue cos-map user EXEC command to display the mapping of the class of service
(CoS) priority queues.

show wrr-queue cos-map [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the specified
expression.
| exclude (Optional) Display excludes lines that match the specified expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

Examples This is an example of output from the show wrr-queue cos-map command:

Swi t ch> show wrr-queue cos-map
CoS Val ue 0 1 2 3 4 5 6 7

Priority Queue : 1 1 2 2 3 3 4 4

Related Commands ~ Command Description
show wrr-queue bandwidth Displays the WRR bandwidth allocation for the four CoS
priority queues.
wrr-queue bandwidth Assigns weighted round-robin (WRR) weights to the four CoS
priority queues.
Wrr-gueue cos-map Assigns CoS values to the CoS priority queues.
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shutdown

Use the shutdown interface configuration command to disable a port and to shut down the management
VLAN. Usethe no form of this command to enable adisabled port or to activate the management VLAN.

shutdown

no shutdown

Syntax Description ~ This command has no arguments or keywords.

Command Modes Interface configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines The shutdown command for a port causes it to stop forwarding. You can enable the port with the no
shutdown command.

The no shutdown command has no effect if the port is a static-access port assigned to a VLAN that has
been deleted, suspended, or shut down. The port must first be amember of an active VLAN beforeit can
be re-enabled.

Only one management VLAN interface can be active at atime. The remaining VLANS are shut down.
In the show running-config command, the active management VLAN interface is the one without the
shutdown command displayed.

Examples This example shows how to disable fixed Fast Ethernet port 0/8 and how to re-enableit:

Switch(config)# interface fastethernet0/8
Swi tch(config-if)# shutdown

Swi tch(config-if)# no shutdown

You can verify your settings by entering the show interfaces privileged EXEC command.
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shutdown vilan

Use the shutdown vlan global configuration command to shut down (suspend) local traffic on the
specified VLAN. Use the no form of this command to restart local traffic on the VLAN.

shutdown vlan vlian-id

no shutdown vlan vlian-id

Syntax Description vlan-id ID of the VLAN to belocally shut down. Valid IDs are from 2 to 1001. VLANSs
defined as default VLANSs under the VLAN Trunking Protocol (VTP), aswell as
extended-range VLANS (greater than 1005) cannot be shut down. The default
VLANs are 1 and 1002 to 1005. Do not enter leading zeros.

Defaults No default is defined.

Command Modes Global configuration

Command History

Usage Guidelines The shutdown vlian command does not change the VLAN information in the VTP database. It shuts
down traffic locally, but the switch still advertises VTP information.

Examples This example shows how to shutdown traffic on VLAN 2:
Swi tch(config)# shutdown vlan 2

You can verify your setting by entering the show vlan privileged EXEC command.

Related Commands  Command Description
shutdown Shutsdown local traffic onthe VLAN whenin config-VLAN mode (accessed by the
(config-vlan mode) vlan vlan-id global configuration command).
vlan (global Enables config-vlan mode.
configuration)
vlan database Enters VLAN configuration mode.
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snmp-server enable traps

Use the snmp-server enable traps global configuration command to enable the switch to send Simple
Network Management Protocol (SNMP) notification for various trap types to the network management
system (NMS). Use the no form of this command to return to the default setting.

snmp-server enabletraps[alarms | c2900 | cluster | config | entity | envmon [fan | shutdown |
supply | temperature | voltage] | hsrp | mac-notification | rtr | snmp | syslog |
vlan-member ship | vtp]

no snmp-server enable traps[alarms | c2900 | cluster | config | entity | envmon | hsrp |
mac-notification | rtr | snmp | syslog | vlan-member ship | vtp]

N

Note Though visible in the command-line help strings, the snmp-server enable informs command is not
supported. To enable sending SNMP inform notifications, use the shmp-server enable traps command
combined with the snmp-server host host-addr infor ms command.

Syntax Description alarms (Optional) Enable SNMP alarm traps.
€2900 (Optional) Enable SNMP configuration traps.
cluster (Optional) Enable cluster traps.
config (Optional) Enable SNMP configuration traps.
entity (Optional) Enable SNMP entity traps.
envmon (Optional) Enable environmental monitor (EnvMon) management
information base (MIB).
fan (Optional) Enable SNMP EnvMon fan traps.
hsrp (Optional) Enable Hot Standby Router Protocol (HSRP) traps.
mac-notification (Optional) Enable MAC address notification traps.
rtr (Optional) Enable SNMP Response Time Reporter traps.
shutdown (Optional) SNMP EnvMon monitor shutdown traps.
snmp (Optional) Enable SNMP traps.
supply (Optional) Enable SNMP power supply traps.
syslog (Optional) Enable SNMP syslog traps.
temperature (Optional) Enable SNMP EnvMon temperature traps.
vlan-member ship (Optional) Enable SNMP VLAN membership traps.
voltage (Optional) Enable SNMP EnvMon voltage traps.
vtp (Optional) Enable VLAN Trunking Protocol (VTP) traps.
Defaults The sending of SNMP traps is disabled.
Command Modes Global configuration
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Command History Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The vlan-member ship keyword was added.
12.1(12c)EAL The envmon, fan, shutdown, supply, temperature, and voltage keywords

were added. The alar ms keyword was added for Catalyst 2955 switchesonly.

Usage Guidelines Specify the host (NMS) that receives the traps by using the snmp-server host global configuration
command. If no trap types are specified, all trap types are sent.

Use the snmp-server enable traps command to enable sending of traps or informs, when supported.

~

Note  Informs are not supported in SNM Pv1.

To enable more than one type of trap, you must enter a separate snmp-server enable traps command
for each trap type.

Examples This example shows how to send EnvMon traps to the NM S:

Swi tch(config)# snnp-server enable traps envnon fan

This example shows how to send VTP traps to the NMS:
Swi tch(config)# snnp-server enable traps vtp

You can verify your setting by entering the show vtp status privileged EXEC or the show
running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config  Displays the running configuration on the switch. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OS File Management Commands > Configuration
File Commands.

snmp-server host Specifies the host that receives SNMP traps.
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snmp-server host

Use the snmp-server host global configuration command to specify the recipient (host) of a Simple
Network Management Protocol (SNMP) notification operation. Use the no form of this command to

remove the specified host.

snmp-server host host-addr [informs | traps] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [alarms| c2900 | cluster | config | entity | envmon | hsrp | mac-notification
| rtr | snmp | tty | udp-port | vlan-member ship | vtp]

no snmp-server host host-addr [informs | traps] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [alarms| c2900 | cluster | config | entity | envmon | hsrp | mac-notification
| rtr | snmp | tty | udp-port | vlan-member ship | vtp]

Syntax Description host-addr

Name or Internet address of the host (the targeted recipient).

informs | traps

(Optional) Send SNMP traps or informs to this host.

version1|2c|3

(Optional ) Version of SNMP used to send the traps.

These keywords are supported:

1—SNMPv1. Thisoption is not available with informs.

2c—SNMPv2C.

3—SNMPv3. These optional keywords can follow the version 3 keyword:

» auth (Optional). Enables Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA) packet authentication.

« noauth (Default). The noAuthNoPriv security level. Thisisthe
default if the [auth | noauth] keyword choice is not specified.

» priv (Optional). Enables Data Encryption Standard (DES) packet
encryption (also called privacy).

Note  The priv keyword is available only when the crypto (encrypted)
software image is installed.

community-string

Password-like community string sent with the notification operation.
Though you can set this string by using the snmp-server host command,
we recommend that you define this string by using the snmp-server
community global configuration command before using the snmp-server
host command.

alarms

(Optional) Send SNMP alarm traps.

€2900

(Optional) Send SNMP switch traps.

cluster

(Optional) Send cluster member status traps.

config

(Optional) Send SNMP configuration traps.

entity

(Optional) Send SNMP entity traps.

envmon

(Optional) Send enviromental monitor (EnvMon) traps.

hsrp

(Optional) Send Hot Standby Router Protocol (HSRP) traps.

mac-notification

(Optional) Send MAC notification traps.

rtr

(Optional) Send SNMP Response Time Reporter traps.

snmp

(Optional) Send SNM P-type traps.
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Defaults

Note

Command Modes

snmp-server host Il

tty (Optional) Send Transmission Control Protocol (TCP) connection traps.

udp-port (Optional) Send notification host’s User Datagram Protocol (UDP) port
number.

vlan-member ship (Optional) Send SNMP VLAN membership traps.

vtp (Optional) Send VLAN Trunking Protocol (VTP) traps.

This command is disabled. No notifications are sent.

If you enter this command with no keywords, the default isto send all trap types to the host. No informs
are sent to this host.

If no version keyword is present, the default is version 1.

If version 3 is selected and no authentication keyword is entered, the default is the noauth
(noAuthNoPriv) security level.

If the community-string is not defined by using the snmp-server community global configuration
command before using this command, the default form of the snmp-server community command is
automatically inserted into the configuration. The password (community-string) used for this automatic
configuration of the snmp-server community will bethe same asthat specified in the snmp-server host
command.

Global configuration

Command History

Usage Guidelines

Release Modification

12.0(5.2)WC(1) This command was first introduced.

12.1(6)EA2 The cluster, mac-notification, and rtr keywords were added.
12.1(9)EAL The vlan-member ship keyword was added.

12.1(11)EA1 The version 3 option was added, with the auth and noauth keywords.
12.1(12c)EAL The envmon and priv keywords were added. The alar ms keyword was

added for Catalyst 2955 switches only.

SNMP notifications can be sent as traps or inform requests. Traps are unreliable because the receiver
does not send acknowledgments when it receives traps. The sender cannot determine if the traps were
received. However, an SNMP entity that receives an inform request acknowledges the message with an
SNMP response PDU. If the sender never receives the response, the inform request can be sent again.
Thus, informs are more likely to reach their intended destinations.

However, informs consume more resources in the agent and in the network. Unlike atrap, which is
discarded as soon asit is sent, an inform request must be held in memory until aresponseisreceived or
the request times out. Traps are also sent only once, but an inform might be retried several times. The
retries increase traffic and contribute to a higher overhead on the network.

[ 78-15304-01
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If you do not enter an snmp-server host command, no notifications are sent. To configure the switch to
send SNMP notifications, you must enter at least one snmp-server host command. If you enter the
command with no keywords, all trap types are enabled for the host. To enable multiple hosts, you must
enter a separate snmp-server host command for each host. You can specify multiple notification types
in the command for each host.

When multiple snmp-server host commands are given for the same host and kind of notification (trap
or inform), each succeeding command overwrites the previous command. Only the last snmp-server
host command isin effect. For example, if you enter an snmp-server host inform command for a host
and then enter another snmp-server host inform command for the same host, the second command
replaces the first.

The snmp-server host command is used with the snmp-server enable traps global configuration
command. Use the snmp-server enable traps command to specify which SNMP notifications are sent
globally. For a host to receive most notifications, at least one snmp-server enable traps command and
the snmp-server host command for that host must be enabled. Some notification types cannot be
controlled with the snmp-server enable traps command. For example, some notification types are
always enabled. Other notification types are enabled by a different command.

The no snmp-server host command with no keywords disables traps, but not informs, to the host. To
disable informs, use the no snmp-server host informs command.

Examples This example shows how to configure a unique SNM P community string named comaccess for traps and
prevent SNMP polling access with this string through access-list 10:

Swi tch(config)# snnp-server comunity comaccess ro 10
Swi tch(config)# snnp-server host 172.20.2.160 conmaccess
Swi tch(config)# access-list 10 deny any

This example shows how to send the SNMP traps to the host specified by the name myhost.cisco.com.

The community string is defined as comaccess:

Swi tch(config)# snnp-server enable traps

Swi t ch(config)# snnp-server host myhost. ci sco.com comaccess snnp

This example shows how to enable the switch to send all traps to the host myhost.cisco.com using the

community string public:

Swi tch(config)# snnp-server enable traps

Swi tch(config)# snnp-server host myhost. ci sco.com public

This example shows how to enable the switch to send EnvMon traps to the host myhost.cisco.com using
the community string public:

Swi tch(config)# snnp-server host myhost. ci sco.com version 2c public envnon

Related Commands ~ Command Description

show running-config Displays the running configuration on the switch.
For syntax information, select Cisco |0S
Configuration Fundamentals Command Reference
for Release 12.1 > Cisco 10S File Management
Commands > Configuration File Commands.

snmp-server enable traps Enables SNMP notification for various trap types.
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snmp trap mac-notification

Use the snmp trap mac-notification interface configuration command to enable the MAC notification
traps on a port. Use the no form of this command to disable the traps and to return the port to default
settings.

snmp trap mac-notification [added | removed]

no snmp trap mac-notification [added | removed]

Syntax Description added (Optional) Enable MAC notification traps when a MAC address is added
to a port.
removed (Optional) Enable MAC notification traps when a MAC addressis

removed from a port.

Defaults The Simple Network Management Protocol (SNMP) address-addition and address-removal traps are
disabled.

Command Modes Interface configuration

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines Even though you enable the notification trap for a specific interface by using the snmp trap
mac-notification command, the trap is generated only when you enter the snmp-server enable traps
mac-notification and the mac address-table notification global configuration commands.

Examples This example shows how to enable an address-addition trap on a port:

Swi tch(config-if)# snnp trap mac-notificati on added

This example shows how to enable an address-removal trap on a port:

Swi tch(config-if)# snnp trap mac-notification renoved

You can verify your settings by entering the show mac address-table notification privileged EXEC
command.
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Related Commands =~ Command Description
clear mac address-table notification Clears the MAC address notification global counters.
mac address-table notification Enables the MAC notification feature on a switch.

show mac address-table notification Displays MAC notification parameters.

snmp-server enable traps Enables SNMP notification for various trap types.
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spanning-tree backbonefast

Use the spanning-tree backbonefast global configuration command to enable the BackboneFast
feature. Use the no form of this command to return to the default setting.

spanning-tree backbonefast

no spanning-tree backbonefast

Syntax Description ~ This command has no arguments or keywords.

Defaults BackboneFast is disabled.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines The BackboneFast feature is supported only when the switch is running per-VLAN spanning-tree
(PVST).

BackboneFast is started when aroot port or blocked port on a switch receives inferior bridge protocol
dataunits (BPDUs) from its designated bridge. An inferior BPDU identifies one switch as both the root
bridge and the designated bridge. When aswitch receivesan inferior BPDU, it meansthat alink to which
the switch is not directly connected (an indirect link) has failed (that is, the designated bridge has | ost
its connection to the root switch). If there are alternate pathsto the root switch, BackboneFast causes the
maximum aging time on the ports on which it received the inferior BPDU to expire and allows a blocked
port to move immediately to the listening state. BackboneFast then transitions the interface to the
forwarding state. For more information, refer to the software configuration guide for this release.

Enable BackboneFast on all supported switchesto allow the detection of indirect link failures and to start
the spanning-tree reconfiguration sooner.

Examples This example shows how to enable BackboneFast on the switch:
Swi t ch(config)# spanni ng-tree backbonef ast

You can verify your setting by entering the show spanning-tree summary privileged EXEC command.

Related Commands ~ Command Description

show spanning-tree summary Displays a summary of the spanning-tree port states.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter 2 Cisco I0S Commands |

M spanning-tree bpdufilter

spanning-tree bpdufilter

Use the spanning-tree bpdufilter interface configuration command to prevent a port from sending or
receiving bridge protocol data units (BPDUS). Use the no form of this command to return to the default
setting.

spanning-tree bpdufilter {disable | enable}

no spanning-tree bpdufilter

Syntax Description disable Disable BPDU filtering on the specified interface.
enable Enable BPDU filtering on the specified interface.
Defaults BPDU filtering is disabled.
Command Modes Interface configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines You can enable the BPDU filtering feature when the switch is operating in the per-VLAN spanning-tree
(PVST) or the multiple spanning-tree (MST) mode. The MST mode is available only if you have the
enhanced software image (El) installed on your switch.

A

Caution  Enabling BPDU filtering on an interface is the same as disabling spanning tree on it and can result in
spanning-tree loops.

You can globally enable BPDU filtering on all Port Fast-enabled ports by using the spanning-tree
portfast bpdufilter default global configuration command.

You can use the spanning-tree bpdufilter interface configuration command to override the setting of
the spanning-tree portfast bpdufilter default global configuration command.
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Examples This example shows how to enable the BPDU filtering feature on a port:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# spanning-tree bpdufilter enable

You can verify your setting by entering the show running-config privileged EXEC command.

Related Commands =~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco IOS File
Management Commands > Configuration File Commands.

spanning-tree portfast (global Globally enables the BPDU filtering or the BPDU guard feature
configuration) on Port Fast-enabled ports or enables the Port Fast feature on all
nontrunking ports.

spanning-tree portfast (interface Enablesthe Port Fast feature on aninterface and all its associated
configuration) VLANS.
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spanning-tree bpduguard

Use the spanning-tree bpduguard interface configuration command to put a port in the error-disabled
state when it receives a bridge protocol dataunit (BPDU). Use the no form of this command to return to
the default setting.

spanning-tree bpduguard {disable | enable}

no spanning-tree bpduguard

Syntax Description disable Disable BPDU guard on the specified interface.
enable Enable BPDU guard on the specified interface.
Defaults BPDU guard is disabled.
Command Modes Interface configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines The BPDU guard feature provides a secure response to invalid configurations because you must
manually put the port back in service. Use the BPDU guard feature in a service-provider network to
prevent a port from being included in the spanning-tree topology.

You can enable the BPDU guard feature when the switch is operating in the per-VLAN spanning-tree
(PVST) or the multiple spanning-tree (MST) mode. The MST mode is available only if you have the
enhanced software image (El) installed on your switch.

You can globally enable BPDU guard on all Port Fast-enabled ports by using the spanning-tree portfast
bpduguard default global configuration command.

You can use the spanning-tree bpduguard interface configuration command to override the setting of
the spanning-tree portfast bpduguard default global configuration command.

Examples This example shows how to enable the BPDU guard feature on a port:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# spanning-tree bpduguard enabl e

You can verify your setting by entering the show running-config privileged EXEC command.
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Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco | OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco |OS File
M anagement Commands > Configuration File Commands.

spanning-tree portfast (global Globally enables the BPDU filtering or the BPDU guard feature
configuration) on Port Fast-enabled ports, or enables the Port Fast feature on all
nontrunking ports.

spanning-tree portfast (interface Enablesthe Port Fast feature on aninterface and all its associated
configuration) VLANS.
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spanning-tree cost

Use the spanning-tree cost interface configuration command to set the path cost for spanning-tree
calculations. If aloop occurs, spanning tree considers the path cost when selecting an interface to place
in the forwarding state. Use the no form of this command to return to the default setting.

spanning-tree [vlan vlan-id] cost cost

no spanning-tree [vlan vlan-id] cost

Syntax Description vlan vlan-id (Optional) VLAN ID associated with a spanning-tree instance. The rangeis 1 to
4094 when the enhanced software image (El) isinstalled and 1 to 1005 when the
standard software image (S) isinstalled. Do not enter leading zeros.

cost Path cost can range from 1 to 200000000, with higher values meaning higher costs.
Defaults The default path cost is computed from the interface bandwidth setting. These are the |EEE default path
cost values:

- 10 Mbps—100

- 100 Mbps—19

e 155 Mbps—14

» 1000 Mbps—4

e 1Gbps—4

- 10 Gbps—2

- Speeds greater than 10 Gbps—1

Command Modes Interface configuration

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(9)EAL The range for the cost variable increased.

Usage Guidelines When you configure the cost, higher values represent higher costs.
You can set acost on a VLAN that does not exist. The setting takes effect when the VLAN exists.

If you configure an interface with both the spanning-tree vlan vlan-id cost cost command and the
spanning-tree cost cost command, the spanning-tree vlan vian-id cost cost command takes effect.
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Examples This example shows how to set a path cost of 250 on an interface:

Switch(config)# interface fastethernetO/4
Swi tch(config-if)# spanning-tree cost 250

This example shows how to set a path cost of 300 for VLAN 10:
Swi tch(config-if)# spanning-tree vlian 10 cost 300

You can verify your settings by entering the show spanning-tree interface interface-id privileged

EXEC command.

Related Commands ~ Command Description
show spanning-treeinterface Displays spanning-tree information for the specified interface.
interface-id

spanning-tree port-priority Configures an interface priority.
spanning-tree vlan priority Sets the switch priority for the specified spanning-tree instance.
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spanning-tree extend system-id

Note

Syntax Description

Defaults

Command Modes

Use the spanning-tree extend system-id global configuration command to enable the extended system
ID feature.

spanning-tree extend system-id

Though visible in the command-line help strings, the no version of this command is not supported.
You cannot disable the extended system ID feature.

This command has no arguments or keywords.

The extended system ID is enabled.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

In Release 12.1(9)EA1 and later, the switches support the 802.1T spanning-tree extensions, and some of
the bits previously used for the switch priority are now used for the extended system ID (VLAN
identifier for the per-VLAN spanning-tree [PV ST] or aninstanceidentifier for the multiple spanning tree
[MST]). In earlier releases, the switch priority is a 16-bit value.

The spanning tree uses the extended system 1D, the switch priority, and the allocated spanning-tree MAC
address to make the bridge 1D unique for each VLAN or multiple spanning-tree instance. With earlier
rel eases, spanning tree used one MAC address per VLAN to make the bridge ID unique for each VLAN.

Support for the extended system ID affects how you manually configure the root switch, the secondary
root switch, and the switch priority of aVVLAN. For more information, see the “ spanning-tree mst root”
and the “ spanning-tree vlan” sections.

If your network consists of switches that do not support the extended system ID and switches that do
support it, it isunlikely that the switch with the extended system 1D support will become the root switch.
The extended system I D increases the switch priority value every timethe VLAN number is greater than
the priority of the connected switches running older software.
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Related Commands ~ Command Description

show spanning-treesummary Displays a summary of spanning-tree port states.

spanning-tree mst root Configures the multiple spanning-tree (MST) root switch priority
and timers based on the network diameter.

spanning-tree vlan priority Sets the switch priority for the specified spanning-tree instance.
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spanning-tree guard

Use the spanning-tree guard interface configuration command to enable root guard or loop guard on
all the VLANSs associated with the selected interface. Root guard restricts which interface is allowed to
be the spanning-tree root port or the path-to-the root for the switch. Loop guard prevents alternate or
root ports from becoming designated ports when a failure creates a unidirectional link. Use the no form
of this command to return to the default setting.

spanning-tree guard {loop | none | root}

no spanning-tree guard

Syntax Description loop Enable loop guard.
none Disable root guard or loop guard.
r oot Enable root guard.

Defaults Root guard is disabled.

Loop guard is configured according to the spanning-tree loopguard default global configuration
command (globally disabled).

Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced. It replaced the spanning-tree
rootguard command.
12.1(9)EAL The loop keyword was added.

Usage Guidelines You can enable root guard or loop guard when the switch is operating in the per-VLAN spanning-tree
(PVST) or the multiple spanning-tree (MST) mode. However, you cannot enable both features at the
same time. The MST mode is available only if you have the enhanced software image (El) installed on
your switch.

When root guard is enabled, if spanning-tree cal culations cause a port to be sel ected as the root port, the
port transitions to the root-inconsistent (blocked) state to prevent the customer’s switch from becoming
the root switch or being in the path to the root. The root port provides the best path from the switch to

the root switch.

When the no spanning-tree guard or the no spanning-tree guard none command is entered, root guard
isdisabled for all VLANSs on the selected interface. If thisinterfaceisin the root-inconsistent (blocked)
state, it automatically transitions to the listening state.
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Examples

spanning-tree guard 1l

Do not enable root guard on interfaces that will be used by the UplinkFast feature. With UplinkFast, the
backup interfaces (in the blocked state) replace the root port in the case of afailure. However, if root
guard is also enabled, all the backup interfaces used by the UplinkFast feature are placed in the
root-inconsistent state (blocked) and prevented from reaching the forwarding state. The UplinkFast
feature is not available when the switch is operating in MST mode.

Loop guard is most effective when it is configured on the entire switched network. When the switch is
operating in PV ST mode, loop guard prevents alternate and root ports from becoming designated ports,
and spanning tree does not send bridge protocol data units (BPDUSs) on root or alternate ports. When the
switch is operating in MST mode, BPDUs are not sent on nonboundary portsonly if the port is blocked
by loop guard in all MST instances. On aboundary port, loop guard blocksthe portin all MST instances.

To disable root guard or loop guard, use the spanning-tree guard none interface configuration
command. You cannot enable both root guard and loop guard at the same time.

You can override the setting of the spanning-treeloopguard default global configuration command by
using the spanning-tree guard loop interface configuration command.

This example shows how to enable root guard on all the VLANSs associated with the specified interface:
Switch(config)# interface fastethernet0/3

Swi tch(config-if)# spanning-tree guard root

This example shows how to enable loop guard on all the VLANS associated with the specified interface:
Switch(config)# interface fastethernet0/3

Swi tch(config-if)# spanning-tree guard | oop

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands

Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco |0S Configuration Fundamentals
Command Referencefor Release 12.1 > Cisco | OS File
Management Commands > Configuration File Commands.

spanning-tree cost Sets the path cost for spanning-tree calculations.

spanning-tree loopguard default Prevents alternate or root ports from becoming designated
ports because of afailure that leads to a unidirectional link.

spanning-tree mst cost Configures the path cost for MST calculations.

spanning-tree mst port-priority Configures an interface priority.

spanning-tree mst root Configures the MST root switch priority and timers based on
the network diameter.

spanning-tree port-priority Configures an interface priority.

spanning-tree vlan priority Sets the switch priority for the specified spanning-tree
instance.
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spanning-tree link-type

Use the spanning-tree link-type interface configuration command to override the default link-type
setting, which is determined by the duplex mode of the port, and to enable Rapid Spanning-Tree Protocol
(RSTP) transitions to the forwarding state. Use the no form of this command to return to the default
setting.

spanning-tree link-type { point-to-point | shared}

no spanning-tree link-type

Syntax Description point-to-point  Specify that the link type of a port is point-to-point.
shared Specify that the link type of a port is shared.

Defaults The switch derives the link type of a port from the duplex mode. A full-duplex port is considered a
point-to-point link, and a half-duplex port is considered a shared link.

Command Modes Interface configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines You can override the default setting of the link type by using the spanning-tree link-type command;
for example, a half-duplex link can be physically connected point-to-point to a single port on a remote
switch running RSTP and be enabled for rapid transitions.

Examples This example shows how to specify the link type as shared (regardless of the duplex setting) and to
prevent RSTP rapid transitions to the forwarding state:

Swi tch(config-if)# spanning-tree |ink-type shared

You can verify your settings by entering the show spanning-tree mst interface interface-id privileged

EXEC command.

Related Commands ~ Command Description
show spanning-tree mst interface Displays multiple spanning-tree (MST) information for the
interface-id specified interface.
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spanning-tree loopguard default

Use the spanning-tree loopguard default global configuration command to prevent alternate or root
ports from becoming designated ports because of afailure that leads to aunidirectional link. Use the no
form of this command to return to the default setting.

spanning-tree loopguard default

no spanning-tree loopguard default

Syntax Description ~ This command has no arguments or keywords.

Defaults Loop guard is disabled.
Command Modes Global configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines You can enable the loop guard feature when the switch is operating in the per-VLAN spanning-tree
(PVST) or the multiple spanning-tree (MST) mode. The MST mode is available only if you have the
enhanced software image (El) installed on your switch.

Loop guard is most effective when it is configured on the entire switched network. When the switch is
operating in PV ST mode, loop guard prevents alternate and root ports from becoming designated ports,
and spanning tree does not send bridge protocol data units (BPDUSs) on root or alternate ports. When the
switch is operating in MST mode, BPDUs are not sent on nonboundary portsonly if the port is blocked
by loop guard in all MST instances. On aboundary port, loop guard blocksthe port in all MST instances.

Loop guard operates only on ports that are considered point-to-point by the spanning tree.

You can override the setting of the spanning-treeloopguard default global configuration command by
using the spanning-tree guard loop interface configuration command.

Examples This example shows how to globally enable loop guard:
Swi t ch(config)# spanning-tree | oopguard default

You can verify your settings by entering the show running-config privileged EXEC command.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter 2 Cisco I0S Commands |

M spanning-tree loopguard default

Related Commands =~ Command Description

show running-config Displays the current operating configuration. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference
for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.

spanning-tree guard loop Enables the loop guard feature on all the VLANS associated with the
specified interface.
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spanning-tree mode

Use the spanning-tree mode global configuration command to enable either per-VLAN spanning-tree
(PVST) or multiple spanning tree (MST) on your switch. Use the no form of this command to return to
the default setting.

spanning-tree mode { mst | pvst}

no spanning-tree mode

Syntax Description mst Enable MST. This keyword is available only if your switch is running the enhanced
software image (EI).
pvst Enable PV ST.
Defaults The default mode is PV ST.
Command Modes Global configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines You cannot run both PVST and MST at the same time.

A

Caution  Changing spanning-tree modes can disrupt traffic because all spanning-tree instances are stopped for
the previous mode and restarted in the new mode.

Examples This example shows to enable MST on the switch:

Swi t ch(config)# spanni ng-tree node nst

You can verify your setting by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax information,
select Cisco 1 OS Configuration Fundamentals Command Referencefor
Release 12.1 > Cisco | OSFile M anagement Commands > Configuration
File Commands.
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spanning-tree mst configuration

Syntax Description

Defaults

Command Modes

Use the spanning-tree mst configuration global configuration command to enter multiple
spanning-tree (M ST) configuration mode through which you configure the MST region. Usetheno form
of this command to return to the default settings.

spanning-tree mst configuration
no spanning-tree mst configuration

This command is available only if your switch is running the enhanced software image (EI).

This command has no arguments or keywords.

The default mapping is that all VLANS are mapped to the common and internal spanning tree (CIST)
instance (instance 0).

The default name is an empty string.
The revision number is 0.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

Entering the spanning-tree mst configuration command enables the MST configuration mode. These
configuration commands are available:

- abort: exitsthe MST region configuration mode without applying configuration changes.
- exit: exitsthe MST region configuration mode and applies al configuration changes.

- instanceinstance-id vlan vlan-range: maps VLANs to an MST instance. The range for the
instance-id is 1 to 15; the range for vian-range is 1 to 4094. Do not enter leading zeros.

- name name: sets the configuration name. The name string has a maximum length of 32 characters
and is case sensitive.

« no: negates the instance, name, and revision commands or sets them to their defaults.

» private-vlan: Though visible in the command-line help strings, this command is not supported.
- revision version: sets the configuration revision number. The range is O to 65535.

» show [current | pending]: displays the current or pending MST region configuration.

When you map VLANS to an MST instance, the mapping is incremental, and the range of VLANSs
specified is added or removed to the existing ones. To specify arange, use a hyphen; for example,
instance 1 vlan 1-63 maps VLANs 1 to 63 to M ST instance 1. To specify a series, use a comma; for
example, instance 1 vlan 10, 20, 30 maps VLANSs 10, 20, and 30 to M ST instance 1.
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Examples

spanning-tree mst configuration [l

All VLANSs that are not explicitly mapped to an MST instance are mapped to the common and internal
spanning tree (CIST) instance (instance 0) and cannot be unmapped from the CIST by using the no form
of the command.

For two or more switches to be in the same M ST region, they must have the same VLAN mapping, the
same configuration revision number, and the same name.

This example shows how to enter MST configuration mode, map VLAN 10 to 20 to MST instance 1,
name the region regionl, set the configuration revision to 1, display the pending configuration, apply
the changes, and return to global configuration mode:

Swi t ch# spanni ng-tree nmst configuration
Swi tch(config-mst)# instance 1 vlan 10-20
Swi tch(config-nst)# name regionl

Swi tch(config-mst)# revision 1

Swi t ch(config-nmst)# show pendi ng

Pendi ng MST configuration

Nane [ regionl]

Revision 1

Instance WVl ans Mapped

0 1-9, 21- 4094

1 10- 20

Swi tch(config-nmst)# exit
Swi tch(config)#

This example shows how to add VLANSs 1 to 100 to the ones already mapped (if any) to instance 2, to
move VLANSs 40 to 60 that were previously mapped to instance 2 to the CIST instance, to add VLAN
10toinstance 10, and to remove all the VLANSs mapped to instance 2 and map them to the CIST instance:
Swi tch(config-nst)# instance 2 vlan 1-100

Swi tch(config-nmst)# no instance 2 vlan 40-60

Swi tch(config-nst)# instance 10 vlan 10
Swi tch(config-nst)# no instance 2

You can verify your settings by entering the show pending MST configuration command.

Related Commands

Command Description

show spanning-tree mst configuration Displays the M ST region configuration.

[ 78-15304-01
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spanning-tree mst cost

Use the spanning-tree mst cost interface configuration command to set the path cost for multiple
spanning-tree (MST) calculations. If aloop occurs, spanning tree considers the path cost when selecting
an interface to put in the forwarding state. Use the no form of this command to return to the default
setting.

spanning-tree mst instance-id cost cost
no spanning-tree mst instance-id cost

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description instance-id ID associated with a spanning-tree instance. The range is 0 to 15.
cost Path cost is 1 to 200000000, with higher values meaning higher costs.

Defaults The default path cost is computed from the interface bandwidth setting. These are the | EEE default path
cost values:

- 1000 Mbps—20000
- 100 Mbps—200000
- 10 Mbps—2000000

Command Modes Interface configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines When you configure the cost, higher values represent higher costs.

Examples This example shows how to set a path cost of 250 on an interface associated with instance 2:

Switch(config)# interface fastethernet0/4
Swi tch(config-if)# spanning-tree nmst 2 cost 250

You can verify your settings by entering the show spanning-tree mst interface interface-id privileged
EXEC command.
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Related Commands

Command

Description

show spanning-tree mst
interface interface-id

Displays MST information for the specified interface.

spanning-tree mst
port-priority

Configures an interface priority.

spanning-tree mst priority

Configures the switch priority for the specified spanning-tree
instance.

[ 78-15304-01
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spanning-tree mst forward-time

Use the spanning-tree mst forward-time global configuration command to set the forward-delay time
for all multiple spanning-tree (MST) instances. The forwarding time determines how long each of the
listening and learning states last before the interface begins forwarding. Use the no form of this
command to return to the default setting.

spanning-tree mst forwar d-time seconds

no spanning-tree mst forward-time

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description seconds Length of the listening and learning states. The rangeis 4 to 30 seconds.
Defaults The default is 15 seconds.
Command Modes Global configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines Changing the spanning-tree mst forwar d-time command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree forwarding time to 18 seconds for all MST instances:
Swi tch(config)# spanning-tree nst forward-tine 18

You can verify your settings by entering the show spanning-tree mst privileged EXEC command.

Related Commands ~ Command Description
show spanning-tree mst Displays MST information.

spanning-tree mst hello-time  Sets the interval between hello bridge protocol data units (BPDUS)
sent by root switch configuration messages.

spanning-tree mst max-age Sets the interval between messages that the spanning tree receives
from the root switch.

spanning-tree mst max-hops  Sets the number of hopsin aregion before the BPDU is discarded.
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spanning-tree mst hello-time

Use the spanning-tree mst hello-time global configuration command to set the interval between hello
bridge protocol data units (BPDUs) sent by root switch configuration messages. Use the no form of this
command to return to the default setting.

spanning-tree mst hello-time seconds
no spanning-tree mst hello-time

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

seconds Interval between hello BPDUSs sent by root switch configuration messages. The
rangeis 1to 10 seconds.

The default is 2 seconds.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

After you set the spanning-tree mst max-age seconds global configuration command, if a switch does
not receive BPDUs from the root switch within the specified interval, the switch recomputes the
spanning-tree topology. The max-age setting must be greater than the hello-time setting.

Changing the spanning-tree mst hello-time command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree hello time to 3 seconds for all MST instances:
Swi tch(config)# spanning-tree nst hello-tinme 3
You can verify your settings by entering the show spanning-tree mst privileged EXEC command.
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Related Commands =~ Command Description
show spanning-tree mst Displays multiple spanning-tree (MST) information.
spanning-tree mst Sets the forward-delay time for all MST instances.

forward-time

spanning-tree mst max-age Sets the interval between messages that the spanning tree receives
from the root switch.

spanning-tree mst max-hops  Sets the number of hopsin aregion before the BPDU is discarded.
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spanning-tree mst max-age

Use the spanning-tree mst max-age global configuration command to set the interval between
messages that the spanning tree receives from the root switch. If a switch does not receive a bridge
protocol data unit (BPDU) message from the root switch within this interval, it recomputes the
spanning-tree topology. Use the no form of this command to return to the default setting.

spanning-tree mst max-age seconds
no spanning-tree mst max-age

This command is available only if your switch is running the enhanced software image (El).

Syntax Description

Defaults

Command Modes

seconds Interval between messages the spanning tree receives from the root switch. If a switch
does not receive a BPDU message from the root switch within thisinterval, it
recomputes the spanning-tree topology. The range is 6 to 40 seconds.

The default is 20 seconds.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

After you set the spanning-tree mst max-age seconds global configuration command, if a switch does
not receive BPDUs from the root switch within the specified interval, the switch recomputes the
spanning-tree topology. The max-age setting must be greater than the hello-time setting.

Changing the spanning-tree mst max-age command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree max-age to 30 seconds for all MST instances:
Swi tch(config)# spanning-tree nst nmax-age 30
You can verify your settings by entering the show spanning-tree mst privileged EXEC command.
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Related Commands ~ Command Description
show spanning-tree mst Displays multiple spanning-tree (MST) information.
spanning-tree mst forward-time  Setsthe forward-delay time for all MST instances.
spanning-tree mst hello-time Sets the interval between hello BPDUs sent by root switch
configuration messages.
spanning-tree mst max-hops Sets the number of hopsin aregion before the BPDU is
discarded.
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spanning-tree mst max-hops

Use the spanning-tree mst max-hops global configuration command to set the number of hopsin a
region before the bridge protocol data unit (BPDU) is discarded and the information held for a port is
aged. Use the no form of this command to return to the default setting.

spanning-tree mst max-hops hop-count
no spanning-tree mst max-hops

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

hop-count Number of hops in aregion before the BPDU is discarded. The range is 1 to 40 hops.

The default is 20 hops.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

The root switch of the instance always sends a BPDU (or M-record) with a cost of 0 and the hop count
set to the maximum value. When a switch receivesthis BPDU, it decrements the received remaining hop
count by one and propagates the decremented count as the remaining hop count in the generated
M-records. A switch discards the BPDU and ages the information held for the port when the count
reaches 0.

Changing the spanning-tree mst max-hops command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree max-hops to 10 for all MST instances:
Swi t ch(config)# spanning-tree nst max-hops 10
You can verify your settings by entering the show spanning-tree mst privileged EXEC command.
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Related Commands =~ Command Description
show spanning-tree mst Displays multiple spanning-tree (MST) information.
spanning-tree mst forward-time Sets the forward-delay time for all MST instances.
spanning-tree mst hello-time Sets the interval between hello BPDUSs sent by root switch
configuration messages.
spanning-tree mst max-age Sets the interval between messages that the spanning tree

receives from the root switch.
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spanning-tree mst port-priority

Use the spanning-tree mst port-priority interface configuration command to configure an interface
priority. If aloop occurs, the Multiple Spanning Tree Protocol (MSTP) can determine which interface
to put in the forwarding state. Use the no form of this command to return to the default setting.

spanning-tree mst instance-id port-priority priority
no spanning-tree mst instance-id port-priority

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description

Defaults

Command Modes

instance-id ID associated with a spanning-tree instance. The range is O to 15.
priority Number from 0 to 255. The lower the number, the higher the priority.

The default is 128.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

You can assign higher priority values (lower numerical values) to interfaces that you want selected first
and lower priority values (higher numerical values) that you want selected last. If all interfaces have the
same priority value, the MST puts the interface with the lowest interface number in the forwarding state
and blocks other interfaces.

Examples This example shows how to increase the likelihood that the interface associated with spanning-tree
instance 20 is placed into the forwarding state if aloop occurs:
Switch(config)# interface fastethernet0/2
Swi tch(config-if)# spanning-tree nst 20 port-priority O
You can verify your settings by entering the show spanning-tree mst interface interface-id privileged
EXEC command.
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Related Commands =~ Command Description
show spanning-tree mst interface Displays MST information for the specified interface.
interface-id
spanning-tree mst cost Sets the path cost for MST cal culations.
spanning-tree mst priority Sets the switch priority for the specified spanning-tree
instance.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
2290 | o tss0a0r |



| Chapter2 Cisco I0S Commands

spanning-tree mst priority 1l

spanning-tree mst priority

Use the spanning-tree mst priority global configuration command to set the switch priority for the
specified spanning-tree instance. Use the no form of this command to return to the default setting.

spanning-tree mst instance-id priority priority
no spanning-tree mst instance-id priority

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description instance-id ID associated with a spanning-tree instance. The range is O to 15.

priority Set the switch priority for the specified spanning-tree instance. This setting affects
the likelihood that the switch is selected as the root switch. A lower value increases
the probability that the switch is selected as the root switch.

Therangeis 0to 61440 in increments of 4096. Valid priority values are 0, 4096,
8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056, 49152,
53248, 57344, and 61440. All other values are rejected.

Defaults The default is 32768.

Command Modes Global configuration

Command History Release Modification
12.1(9)EAL This command was first introduced.

Examples This example shows how to set the spanning-tree priority to 8192 for multiple spanning-tree (MST)
instance 20:

Swi tch(config)# spanning-tree nst 20 priority 8192

You can verify your settings by entering the show spanning-tree mst instance-id privileged EXEC

command.

Related Commands ~ Command Description
show spanning-tree mst instance-id Displays MST information for the specified interface.
spanning-tree mst cost Sets the path cost for MST calculations.
spanning-tree mst port-priority Configures an interface priority.
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spanning-tree mst root

Use the spanning-tree mst root global configuration command to configure the multiple spanning-tree
(MST) root switch priority and timers based on the network diameter. Use the no form of this command
to return to the default setting.

spanning-tree mst instance-id root { primary | secondary} [diameter net-diameter
[hello-time seconds]]

no spanning-tree mst instance-id root

This command is available only if your switch is running the enhanced software image (EI).

Syntax Description instance-id ID associated with a M ST instance. The rangeis 0 to 15.
root primary Force this switch to be the root switch.
root secondary Set this switch to be the root switch should the primary root switch fail.

diameter net-diameter Set the maximum number of switches between any two end stations. The
rangeis 2to 7. This keyword is available only for MST instance 0.

hello-time seconds Set the interval between hello bridge protocol data units (BPDUSs) sent by
the root switch configuration messages. The rangeis 1 to 10 seconds. This
keyword is available only for MST instance 0.

Defaults The primary root switch priority is 24576.
The secondary root switch priority is 28672.
The hello timeis 2 seconds.

Command Modes Global configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.

Usage Guidelines Use the spanning-tree mst instance-id root command used only on backbone switches.

When you enter the spanning-tree mst instance-id root command, the software tries to set a high
enough priority to make this switch the root of the spanning-tree instance. Because of the extended
system 1D support, the switch sets the switch priority for the instance to 24576 if this value will cause
this switch to become theroot for the specified instance. If any root switch for the specified instance has
a switch priority lower than 24576, the switch setsits own priority to 4096 less than the lowest switch
priority. (4096 isthe value of the least-significant bit of a 4-bit switch priority value.)

When you enter the spanning-tree mst instance-id root secondary command, because of support for
the extended system ID, the software changes the switch priority from the default value (32768) to
28672. If the root switch fails, this switch becomes the next root switch (if the other switches in the
network use the default switch priority of 32768 and are therefore unlikely to become the root switch).
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Examples This example shows how to configure the switch as the root switch for instance 10 with a network
diameter of 4:

Swi tch(config)# spanning-tree nst 10 root prinmary diameter 4

This example shows how to configure the switch as the secondary root switch for instance 10 with a
network diameter of 4:

Swi tch(config)# spanning-tree nst 10 root secondary di ameter 4

You can verify your settings by entering the show spanning-tree mst instance-id privileged EXEC

command.
Related Commands ~ Command Description

show spanning-tree mst instance-id Displays MST information for the specified instance.

spanning-tree mst forward-time Sets the forward-delay time for all MST instances.

spanning-tree mst hello-time Sets the interval between hello BPDUs sent by root switch
configuration messages.

spanning-tree mst max-age Sets the interval between messages that the spanning tree
receives from the root switch.

spanning-tree mst max-hops Sets the number of hopsin aregion before the BPDU is
discarded.
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spanning-tree port-priority

Use the spanning-tree port-priority interface configuration command to configure an interface
priority. If aloop occurs, spanning tree can determine which interface to put in the forwarding state. Use
the no form of this command to return to the default setting.

spanning-tree [vlan vlan-id] port-priority priority

no spanning-tree [vlan vlan-id] port-priority

Syntax Description vlan vlan-id (Optional) VLAN ID associated with a spanning-tree instance. The rangeis 1 to
4094 when the enhanced software image (El) isinstalled and 1 to 1005 when the
standard software image (S) isinstalled. Do not enter leading zeros.

priority Number from 0 to 255. The lower the number, the higher the priority.

Defaults The default is 128.

Command Modes Interface configuration

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines If the variable vlian-id is omitted, the command applies to the spanning-tree instance associated with
VLAN 1.

You can set the priority on a VLAN that has no interfaces assigned to it. The setting takes effect when
you assign the interface to the VLAN.

If you configure an interface with both the spanning-tree vlan vlan-id port-priority priority command
and the spanning-tree port-priority priority command, the spanning-tree vlan vlan-id port-priority
priority command takes effect.

Examples This example shows how to increase the likelihood that the Fast Ethernet interface 0/2 will be put in the
forwarding state if aloop occurs:
Switch(config)# interface fastethernet0/2
Swi tch(config-if)# spanning-tree vlan 20 port-priority O

You can verify your settings by entering the show spanning-tree interface interface-id privileged
EXEC command.
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Related Commands ~ Command Description
show spanning-treeinterface Displays spanning-tree information for the specified interface.
interface-id
spanning-tree cost Sets the path cost for spanning-tree calculations.

spanning-tree vlan priority Sets the switch priority for the specified spanning-tree instance.
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spanning-tree portfast (global configuration)

Use the spanning-tree portfast global configuration command to globally enable bridge protocol data
unit (BPDU) filtering on Port Fast-enabled ports, the BPDU guard feature on Port Fast-enabled ports, or
the Port Fast feature on all nontrunking ports. The BPDU filtering feature prevents the switch port from
sending or receiving BPDUs. The BPDU guard feature puts Port Fast-enabled ports that receive BPDUs
in an error-disabled state. Use the no form of this command to return to the default setting.

spanning-tree portfast { bpdufilter default | bpduguard default | default}

no spanning-tree portfast { bpdufilter default | bpduguard default | default}

Syntax Description

Defaults

Command Modes

bpdufilter default Globally enable BPDU filtering on Port Fast-enabled ports and prevent the
switch port connected to end stations from sending or receiving BPDUSs.

bpduguard default Globally enable the BPDU guard feature on Port Fast-enabled ports and place
the ports that receive BPDUs in an error-disabled state.

default Globally enable the Port Fast feature on all nontrunking ports. When the Port
Fast feature is enabled, the port changes directly from a blocking state to a
forwarding state without making the intermediate spanning-tree state
changes.

The BPDU filtering, the BPDU guard, and the Port Fast features are disabled on all ports unlessthey are
individually configured.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The bpdufilter default and default keywords were added.

You can enable these features when the switch is operating in the per-VLAN spanning-tree (PVST) or
the multiple spanning-tree (M ST) mode. The MST mode is available only if you have the enhanced
software image (El) installed on your switch.

Use the spanning-tree portfast bpdufilter default global configuration command to globally enable
BPDU filtering on ports that are Port Fast-enabled (the ports are in a Port Fast-operational state). The
ports still send afew BPDUSs at link-up before the switch begins to filter outbound BPDUSs. You should
globally enable BPDU filtering on a switch so that hosts connected to switch ports do not receive
BPDUs. If aBPDU isreceived on a Port Fast-enabled port, the port losesits Port Fast-operational status
and BPDU filtering is disabled.

You can override the spanning-tree portfast bpdufilter default global configuration command by
using the spanning-tree bdpufilter interface configuration command.
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Caution

Examples

Enabling BPDU filtering on an interface is the same as disabling spanning tree on it and can result in
spanning-tree loops.

Use the spanning-tree portfast bpduguard default global configuration command to globally enable
BPDU guard on portsthat are in a Port Fast-operational state. In avalid configuration, Port Fast-enabled
ports do not receive BPDUs. Receiving a BPDU on a Port Fast-enabled port signals an invalid
configuration, such as the connection of an unauthorized device, and the BPDU guard feature puts the
port in the error-disabled state. The BPDU guard feature provides a secure response to invalid
configurations because you must manually put the port back in service. Use the BPDU guard feature in
a service-provider network to prevent an access port from participating in the spanning tree.

You can override the spanning-tree portfast bpduguard default global configuration command by
using the spanning-tree bdpuguard interface configuration command.

Use the spanning-tree portfast default global configuration command to globally enable the Port Fast
feature on all nontrunking ports. Configure Port Fast only on ports that connect to end stations;
otherwise, an accidental topology loop could cause a data packet loop and disrupt switch and network
operation. A Port Fast-enabled port moves directly to the spanning-tree forwarding state when linkup
occurs without waiting for the standard forward-delay time.

You can override the spanning-tree portfast default global configuration command by using the
spanning-tree portfast interface configuration command. You can use the no spanning-tree portfast
default global configuration command to disable Port Fast on all ports unless they are individually
configured with the spanning-tree portfast interface configuration command.

This example shows how to globally enable the BPDU filtering feature:
Swi tch(config)# spanning-tree portfast bpdufilter default

This example shows how to globally enable the BPDU guard feature:
Swi tch(config)# spanning-tree portfast bpduguard defaul t

This example shows how to globally enable the Port Fast feature on all nontrunking ports:
Swi tch(config)# spanning-tree portfast default

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands

Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco |0S Configuration Fundamentals
Command Reference for Release 12.1 > Cisco | OS File
Management Commands > Configuration File Commands.

spanning-tree bpdufilter Prevents a port from sending or receiving BPDUSs.
spanning-tree bpduguard Puts a port in the error-disabled state when it receives a BPDU.

spanning-tree portfast (interface Enablesthe Port Fast feature on an interface in all its associated
configuration) VLANS.

[ 78-15304-01
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spanning-tree portfast (interface configuration)

Use the spanning-tree portfast interface configuration command to enable the Port Fast feature on an
interface in all its associated VLANs. When the Port Fast feature is enabled, the interface changes
directly from a blocking state to a forwarding state without making the intermediate spanning-tree state
changes. Use the no form of this command to return to the default setting.

spanning-tree portfast [disable | trunk]

no spanning-tree portfast

Syntax Description

Defaults

Command Modes

disable (Optional) Disable the Port Fast feature on the specified interface.
trunk (Optional) Enable the Port Fast feature on a trunking interface.

The Port Fast feature is disabled on all interfaces; however, it is automatically enabled on
dynamic-access ports.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL The disable and trunk keywords were added.

Use this feature only on interfaces that connect to end stations; otherwise, an accidental topology |oop
could cause adata packet loop and disrupt switch and network operation.

You can enable this feature when the switch is operating in the per-VLAN spanning-tree (PV ST) or the
multiple spanning-tree (MST) mode.

This feature affects all VLANSs on the interface.

A port with the Port Fast feature enabled is moved directly to the spanning-tree forwarding state without
waiting the standard forward-time delay.

You can use the spanning-tree portfast default global configuration command to globally enable the
Port Fast feature on all nontrunking interfaces. However, the spanning-tree portfast interface
configuration command can override the global setting.

If you configure the spanning-tree portfast default global configuration command, you can enable Port
Fast on a port that is not a trunk port by using the no spanning-tree portfast interface configuration
command.

The no spanning-tree portfast interface configuration command is the same as the spanning-tree
portfast disable interface configuration command.
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Examples This example shows how to enable the Port Fast feature on an interface:

Switch(config)# interface fastethernet0/2
Swi tch(config-if)# spanning-tree portfast

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco | OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco |OS File
Management Commands > Configuration File Commands.

spanning-tree bpdufilter Prevents a port from sending or receiving bridge protocol data units
(BPDUs).

spanning-tree bpduguard Puts a port in the error-disabled state when it receives a BPDU.

spanning-tree portfast (global Globally enablesthe BPDU filtering or the BPDU guard feature on

configuration) Port Fast-enabled ports or enables the Port Fast feature on all

nontrunking ports.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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spanning-tree stack-port

Use the spanning-tree stack-port interface configuration command to enable cross-stack UplinkFast
(CSUF) on an interface and to accelerate the choice of a new root port when alink or switch fails or
when spanning tree reconfiguresitself. Use the no form of this command to return to the default setting.

spanning-tree stack-port

no spanning-tree stack-port

Syntax Description ~ This command has no arguments or keywords.

Defaults CSUF is disabled on all interfaces.
Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines This command is effective only if you enable the UplinkFast feature by using the spanning-tree
uplinkfast global configuration command.

Use this command only on access switches.
The CSUF feature is supported only when the switch is running per-VLAN spanning-tree (PV ST).

You can enable CSUF only on one stack-port Gigabit Interface Converter (GBIC) interface. The stack
port connects to the GigaStack GBIC multidrop backbone. If you try to enable CSUF on a Fast Ethernet
or a copper-based Gigabit Ethernet port, you receive an error message.

If CSUF isalready enabled on an interface and you try to enable it on another interface, you receive an
error message. You must disable CSUF on the first interface before enabling it on a new interface.

Examples This example shows how to enable CSUF on the GBI C interface:

Swi tch(config)# interface gigabitethernet0/1
Swi tch(config-if)# spanning-tree stack-port

You can verify your settings by entering the show running-config privileged EXEC command.
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Related Commands ~ Command Description
show running-config Displays the current operating configuration. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco IOS File
M anagement Commands > Configuration File Commands.

spanning-tree uplinkfast Accelerates the choice of a new root port when alink or switch
fails or when spanning tree reconfigures itself.
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spanning-tree uplinkfast

Use the spanning-tree uplinkfast global configuration command to accelerate the choice of a new root
port when alink or switch fails or when the spanning tree reconfigures itself. Use the no form of this
command to return to the default setting.

spanning-tree uplinkfast [max-update-r ate pkts-per-second]

no spanning-tree uplinkfast [max-update-r ate]

Syntax Description

Defaults

Command Modes

max-update-r ate pkts-per-second (Optional) The number of packets per second at which update
packets are sent. The range is 0 to 65535.

UplinkFast is disabled.
The update rate is 150 packets per second.

Global configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The pkts-per-second range was changed to 0 to 65535.

Use this command only on access switches.
The UplinkFast feature is supported only when the switch is running per-VLAN spanning-tree (PVST).

When you enable UplinkFast, it is enabled for the entire switch and cannot be enabled for individual
VLANS.

When UplinkFast is enabled, the switch priority of all VLANSs s set to 49152. If you change the path
cost to avalue less than 3000 and you enable UplinkFast or UplinkFast is already enabled, the path cost
of all interfaces and VLAN trunksisincreased by 3000 (if you change the path cost to 3000 or above,
the path cost is not altered). The changes to the switch priority and the path cost reduces the chance that
the switch will become the root switch.

When UplinkFast is disabled, the switch priorities of all VLANSs and path costs of al interfaces are set
to default values if you did not modify them from their defaults.

When spanning tree detects that the root port has failed, UplinkFast immediately switches over to an
alternate root port, changing the new root port directly to FORWARDING state. During thistime, a
topology change notification is sent.

Do not enable the root guard on interfaces that will be used by the UplinkFast feature. With UplinkFast,
the backup interfaces (in the blocked state) replace the root port in the case of afailure. However, if root
guard is aso enabled, all the backup interfaces used by the UplinkFast feature are placed in the
root-inconsistent state (blocked) and prevented from reaching the forwarding state.
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If you set the max-update-rate to O, station-learning frames are not generated, so the spanning-tree
topology converges more slowly after aloss of connectivity.

Examples This example shows how to enable UplinkFast:
Swi t ch(config)# spanni ng-tree uplinkfast

You can verify your setting by entering the show spanning-tree summary privileged EXEC command.

Related Commands ~ Command Description
show spanning-tree summary Displays a summary of the spanning-tree port states.
spanning-tree stack-port Enables cross-stack UplinkFast (CSUF) on an interface and

accelerates the choice of a new root port when alink or switch
fails or when spanning tree reconfigures itself.

spanning-treevlan root primary  Forces this switch to be the root switch.
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spanning-tree vlan

Use the spanning-tree vlan global configuration command to configure spanning tree on a per-VLAN
basis. Use the no form of this command to return to the default setting.

spanning-tree vlan vlian-id { forwar d-time seconds | hello-time seconds | max-age seconds |
priority priority | {root { primary | secondary} [diameter net-diameter
[hello-time seconds]]}}

no spanning-tree vlan vlan-id [forward-time | hello-time | max-age | priority | root]

Syntax Description

vlan-id

VLAN ID associated with a spanning-tree instance. Therangeis 1 to 4094
when the enhanced software image (El) isinstalled and 1 to 1005 when the
standard software image (Sl) isinstalled. Do not enter leading zeros.

forwar d-time seconds

Set the forward-delay time for the specified spanning-tree instance. The
forwarding time determines how long each of the listening and learning
states last before the interface begins forwarding. The range is 4 to 30
seconds.

hello-time seconds

Set the interval between hello bridge protocol data units (BPDUS) sent by
the root switch configuration messages. Therangeis 1 to 10 seconds.

max-age seconds

Set the interval between messages the spanning tree receives from the root
switch. If a switch does not receive a BPDU message from the root switch
within thisinterval, it recomputes the spanning-tree topology. Therangeis
6 to 40 seconds.

priority priority

Set the switch priority for the specified spanning-tree instance. This setting
affects the likelihood that the switch is selected as the root switch. A lower
value increases the probability that the switch is selected as the root switch.

The range is 0 to 61440 in increments of 4096. Valid priority values are
4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 57344, and 61440. All other values are rejected.

root primary

Force this switch to be the root switch.

root secondary

Set this switch to be the root switch should the primary root switch fail.

diameter net-diameter

Set the maximum number of switches between any two end stations. The
rangeis2to7.

Defaults

Command Modes

Spanning tree is enabled on all VLANS.
The forward-delay time is 15 seconds.

The hello timeis 2 seconds.

The max-age is 20 seconds.

The primary root switch priority is 24576.

The secondary root switch priority is 28672.

Global configuration
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Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(9)EAL The priority priority range changed from 1 to 65535 to 1 to 61440 (in

increments of 4096).

Disabling the STP causes the VLAN to stop participating in the spanning-tree topology. Interfaces that
are administratively down remain down. Received BPDUs are forwarded like other multicast frames.
The VLAN does not detect and prevent loops when STP is disabled.

You can disablethe STPon aVLAN that is not currently active and verify the change by using the show
running-config or the show spanning-tree vian vian-id privileged EXEC command. The setting takes
effect when the VLAN is activated.

When disabling or re-enabling the STP, you must use a single command lint to specify each VLAN that
you want to disable or enable.

When aVLAN isdisabled and then enabled, all assigned VLANSs continue to be its members. However,
all spanning-tree bridge parameters are returned to their previous settings (the last setting before the
VLAN was disabled).

You can enable spanning-tree options on a VLAN that has no interfaces assigned to it. The setting takes
effect when you assign interfaces to it.

When setting the max-age seconds, if a switch does not receive BPDUs from the root switch within the
specified interval, it recomputes the spanning-tree topology. The max-age setting must be greater than
the hello-time setting.

The spanning-tree vlan vlan-id root command should be used only on backbone switches.

When you enter the spanning-tree vlan vlan-id root command, the software checks the switch priority
of the current root switch for each VLAN. Because of the extended system |D support, the switch sets
the switch priority for the specified VLAN to 24576 if this value will cause this switch to become the
root for the specified VLAN. If any root switch for the specified VLAN has a switch priority lower than
24576, the switch sets its own priority for the specified VLAN to 4096 less than the lowest switch
priority. (4096 is the value of the least-significant bit of a 4-bit switch priority value.)

When you enter the spanning-tree vlan vlan-id root secondary command, because of support for the
extended system ID, the software changes the switch priority from the default value (32768) to 28672.
If the root switch should fail, this switch becomes the next root switch (if the other switchesin the
network use the default switch priority of 32768, and therefore, are unlikely to become the root switch).

This example shows how to disable the STP on VLAN 5:

Swi tch(config)# no spanning-tree vlian 5

You can verify your setting by entering the show spanning-tree privileged EXEC command. In this
instance, VLAN 5 does not appear in the list.

This example shows how to set the spanning-tree forwarding time to 18 seconds for VLAN 20:

Swi tch(config)# spanning-tree vian 20 forward-time 18

This example shows how to set the spanning-tree hello-delay time to 3 seconds for VLAN 20:

Swi tch(config)# spanning-tree vlian 20 hello-tinme 3

[ 78-15304-01

Catalyst 2950 and Catalyst 2955 Switch Command Reference g



Chapter 2 Cisco I0S Commands |

M spanning-tree vlan

This example shows how to set spanning-tree max-age to 30 seconds for VLAN 20:
Swi tch(config)# spanning-tree vlan 20 nax-age 30

This example shows how to reset the max-age parameter to the default value for spanning-tree instance
100:

Swi tch(config)# no spanning-tree vlian 100 mex-age

This example shows how to set the spanning-tree priority to 8192 for VLAN 20:
Swi tch(config)# spanning-tree vlian 20 priority 8192

This example shows how to configure the switch as the root switch for VLAN 10 with a network
diameter of 4:

Swi tch(config)# spanning-tree vlian 10 root primary diameter 4

This example shows how to configure the switch as the secondary root switch for VLAN 10 with a
network diameter of 4:

Swi t ch(config)# spanning-tree vlan 10 root secondary di aneter 4

You can verify your settings by entering the show spanning-tree vlan vlian-id privileged EXEC

command.
Related Commands ~ Command Description
show spanning-treevlan Displays spanning-tree information.
spanning-tree cost Sets the path cost for spanning-tree calculations.
spanning-tree guard Enables the root guard or the loop guard feature for all the VLANSs

associated with the selected interface.
spanning-tree port-priority Sets an interface priority.
spanning-treeportfast (global Globally enables the BPDU filtering or the BPDU guard feature on

configuration) Port Fast-enabled ports or enables the Port Fast feature on all
nontrunking ports.

spanning-tree portfast Enables the Port Fast feature on an interface in all its associated

(interface configuration) VLANS.

spanning-tree uplinkfast Enables the UplinkFast feature, which accelerates the choice of a

new root port.
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Note

speed W

Use the speed interface configuration command to specify the speed of a port. Use the no form of this
command to return the port to its default value.

speed {10 | 100 | 1000 | auto| nonegotiate}

no speed

You cannot configure speed or duplex mode on Gigabit Interface Converter (GBIC) ports, but for certain
types of GBICs, you can configure speed to not negotiate (nonegotiate) if they are connected to adevice
that does not support autonegotiation.

Syntax Description

Defaults

Command Modes

10 Port runs at 10 Mbps.

100 Port runs at 100 Mbps.

1000 Port runs at 1000 Mbps (only valid for Gigabit Ethernet ports).

auto Port automatically detects whether it should run at 10 or 100 Mbps on
Fast Ethernet ports or at 10, 100, or 1000 Mbps on 10/100/1000 ports.

nonegotiate Autonegotiation is disabled and the port runs at 1000 Mbps. This optionis

valid and visible only on 1000BASE-X, -LX, and -ZX GBIC ports.
Gigastack GBICs and 1000BASE-T GBICs do not suport disabling of
autonegotiation.

For Fast Ethernet and 10/100/1000 ports, the default is auto.
For 100BA SE-FX ports, the default is 100 Mbps.
For Gigabit Interface Converter (GBIC)-module ports, the default is 1000 Mbps.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(11)EAL The nonegotiate keyword was added.

Fast Ethernet ports, except for 100BASE-FX ports, can be configured at 10 or 100 Mbps. The
10/100/1000 ports can be configured at 10, 100, or 1000 M bps and operate only in the full-duplex mode.

You cannot configure the speed on GBIC interfaces, but you can configure the speed to not negotiate
(nonegotiate) for the 1000BASE-SX, -LX, or -ZX GBICs, if they are connected to devices that do not
support autonegotiation. GBIC-module ports support only 1000 Mbps. The speed values of 10 Mbps
and 100 Mbps are not supported.

[ 78-15304-01
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If the speed is set to auto, the switch negotiates with the device at the other end of the link for the speed
setting and then forces the speed setting to the negotiated value. The duplex setting remains as
configured on each end of the link, which could result in a duplex setting mismatch. If both the speed
and duplex are set to specific values, autonegotiation is disabled.

Note  The 100BASE-FX portson Catalyst 2950C-24, Catalyst 2955C-12, and Catalyst 2955S-12 switches do
not support the speed command. These ports operate only in 100-Mbps and full-duplex mode.

Note  For guidelines on setting the switch speed and duplex parameters, refer to “Configuring the Switch
Ports” chapter in the Catalyst 2950 and Catalyst 2955 Switch Software Configuration Guide.

Examples This example shows how to set FastEthernet port 1 to 100 Mbps:

Switch(config)# interface fastethernet0/1
Swi tch(config-if)# speed 100

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description
duplex Specifies the duplex mode of operation for switch ports.

show running-config  Displays the current operating configuration. For syntax information, select
Cisco 10S Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OS File Management Commands > Configuration
File Commands.
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storm-control

Usethe stor m-contr ol interface configuration command to enable broadcast, multicast, or unicast storm
control on a port and to specify the action taken when a storm occurs on a port. Use the no form of this
command to disable storm control for broadcast, multicast, or unicast traffic and disable the specified
storm-control action.

storm-control {{{broadcast | multicast | unicast} level level [lower level]} | action {shutdown |
trap}}

no storm-control {{broadcast | multicast | unicast} level} | action}

Syntax Description

Defaults

Command Modes

{broadcast | multicast | unicast} Determines the type of packet-storm suppression.
- broadcast—Enable broadcast storm control on the port.
- multicast—Enable multicast storm control on the port.

- unicast—Enable unicast storm control on the port.
level level [lower level] Defines the rising and falling suppression levels.

- level—Rising suppression level as a percent of total
bandwidth, up to two decimal places; valid values are from O
to 100 percent. Block the flooding of storm packets when the
value specified for level is reached.

- lower level—(Optional) Falling suppression level as a
percent of total bandwidth, up to two decimal places; valid
values are from 0 to 100. This value must be less than the
rising supression value.

action Action taken when a storm occurs on a port. The default action is
to filter traffic and not send an Simple Network Management
Protocol (SNMP) trap.

shutdown Disables the port during a storm.
trap Sends an SNMP trap when a storm occurs.

Broadcast, multicast, and unicast storm control are disabled.
The default action is to filter traffic and to not send an SNMP trap.

Interface configuration

Command History

Release Modification
12.1(6)EA2 This command was first introduced. It replaced port stor m-control
command.
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Usage Guidelines

Examples

Use the storm-control command to enable or disable broadcast, multicast, or unicast storm control on
aport. After aport is disabled during a storm, use the no shutdown interface configuration command to
enable the port.

The suppression levels are entered as a percentage of total bandwidth. A suppression value of

100 percent means that no limit is placed on the specified traffic type. Thisfeatureis enabled only when
therising suppression level islessthan 100 percent. If no other storm-control configuration is specified,
the default action is to filter the traffic causing the storm and to send no SNMP trap.

When a storm occurs and the action is to filter traffic, if the falling suppression level is not specified,
the switch blocks all traffic until the traffic rate drops below the rising suppression level. If the falling
suppression level is specified, the switch blocks traffic until the traffic rate drops below this level.

When a multicast or unicast storm occurs and the action is to filter traffic, the switch blocks all traffic
(broadcast, multicast, and unicast traffic) and sends only Spanning Tree Protocol (STP) packets.

When a broadcast storm occurs and the action is to filter traffic, the switch blocks only broadcast traffic.
The trap and shutdown options are independent of each other.

This example shows how to enable broadcast storm control on a port with a 75.67 percent rising
suppression level:

Switch(config-if)# stormcontrol broadcast |evel 75.67

This example shows how to enable multicast storm control on aport with a87 percent rising suppression
level and a 65 percent falling suppression level:

Switch(config-if)# stormcontrol nulticast [evel 87 65

This example shows how to enable the shutdown action on a port:

Switch(config-if)# stormcontrol action shutdown

This example shows how to enable the trap action on a port:

Swi tch(config-if)# stormcontrol action trap

This example shows how to disable the shutdown action on a port:

Swi tch(config-if)# no stormcontrol action shutdown

You can verify your settings by entering the show stor m-control privileged EXEC command.

Related Commands

Command Description
show storm-contr ol Displays the packet-storm control information.
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switchport access

Use the switchport access interface configuration command to configure a port as a static-access or
dynamic-access port. If themodeis set to access, the port operates as amember of the configured VLAN.
If set to dynamic, the port starts discovery of its VLAN assignment based on the incoming packets it
receives. Use the no form of this command to reset the access mode to the default VLAN for the switch.

switchport access vlan {vlan-id | dynamic}

no switchport access

Syntax Description

Defaults

Command Modes

access vlan Configure the interface as a static-access port; valid values are from 1 to 4094

vlan-id when the enhanced software image (El) isinstalled and 1 to 1005 when the
standard software image (SI) isinstalled. Do not enter leading zeros.

access vlan Specify that the access mode VLAN is dependent on the VLAN Membership

dynamic Policy Server (VMPS) protocol. The port is assigned to a VLAN based on the

source MAC address of ahost (or hosts) connected to the port. The switch sends
every new MAC address received to the VMPS server to obtain the VLAN name
to which the dynamic-access port should be assigned. If the port already has a
VLAN assigned and the source has already been approved by the VMPS, the
switch forwards the packet to the VLAN.

All ports arein static-access modein VLAN 1 if the port is not connected to a device running Dynamic
Trunking Protocol (DTP). The default access VLAN for an access port isVLAN 1.

All ports are dynamic trunk ports.

A dynamic-accessport isinitially amember of no VLAN and receivesits assignment based on the packet
it receives.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The dynamic keyword was added.

The no switchport access command resets the access mode VLAN to the appropriate default VLAN for
the device.

The port must bein access mode before the switchport access vian command can take effect. For more
information, see the switchport mode command.

An access port can be assigned to only one VLAN.

The VMPS server (such as a Catalyst 6000 series switch) must be configured before a port is configured
as dynamic.
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These restrictions apply to dynamic-access ports:

- The software implements the VLAN Query Protocol (VQP) client, which can query a VMPS such
as a Catalyst 6000 series switch. The Catalyst 3550 switches are not VMPS servers. The VMPS
server must be configured before a port is configured as dynamic.

» Use dynamic-access ports only to connect end stations. Connecting them to switches or routers that
use bridging protocols can cause a loss of connectivity.

» Configure the network so that Spanning Tree Protocol (STP) does not put the dynamic-access port
in an STP blocking state. The Port Fast feature is automatically enabled on dynamic-access ports.

» Dynamic-access ports can only be in one VLAN and do not use VLAN tagging.
» Dynamic-access ports cannot be configured as:

— Members of an EtherChannel port group (dynamic-access ports cannot be grouped with any
other port, including other dynamic ports).

— Source or destination portsin a static address entry.
— Monitor ports.

Examples This example shows how to assign a port already in access mode to VLAN 2 (instead of the default
VLAN 1):

Switch(config-if)# switchport access vlan 2

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command and examining information in the Administrative Mode and Operational Mode rows.

Related Commands ~ Command Description
show interfaces Displays the administrative and operational status of a switching
switchport (nonrouting) port, including port blocking and port protection settings.
switchport mode Configures the VLAN membership mode of a port.
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switchport mode

Use the switchport mode interface configuration command to configure the VLAN membership mode
of a port. Use the no form of this command to reset the mode to the appropriate default for the device.

switchport mode { access | dynamic { auto | desirable} | trunk}

no switchport mode

Syntax Description

Defaults

Command Modes

access Set the port to access mode (either static-access or dynamic-access depending on the
setting of the switchport access vlan inteface configuration command). The port is
set to access unconditionally and operates as a nontrunking, single VLAN interface
that transmits and receives nonencapsul ated (non-tagged) frames. An access port can
be assigned to only one VLAN.

dynamic auto Set the interface trunking mode dynamic parameter to auto to specify that the
interface convert the link to a trunk link.

dynamic Set the interface trunking mode dynamic parameter to desirable to specify that the
desirable interface actively attempt to convert the link to a trunk link.
trunk Set the port to trunk unconditionally. The port isatrunking VLAN Layer 2 interface.

The port transmits and receives encapsul ated (tagged) frames that identify the VLAN
of origination. A trunk is a point-to-point link between two switches or between a
switch and arouter.

The default mode is dynamic desirable.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The dynamic auto and dynamic desir able keywords were added.

Configuration by using the access or trunk keywords takes affect only when you configure the port in
the appropriate mode by using the switchport mode command. The static-access and trunk
configurations are saved, but only one configuration is active at atime.

If you enter access mode, the interface changes into permanent nontrunking mode and negotiates to
convert the link into a nontrunk link even if the neighboring interface does not agree to the change.

If you enter dynamic auto mode, the interface converts the link to atrunk link if the neighboring
interface is set to trunk or desirable mode.

If you enter dynamic desirable mode, the interface becomes a trunk interface if the neighboring
interface is set to trunk, desirable, or auto mode.

If you enter trunk mode, the interface changes into permanent trunking mode and negotiates to convert
the link into atrunk link even if the interface connecting to it does not agree to the change.

[ 78-15304-01
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The no switchport mode form resets the mode to dynamic desirable.
Trunk ports cannot coexist on the same switch.

To autonegotiate trunking, the interfaces must be in the same VTP domain. Trunk negotiation is
managed by the Dynamic Trunking Protocol (DTP), which is a point-to-point protocol. However, some
internetworking devices might forward DTP frames improperly, which could cause misconfigurations.
To avoid this, you should configure interfaces connected to devices that do not support DTP to not
forward DTP frames, which turns off DTP.

- If you do not intend to trunk across those links, use the switchport mode access interface
configuration command to disable trunking.

» To enable trunking to a device that does not support DTP, use the switchport mode trunk and
switchport nonegotiate interface configuration commandsto cause the interface to become atrunk
but to not generate DTP frames.

Examples This example shows how to configure a port for access mode:

Swi tch(config-if)# sw tchport npde access

This example shows how set the interface to dynamic desirable mode:
Switch(config-if)# swi tchport npde dynani c desirable

This example shows how to configure a port for trunk mode;
Switch(config-if)# switchport node trunk

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command and examining information in the Administrative Mode and Operational Mode rows.

Related Commands ~ Command Description
show interfaces Displays the administrative and operational status of a switching
switchport (nonrouting) port, including port blocking and port protection settings.
switchport access Configures a port as a static-access port.
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switchport nonegotiate

Syntax Description

Defaults

Command Modes

Use the switchport nonegotiate interface configuration command to specify that Dynamic Trunking
Protocol (DTP) negotiation packets are not sent on the Layer 2 interface. The switch does not engage in
DTP negotiation on this interface. Use the no form of this command to return to the default setting.

switchport nonegotiate

no switchport nonegotiate

This command has no arguments or keywords.

The default is to use DTP negotiation to determine trunking status.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification
12.1(6)EA2 This command was first introduced.

The no form of the switchport nonegotiate command removes nonegotiate status.

This command is valid only when the interface switchport mode is access or trunk (configured by using
the switchport mode access or the switchport mode trunk interface configuration command). This
command returns an error if you attempt to execute it in dynamic (auto or desirable) mode.

Internetworking devices that do not support DTP might forward DTP frames improperly and cause
misconfigurations. To avoid this, you should turn off DTP by using the switchport no negotiate command
to configure the interfaces connected to devices that do not support DTP to not forward DTP frames.

When you enter the switchport nonegotiate command, DTP negotiation packets are not sent on the
interface. The device does or does not trunk according to the mode parameter given: access or trunk.

- If you do not intend to trunk across those links, use the switchport mode access interface
configuration command to disable trunking.

» To enable trunking ona device that does not support DTP, use the switchport mode trunk and
switchport nonegotiate interface configuration commandsto cause the interface to become atrunk
but to not generate DTP frames.

On GigaStack GBICs, dynamic trunking is supported only when one port of a GigaStack GBIC is being
used. If trunking is required on a GigaStack GBIC where both ports arein use, use the switchport mode
trunk and switchport nonegotiate interface configuration commands on both GBI C interfaces to cause
the interfaces to become trunks.
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Examples This example shows how to cause an interface to refrain from negotiating trunking mode and to act as a
trunk or access port (depending on the mode set):

Swi tch(config-if)# sw tchport nonegotiate

You can verify your setting by entering the show interfaces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfaces switchport Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.
switchport mode Configures the VLAN membership mode of a port.
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switchport port-security

Use the switchport port-security interface configuration command without keywords to enable port
security on an interface. Use the keywords to configure secure MAC addresses, a maximum number of
secure MAC addresses, or the violation mode. Use the no form of this command to disable port security
or to set the parameters to their default states.

switchport port-security [mac-address mac-address] | [mac-address sticky [mac-address]] |
[maximum value] | [violation {protect | restrict | shutdown}]

no switchport port-security [mac-address mac-address] | [mac-address sticky [mac-address]] |
[maximum value] | [violation {protect | restrict | shutdown}]

Syntax Description mac-address mac-address (Optional) Specify a secure MAC address for the port by entering a
48-bit MAC address. You can add additional secure MAC addresses
up to the maximum value configured.

mac-address sticky (Optional) Enablethe interfacefor sticky learning by entering only the

[mac-address] mac-address sticky keywords. When sticky learning is enabled, the
interface adds all secure MAC addresses that are dynamically learned
to the running configuration and converts these addresses to sticky
secure MAC addresses.

Specify asticky secure MAC address by entering the mac-address
sticky mac-address keywords.

Note  Although you can specify a sticky secure MAC address by
entering the mac-address sticky mac-address keywords, we
recommend using the mac-addr ess mac-address interface
configuration command to enter secure MAC addresses.

maximum value (Optional) Set the maximum number of secure MAC addressesfor the
interface. The range isfrom 1 to 132. The default is 1.

violation (Optional) Set the security violation mode or the action to be taken if
port security is violated. The default is shutdown.

protect Set the security violation protect mode. When the number of secure

MAC addresses reach the maximum allowed on the port, packets with
unknown source addresses are dropped until you remove a sufficient
number of secure MAC addresses.

restrict Set the security violation restrict mode. In this mode, a port security
violation restricts data and, depending on the type of secure address,
sends a system log message, sends an SNMP trap, and causes the
SecurityViolation counter to increment.

shutdown Set the security violation shutdown mode. In thismode, aport security
violation causes the interface to immediately become error-disabled
and turns off the port LED. When a secure port isin the error-disabled
state, you can bring it out of this state by entering the errdisable
recovery cause psecure-violation global configuration command, or
you can manually re-enable it by entering the shutdown and no shut
down interface configuration commands.
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Defaults Port security is disabled.

When port security is enabled, if no keywords are entered, the default maximum number of secure MAC
addressesis 1.

Sticky learning is disabled.
The default violation mode is shutdown.

Command Modes Interface configuration
Command History Release Madification
12.1(6)EA2 This command was first introduced. It replaced the port security and
mac-address-table secur e commands.
12.1(11)EAL The mac-address sticky [mac-address] option was added.

Usage Guidelines A secure port can have from 1 to 132 associated secure addresses. The total number of available secure
addresses on the switch is 1024.

After you set the maximum number of secure MAC addresses allowed on a port, you can add secure
addresses to the address table by manually configuring all of them, by allowing the port to dynamically
configure all of them, or by configuring a number of MAC addresses and allowing the rest to be
dynamically configured.

You can delete dynamic secure MAC addresses from the address table by entering the clear
port-security dynamic privileged EXEC command.

You can enable sticky learning on an interface by using the switchport port-security mac-address
sticky interface configuration command. When you enter this command, the interface converts al the
dynamic secure MAC addresses, including those that were dynamically learned before sticky learning
was enabled, to sticky secure MAC addresses. It adds all the sticky secure MAC addresses to the running
configuration.

You can delete a sticky secure MAC addresses from the address table by using the clear port-security
sticky mac-addr privileged EXEC command. To delete all the sticky addresses on an interface, use the
clear port-security sticky interface-id privileged EXEC command.

If you disable sticky learning, the sticky secure MAC addresses are converted to dynamic secure
addresses and are removed from the running configuration.

If you save the sticky secure MAC addresses in the configuration file, when the switch restarts or the
interface shuts down, the interface does not need to rel earn these addresses. If you do not save the sticky
secure addresses, they are lost.

If you specify restrict or shutdown, use the snmp-server host global configuration command to
configure the Simple Network Management Protocol (SNMP) trap host to receive traps.

It is a security violation when one of these situations occurs:

» The maximum number of secure MAC addresses have been added to the addresstable, and a station
whose MAC address is hot in the address table attempts to access the interface.

- An address learned or configured on one secure interface is seen on another secure interface in the
same VLAN.
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Examples
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When a secure port is in the error-disabled state, you can bring it out of this state by entering the
errdisable recovery cause psecure-violation global configuration command, or you can manually
re-enable it by entering the shutdown and no shut down interface configuration commands.

A secure port has these limitations:
» Port security can only be configured on static access ports.
» A secure port cannot be a dynamic port, a dynamic access port or atrunk port.
- A secure port cannot be a destination port for Switched Port Analyzer (SPAN).
« A secure port cannot belong to a Fast EtherChannel or Gigabit EtherChannel port group.
« You cannot configure static secure MAC addresses in the voice VLAN.

« When you enable port security on avoice VLAN port, you must set the maximum allowed secure
addresses on the port to at least two. When the port is connected to a Cisco |P phone, the IP phone
requires two MAC addresses: one for the access VLAN and the other for the voice VLAN.
Connecting a PC to the I P phone requires additional MAC addresses.

- To enable port security on an 802.1X port, you must first enable the 802.1X multiple-hosts mode on
the port (for switches running the El software).

- The switch does not support port security aging of sticky secure MAC addresses.

This example shows how to enable port security:

Switch(config-if)# switchport port-security

This example shows how to set the action that the port takes when an address violation occurs:

Swi tch(config-if)# switchport port-security violation shutdown

This example shows how to set the maximum number of addresses that a port can learn to 20.

Swi tch(config-if)# switchport port-security maxi mum 20

This example shows how to enable sticky learning and to enter two sticky secure MAC addresses:

Swi tch(config-if)# switchport port-security nmac-address sticky
Switch(config-if)# switchport port-security nac-address sticky 0000.0000. 4141
Switch(config-if)# switchport port-security nac-address sticky 0000. 0000. 000f

You can verify your settings by entering the show port-security privileged EXEC command.

Related Commands

Command Description

clear port-security dynamic Deletes from the MAC address table a specific dynamic secure
address or all the dynamic secure addresses on an interface.

clear port-security sticky Deletes from the MAC address table a specific sticky secure address,

all the sticky secure addresses on an interface, or all the sticky secure
addresses on a switch.

show port-security Displays the port security settings defined for the port.
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switchport port-security aging

Usethe switchport port-security aging interface configuration command to set the aging time and type
for secure address entries or to change the aging behavior for statically configured secure addresses on
aparticular port. Use the no form of this command to disable port security aging or to set the parameters
to their default states.

switchport port-security aging {static | timetime | type {absolute | inactivity}}

no switchport port-security aging { static | time | type}

Syntax Description static Enable aging for statically configured secure addresses on this port.
timetime Specify the aging time for this port. The valid range is from 0 to 1440
minutes. If thetimeis0, aging is disabled for this port.
type absolute Set the aging type as absolute aging. All the secure addresses on this port

age out exactly after the time (minutes) specified and are removed from
the secure address list.

typeinactivity Set the aging type as inactivity aging. The secure addresses on this port
age out only if there is no data traffic from the secure source address for
the specified time period.

Defaults The port security aging feature is disabled. The default time is 0 minutes.
The default aging type is absolute.
The default static aging behavior is disabled.

Command Modes Interface configuration
Command History Release Madification
12.1(9)EAL This command was first introduced.

Usage Guidelines To enable secure address aging for a particular port, set the port aging time to a value other than 0.

To allow limited-time access to particular secure addresses, set the aging type as absolute. When the
aging time lapses, the secure addresses are del eted.

To allow continuous access to a limited number of secure addresses, set the aging type as inactivity.
This removes the secure address when it becomes inactive, and other addresses can become secure.

To allow unlimited access to a secure address, configure it as a secure address, and disable aging for the
statically configured secure address by using the no switchport port-security aging static interface
configuration command.
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This example sets the aging time as 2 hours for absolute aging for all the secure addresses on Fast
Ethernet interface O/1.

Switch(config)# interface fastethernet0/1

Swi tch(config-if)# sw tchport port-security aging tinme 120

This example sets the aging time as 2 minutes for inactivity aging type for configured secure addresses
on Fast Ethernet interface 0/2.

Switch(config)# interface fastethernet0/2

Swi tch(config-if)# swi tchport port-security aging time 2
Switch(config-if)# switchport port-security aging type inactivity
Swi tch(config-if)# switchport port-security aging static

This example shows how to disable aging for configured secure addresses.

Swi tch(config-if)# no switchport port-security aging static

Related Commands

Command Description

show port-security Displays the port security settings defined for the port.

switchport port-security  Enables port security on a port, restricts the use of the port to a
user-defined group of stations, and configures secure MAC addresses.
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switchport priority extend

Use the switchport priority extend interface configuration command to set a port priority for the
incoming untagged frames or the priority of frames received by the |P phone connected to the specified
port. Use the no form of this command to return to the default setting.

switchport priority extend { cos value | none | trust}

no switchport priority extend

Syntax Description cosvalue Set the I P phone port to override the priority received from PC or the
attached device.

The class of service (CoS) value is a number from 0 to 7. Seven isthe
highest priority. The default is 0.

none The IP phoneis not instructed what to do with the priority.
trust Set the | P phone port to trust the priority received from PC or the attached
device.
Defaults The port priority is not set, and the default value for untagged frames received on the port is 0.

The IP phone connected to the port is not instructed (none) what to do with the priority.

Command Modes Interface configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.
Examples This example shows how to configure the I P phone connected to the specified port to trust the received

802.1P priority:

Switch(config-if)# switchport priority extend trust

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC

command.
Related Commands ~ Command Description
show interfaces Displays the administrative and operational status of a switching

(nonrouting) port.
switchport voicevlan  Configures the voice VLAN on the port.
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switchport protected

Use the switchport protected interface configuration command to isolate unicast, multicast, and
broadcast traffic at Layer 2 from other protected ports on the same switch. Use the no form of this
command to return to the default setting.

switchport protected

no switchport protected

Syntax Description ~ This command has no keywords or arguments.

Defaults No protected port is defined. All ports are nonprotected.
Command Modes Interface configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced. It replaced the port protected command.

Usage Guidelines The switchport protection feature is local to the switch; communication between protected ports on the
same switch is possible only through a Layer 3 device. To prevent communication between protected
ports on different switches, you must configure the protected ports for unique VLANS on each switch
and configure a trunk link between the switches. A protected port is different from a secure port.

A protected port does not forward any unicast, multicast, or broadcast traffic to any other protected port.
A protected port continues to forward unicast, multicast, and broadcast traffic to unprotected ports and
vice versa.

Port monitoring does not work if both the monitor and monitored ports are protected ports.

Examples This example shows how to enable a protected port on Fast Ethernet interface 0/3:

Switch(config)# interface fastethernet0/3
Swi tch(config-if)# sw tchport protected

You can verify your settings by entering the show interfaces switchport privileged EXEC command.

Related Commands ~ Command Description

show interfaces switchport Displays the administrative and operational staus of a switching port.
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switchport trunk

Use the switchport trunk interface configuration command to set the trunk characteristics when the
interfaceisin trunking mode. Use theno form of thiscommand to reset all of the trunking characteristics
to the defaults. Use the no form with keywords to reset those characteristics to the defaults.

switchport trunk {{allowed vlan vlan-list} | {native vlan vlan-id} | { pruning vlan vlan-list}}

no switchport trunk {{allowed vlan vlan-list} | {native vlian vian-id} | { pruning vlan vian-list}}

Syntax Description allowed vlan vlan-list ~ Set the list of allowed VLANS that can receive and send traffic on this
interfacein tagged format when in trunking mode. Seethe following vian-list
format. The none keyword is not valid. The default is all.

native vlan vlan-id Set the native VLAN for sending and receiving untagged traffic when the
interfaceisin 802.1Q trunking mode. Valid IDs are from 1 to 4094 when the
enhanced software image (El) isinstalled and 1 to 1001 when the standard
software image (Sl) isinstalled. Do not enter leading zeros.

pruning vlan vian-list ~ Set the list of VLANSs that are enabled for VTP pruning when in trunking
mode. The all keyword is not valid.

The vlan-list format isall | none | [add | remove | except] vlan-atom where:

- all specifiesall VLANs from 1 to 4094 when the El isinstalled and 1 to 1005 when the Sl is
installed. Do not enter leading zeros. This keyword is not allowed on commands that do not permit
all VLANSs in thelist to be set at the same time.

» none means an empty list. This keyword is not allowed on commands that require certain VLANSs
to be set or at least one VLAN to be set.

- add addsthe defined list of VLANSsto those currently set instead of replacing the list. Valid IDs are
from 2 to 1001; extended-range VLAN IDs are valid in some cases.

N
Note  You can add extended-range VLANSsto the allowed VLAN list, but not to the
pruning-eligible VLAN list.

Separate nonconsecutive VLAN IDs with a comma; do not enter a space after the comma. Use a
hyphen to designate arange of 1Ds; do not enter a space before or after the hyphen. Do not enter
leading zeros.

- remove removes the defined list of VLANS from those currently set instead of replacing the list.
Valid IDs are from 2 to 1001; extended-range VLAN IDs are valid in some cases.

N

Note  You cannot remove VLAN 1 or VLANSs 1002 to 1005 from the list. You can remove
extended-range VLANs (VLAN IDsgreater than 1005) from the allowed VLAN list, but you
cannot remove them from the pruning-eligible list.

Separate nonconsecutive VLAN IDs with a comma; do not enter a space after the comma. Use a
hyphen to designate arange of 1Ds; do not enter a space before or after the hyphen. Do not enter
leading zeros.
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Defaults

Command Modes

switchport trunk

- except lists the VLANS that should be calculated by inverting the defined list of VLANSs. (VLANS
are added except the ones specified.) Valid IDs are from 2 to 1001. Separate nonconsecutive VLAN
IDswith acomma; do not enter a space after the comma. Use a hyphen to designate arange of IDs;
do not enter a space before or after the hyphen. Do not enter leading zeros.

- vlan-atomiseither asingle VLAN number from 1 to 4094 when the El isinstalled and 1 to 1005
whenthe Sl isinstalled, alist of nonconsecutive VLANS, or acontinuousrange of VLANsdescribed
by two VLAN numbers, the lower one first, separated by a hyphen.

For alist of nonconsecutive VLAN IDs, separatethe VLAN IDswith acomma. Do not enter a space
after the comma. Do not enter |eading zeroes.

For a continuous range of VLAN IDs, use a hyphen to designate the range. Do not enter a space
before or after the hyphen. Do not enter leading zeroes.

These are examples showing how to specify one or more VLANS:
— Single VLAN—101
— List of nonconsecutive VLANs—10,12,14,16,18
— Continuous range of VLANs—10-15
— List of VLAN continuous ranges—10-15,20-24
— List of nonconsecutive VLANs and VLAN continuous ranges—8,11,20-24,44

VLAN 1 isthe default native VLAN ID on the port.
The default for all VLAN listsistoinclude all VLANS.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.

A trunk port cannot be a secure port or a monitor port. However, a static-access port can monitor a
VLAN on atrunk port. The VLAN monitored is the one associated with the static-access port.

Allowed VLAN:
- Thenoform of the allowed vlan command resetsthelist to the default list, which allowsall VLANS.
« You cannot remove VLAN 1 or VLANSs 1002 to 1005 from the allowed VLAN list.

Native VLANS:

- All untagged traffic received on an 802.1Q trunk port is forwarded with the native VLAN
configured for the port.

» |If apacket hasaVLAN ID that is the same as the sending port native VLAN ID, the packet is sent
without a tag; otherwise, the switch sends the packet with atag.

» Theno form of the native vlan command resets the native mode VLAN to the appropriate default
VLAN for the device.
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Trunk Pruning:
- The pruning-eligible list applies only to trunk ports.
» Each trunk port has its own eligibility list.

« If you do not want a VLAN to be pruned, remove it from the pruning-eligible list. VLANs that are
pruning-ineligible receive flooded traffic.

« VLAN 1, VLANs 1002 to 1005, and extended-range VLANSs (VLANSs 1006 to 4094) cannot be
pruned.

Note  The switch does not support Inter-Switch Link (ISL) trunking.

Examples This example shows how to configure VLAN 3 as the default port to send all untagged traffic:
Swi tch(config-if)# switchport trunk native vlian 3

This example shows how to add VLANs 1, 2, 5, and 6 to the allowed list:
Switch(config-if)# switchport trunk allowed vlan add 1,2,5,6

This example shows how to remove VLANSs 3 and 10 to 15 from the pruning-eligible list:
Swi tch(config-if)# switchport trunk pruning vlan renpve 3,10-15

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfaces switchport Displays the administrative and operational status of a switching
(nonrouting) port.

switchport mode Configures the VLAN membership mode of a port.
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switchport voice vlan

Use the switchport voice vlan interface configuration command to configure voice VLAN on the port.
Use the no form of this command to return to the default setting.

switchport voice vlan {vlan-id | dot1p | none | untagged}

no switchport voice vlan

Syntax Description

Defaults

Command Modes

vlan-id VLAN used for voice traffic. Valid IDs are from 1 to 4094 when the
enhanced software image (El) isinstalled and 1 to 1001 when the standard
software image (Sl) isinstalled. Do not enter leading zeros.

dotlp The telephone uses priority tagging and uses VLAN 0 (the native VLAN).
By default, the Cisco | P phone forwards the voice traffic with an 802.1P
priority of 5.

none Thetelephoneisnot instructed through the CLI about the voice VLAN. The
telephone uses the configuration from the telephone key pad.

untagged Thetelephone does not tag frames and uses VLAN 4095. The default for the

telephone is untagged.

The switch default is not to automatically configure the telephone (none).
The telephone default is not to tag frames.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(9)EAL This command was first introduced.

You should configure voice VLAN on access ports.

If you enable port security on avoice VLAN port and if there is a PC connected to the IP phone, you
should set the maximum allowed secure addresses on the port to more than 1.

You cannot configure static secure MAC addresses in the voice VLAN.

The Port Fast feature is automatically enabled when voice VLAN is configured. When you disable voice
VLAN, the Port Fast feature is not automatically disabled.

[ 78-15304-01
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Examples This example shows how to configure VLAN 2 as the voice VLAN:
Swi tch(config-if)# switchport voice vlian 2

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description
show interfacesinterface-id switchport Displays the administrative and operational status of a
switching (nonrouting) port.

switchport priority extend Determines how the device connected to the specified port
handles priority traffic received on its incoming port.
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system mtu

Use the system mtu global configuration command to set the maximum packet size or maximum
transmission unit (MTU) sizefor the switch. Usethe no form of thiscommand to restore the global MTU
value to its original default value.

system mtu bytes

no system mtu

Syntax Description bytes Packet size in bytes. For valid values, see the “Usage Guidelines” section.
Defaults The default MTU size is 1500 bytes.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines This table lists the valid system MTU values for the switches:

Switch MTU size

Catalyst 2950G-12-El 1500 to 1530 bytes
Catalyst 2950G-24-El
Catalyst 2950G-24-EI-DC
Catalyst 2950G-48-El
Other Catalyst 2950 switches 1500 bytes
Catalyst 2955 switches 1500 bytes

The size of framesthat can be received by the switch CPU islimited to 1500 bytes, no matter what value
was entered with the system mtu command. Although frames that are forwarded or routed typically are
not received by the CPU, in some cases packets are sent to the CPU, such astraffic sent to control traffic,
Simple Network Management Protocol (SNMP), Telnet, or routing protocols.

If you enter avalue that is outside of the range for the switch, the value is not accepted.

Note  You cannot set the MTU on a per-interface basis.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Examples

This example shows how to set the maximum packet size to 1528 bytes:

Swi tch(config)# systemntu 1528

Switch(config)# exit

This example shows the response when you try to set a switch to an out-of-range number:
Swi tch(config)# systemntu 2000

N

% Invalid input detected at '~' marker.

You can verify your settings by entering the show system mtu privileged EXEC command.

Related Commands

Command Description

show system mtu Displays the maximum packet size set for the switch.

i Catalyst 2950 and Catalyst 2955 Switch Command Reference
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traceroute mac

Use the traceroute mac privileged EXEC command to display the Layer 2 path taken by the packets
from the specified source MAC address to the specified destination MAC address.

traceroute mac

tracetroute mac [interface interface-id] { source-mac-address} [interface interface-id]
{ destination-mac-address} [vlan vlian-id] [detail]

Syntax Description

Defaults

Command Modes

inter face interface-id

(Optional) Specify an interface on the source or destination switch.

source-mac-address

Specify the MAC address of the source switch in hexadecimal format.

destination-mac-address

Specify the MAC address of the destination switch in hexadecimal format.

vlan vlan-id

(Optional) Specify the VLAN on which to trace the Layer 2 path that the
packets take from the source switch to the destination switch. Valid VLAN
IDs are from 1 to 1005 when the standard software image (Sl) isinstalled
and 1 to 4094 when the enhanced software image (El) isinstalled . Do not
enter leading zeros.

detail

(Optional) Specify that detailed information appears.

There is no default.

Privileged EXEC

Command History

Usage Guidelines

Release

Modification

12.1(12c)EA1

This command was first introduced.

The Layer 2 traceroute feature is available on these switches:
« Catalyst 2950 switches running Release 12.1(12c)EAL or later
« Catalyst 2955 switches running Release 12.1(12c)EAL or later
« Catalyst 3550 switches running Release 12.1(12c)EAL or later
» Catalyst 4000 switches running Catalyst software Release 6.2 or later for the supervisor engine

» Catalyst 5000 switches running Catalyst software Release 6.1 or later the supervisor engine

» Catalyst 6000 switches running Catalyst software Release 6.1 or later the supervisor engine

For Layer 2 traceroute to functional properly, Cisco Discovery Protocol (CDP) must be enabled on all
the switches in the network. Do not disable CDP.

When the switch detects adevice in the Layer 2 path that does not support Layer 2 traceroute, the switch
continues to send Layer 2 trace queries and lets them time out.

The maximum number of hops identified in the path is ten.

[ 78-15304-01
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Examples

Layer 2 traceroute supports only unicast source and destination MAC addresses. If you specify a
multicast source or destination MAC address, the physical path is not identified, and an error message

appears.
Thetraceroute mac command output shows the Layer 2 path when the specified source and destination

addresses belong to the same VLAN. If you specify source and destination addresses that belong to
different VLANS, the Layer 2 path is not identified, and an error message appears.

If the source or destination MAC address belongs to multiple VLANS, you must specify the VLAN to
which both the source and destination MAC addresses belong. If the VLAN is not specified, the path is
not identified, and an error message appears.

The Layer 2 traceroute feature is not supported when multiple devices are attached to one port through
hubs (for example, multiple CDP neighbors are detected on a port). When more than one CDP neighbor
is detected on a port, the Layer 2 path is not identified, and an error message appears.

This feature is not supported in Token Ring VLANS.

This example shows how to display the Layer 2 path by specifying the source and destination MAC
addresses:

Swi t ch# traceroute nmac 0000. 0201. 0601 0000. 0201. 0201

Sour ce 0000. 0201. 0601 found on con6[ Ws- C2950G- 24-ElI] (2.2.6.6)
con6 (2.2.6.6) :Fa0/1 => Fa0O/3

con5 (2.2.5.5 ) Fa0/3 => G 0/1
conl (2.2.1.1 ) GO0/1=>G0/2
con2 (2.2.2.2 ) G 0/2 => Fa0/1

Desti nation 0000.0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpleted

This example shows how to display the Layer 2 path by using the detail keyword:

Swi tch# traceroute nmac 0000.0201. 0601 0000.0201. 0201 detai l
Sour ce 0000. 0201. 0601 found on con6[ Ws- C2950G- 24-ElI] (2.2.6.6)
con6 / W5-C2950G 24-El /| 2.2.6.6 :

Fa0/1 [auto, auto] => FaO/3 [auto, auto]
con5 / Ws-C2950G 24-El / 2.2.5.5 :

Fa0/3 [auto, auto] => G 0/1 [auto, auto]
conl / Ws-C3550-12G/ 2.2.1.1 :

G 0/1 [auto, auto] => G 0/2 [auto, auto]
con2 / W5-C3550-24 / 2.2.2.2 :

G 0/2 [auto, auto] => FaO/1 [auto, auto]
Desti nati on 0000. 0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpl eted.

This example shows how to display the Layer 2 path by specifying the interfaces on the source and
destination switches:

Swi tch# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000. 0201. 0201

Sour ce 0000. 0201. 0601 found on con6[ Ws- C2950G- 24-ElI] (2.2.6.6)

con6 (2.2.6.6) :Fa0/1 => Fa0O/3

con5 (2.2.5.5 ) Fa0/3 => G 0/1
conl (2.2.1.1 ) GO0/l =>G0/2
con2 (2.2.2.2 ) G 0/2 => Fa0/1

Desti nation 0000.0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpleted
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This example shows the Layer 2 path when the switch is not connected to the source switch:

Swi tch# traceroute nac 0000.0201. 0501 0000.0201. 0201 detail
Source not directly connected, tracing source .....
Sour ce 0000. 0201. 0501 found on con5[ Ws- C2950G 24-ElI] (2.2.5.5)
con5 / W5-C2950G 24-El / 2.2.5.5 :

Fa0/1 [auto, auto] => G 0/1 [auto, auto]
conl / Ws-C3550-12G/ 2.2.1.1 :

G 0/1 [auto, auto] => G 0/2 [auto, auto]
con2 / Ws-C3550-24 / 2.2.2.2 :

G 0/2 [auto, auto] => FaO/1 [auto, auto]
Desti nation 0000.0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpl eted.

This example shows the Layer 2 path when the switch cannot find the destination port for the source
MAC address:

Swi tch# traceroute nac 0000.0011.1111 0000.0201. 0201
Error: Source Mac address not found.
Layer2 trace aborted.

This example shows the Layer 2 path when the source and destination devices are in different VLANS:

Switch# traceroute nmac 0000.0201. 0601 0000. 0301. 0201
Error: Source and destination macs are on different vlans.
Layer2 trace aborted.

This example shows the Layer 2 path when the destination MAC address is a multicast address:
Swi t ch# traceroute nac 0000. 0201. 0601 0100. 0201. 0201
Invalid destination nmac address

This example shows the Layer 2 path when source and destination switches belong to multiple VLANS:

Swi tch# traceroute mac 0000. 0201. 0601 0000. 0201. 0201
Error: Mac found on multiple vlans.
Layer2 trace aborted.

Related Commands

Command Description

traceroutemacip  Displaysthe Layer 2 path taken by the packets from the specified source IP
address or hostname to the specified destination |P address or hostname.

[ 78-15304-01
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traceroute mac ip

Use the traceroute mac privileged EXEC command to display the Layer 2 path taken by the packets
from the specified source | P address or hosthame to the specified destination | P address or hostname.

tracetroute mac ip {source-ip-address | source-hostname} { destination-ip-address |
destination-hostname} [detail]

Syntax Description source-ip-address Specify the | P address of the source switch as a 32-bit quantity in
dotted-decimal format.
source-hostname Specify the | P hostname of the source switch.

destination-ip-address Specify the IP address of the destination switch as a 32-bit quantity in
dotted-decimal format.

destination-hostname Specify the | P hostname of the destination switch.
detail (Optional) Specify that detailed information appears.

Defaults There is no default.

Command Modes Privileged EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines The Layer 2 traceroute feature is available on these switches:
« Catalyst 2950 switches running Release 12.1(12c)EAL or later
« Catalyst 2955 switches running Release 12.1(12c)EAL or later
« Catalyst 3550 switches running Release 12.1(12c)EAL or later
» Catalyst 4000 switches running Catalyst software Release 6.2 or later for the supervisor engine
» Catalyst 5000 switches running Catalyst software Release 6.1 or later for the supervisor engine
» Catalyst 6000 switches running Catalyst software Release 6.1 or later for the supervisor engine

For Layer 2 traceroute to functional properly, Cisco Discovery Protocol (CDP) must be enabled on all
the switches in the network. Do not disable CDP.

When the switch detects an devicein the Layer 2 path that does not support Layer 2 traceroute, the switch
continues to send Layer 2 trace queries and lets them time out.

The maximum number of hops identified in the path is ten.
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Examples

traceroute macip WM

The traceroute mac ip command output shows the Layer 2 path when the specified source and
destination I1P addresses are in the same subnet. When you specify the | P addresses, the switch uses
Address Resol ution Protocol (ARP) to associate the | P addresses with the corresponding MAC addresses
and the VLAN IDs.

- If an ARPentry existsfor the specified | P address, the switch uses the associated MAC address and
identifies the physical path.

- If an ARP entry does not exist, the switch sends an ARP query and tries to resolve the IP address.
The IP addresses must be in the same subnet. If the |P address is not resolved, the path is not
identified, and an error message appears.

The Layer 2 traceroute feature is not supported when multiple devices are attached to one port through
hubs (for example, multiple CDP neighbors are detected on a port). When more than one CDP neighbor
is detected on a port, the Layer 2 path is not identified, and an error message appears.

This feature is not supported in Token Ring VLANS.

This example shows how to display the Layer 2 path by specifying the source and destination IP
addresses and by using the detail keyword:

Swi tch# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IPto mac .....
2.2.66.66 => 0000.0201. 0601
2.2.22.22 => 0000. 0201. 0201

Sour ce 0000. 0201. 0601 found on con6[ Ws- C2950G- 24-ElI] (2.2.6.6)
con6 / Ws-C2950G 24-El / 2.2.6.6 :
Fa0/1 [auto, auto] => FaO/3 [auto, auto]
con5 / W5-C2950G 24-El / 2.2.5.5 :
Fa0/3 [auto, auto] => G 0/1 [auto, auto]
conl / Ws-C3550-12G/ 2.2.1.1 :
G 0/1 [auto, auto] => G 0/2 [auto, auto]
con2 / Ws-C3550-24 / 2.2.2.2 :
G 0/2 [auto, auto] => FaO/1 [auto, auto]
Desti nati on 0000. 0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpl eted.

This example shows how to display the Layer 2 path by specifying the source and destination hostnames:

Swi tch# traceroute mac ip con6 con2
Translating IPto mac .....
2.2.66.66 => 0000.0201. 0601
2.2.22.22 => 0000.0201. 0201

Sour ce 0000. 0201. 0601 found on con6

con6 (2.2.6.6) :Fa0/1 => Fa0O/3

con5 (2.2.5.5 ) Fa0/3 => G 0/1
conl (2.2.1.1 ) G0/1 =>G0/2
con2 (2.2.2.2 ) G 0/2 => Fa0/1
Desti nation 0000.0201. 0201 found on con2

Layer 2 trace conpleted

This example shows the Layer 2 path when ARP cannot associate the source |P address with the
corresponding MAC address:
Swi tch# traceroute mac ip 2.2.66.66 2.2.77.77

Arp failed for destination 2.2.77.77.
Layer2 trace aborted.
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Related Commands  Command Description

traceroute mac Displays the Layer 2 path taken by the packets from the specified source MAC
address to the specified destination MAC address.
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udld (global configuration)

Usethe udld global configuration command to enable aggressive or normal mode in the UniDirectional
Link Detection (UDLD) and to set the configurable message timer. Use the no form of this command to
disable aggressive or normal mode UDLD on all fiber-optic ports.

udld {aggressive | enable | message time message-timer-interval}

no udld {aggressive | enable | message time}

Syntax Description

Defaults

Command Modes

aggressive Enable UDLD in aggressive mode on all fiber-optic interfaces.
enable Enable UDLD in normal mode on all fiber-optic interfaces.
message time Configure the period of time between UDLD probe messages on ports that

message-timer-interval  are in the advertisement phase and are determined to be bidirectional. The
range is from 7 to 90 seconds.

UDLD is disabled on all fiber-optic interfaces.
The message timer is set at 60 seconds.

Global configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The udld enable global configuration command was changed to udld

(global configuration).

Use the udld global configuration command to enable UDLD only on fiber-optic ports.

In normal mode, if UDLD isin the advertisement or in the detection phase and all the neighbor cache
entries are aged out, UDLD restarts the link-up sequence to resynchronize with any potentially
out-of-sync neighbors.

If you enabl e aggressive mode, when all the neighbors of aport have aged out either in the advertisement
or in the detection phase, UDLD restarts the link-up sequence to resynchronize with any potentially
out-of-sync neighbor. UDLD shuts down the port if, after the fast train of messages, the link stateis still
undetermined. Use aggressive mode on point-to-point links where no failure between two neighborsis
allowed. In this situation, UDLD probe packets can be considered as a heart beat whose presence
guarantees the health of the link. Conversely, the loss of the heart beat means that the link must be shut
down if it is not possible to re-establish a bidirectional link.

If you change the message time between probe packets, you are making a trade-off between the detection
speed and the CPU load. By decreasing the time, you can make the detection-response faster but increase
the load on the CPU.

This command affects fiber-optic interfaces only. Use the udld interface configuration command to
enable UDLD on other interface types.
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Examples This example shows how to enable UDLD on all fiber-optic interfaces:
Swi tch(config)# udld enabl e

You can verify your settings by entering the show udld privileged EXEC command.

Related Commands ~ Command Description

show running-config Displays the running configuration on the switch. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco | OS File M anagement
Commands > Configuration File Commands.

show udld Displays the UDLD status for all ports or the specified port.

udld (interface Enables UDLD on an individual interface or prevents a fiber-optic

configuration) interface from being enabled by the udld global configuration
command.

udld reset Resets any interface shut down by UDLD and permits traffic to again
pass through.
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udld (interface configuration)

Use the udld interface configuration command to enable UniDirectional Link Detection (UDLD) on an
individual interface or to prevent a fiber-optic interface from being enabled by the udld global
configuration command. Use the no form of this command to return to the udld global configuration
command setting or disable UDLD if entered on a nonfiber-optic port.

udld {aggressive | enable | disable}

no udld {aggressive | enable | disable}

Syntax Description

Defaults

Command Modes

aggressive Enable UDLD in aggressive mode on the specified interface.

disable Disable UDLD on the specified interface. This keyword applies only to
fiber-optic interfaces.

enable Enable UDLD in norma mode on the specified interface.

On fiber-optic interfaces, UDLD is not enabled, in aggressive mode, or disabled. For this reason,
fiber-optic interfaces enable UDL D according to the state of the udld enable or udld aggressive global
configuration command.

On nonfiber-optic interfaces, UDLD is disabled.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(6)EA2 The aggr essive keyword was added.

UDLD is supported on fiber- and copper-based Ethernet ports.

A UDLD-capable port cannot detect aunidirectional link if it is connected to a UDL D-incapable port of
another switch.

This setting overrides the global UDLD configuration on the switch.

In normal mode, if UDLD isin the advertisement or in the detection phase and all the neighbor cache
entries are aged out, UDLD restarts the link-up sequence to resynchronize with any potentially
out-of-sync neighbors.

If you enable aggressive mode, when all the neighbors of aport have aged out either in the advertisement
or in the detection phase, UDLD restarts the link-up sequence to resynchronize with any potentially
out-of-sync neighbor. UDL D shuts down the port if, after the fast train of messages, thelink state is still
undetermined. Use aggressive mode on point-to-point links where no failure between two neighborsis
allowed. In this situation, UDLD probe packets can be considered as a heart beat whose presence
guarantees the health of the link. Conversely, the loss of the heart beat means that the link must be shut
down if it is not possible to re-establish a bidirectional link.
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Use the no udld enable command on fiber-optic ports to return control of UDLD to the udld enable
global configuration command or to disable UDLD on nonfiber-optic ports.

Use the udld aggressive command on fiber-optic ports to override the settings of the udld enable or
udld aggressive global configuration command. Use the no form on fiber-optic ports to remove this
setting and to return control of UDLD enabling to the udld global configuration command or to disable
UDLD on nonfiber-optic ports.

The disable keyword is supported on fiber-optic ports only. Use the no form of this command to remove
this setting and to return control of UDLD to the udld global configuration command.

If the switch software detects a GBIC module change and the interface changes from fiber optic to
nonfiber optic or from nonfiber optic to fiber optic, all configurations are maintained.

Examples This example shows how to enable UDLD on an interface:
Switch(config)# interface fastethernet0/2
Swi tch(config-if)# udld enable
This example shows how to disable UDLD on a fiber-optic interface despite the setting of the udld
global configuration command:
Swi tch(config)# interface gigabitethernet0/2
Swi tch(config-if)# udld disable

You can verify your settings by entering the show running-config or show udld privileged EXEC
command.

Related Commands ~ Command Description

show running-config Displays the running configuration on the switch. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco | OSFile
Management Commands > Configuration File Commands.

show udld Displays UDLD status for all ports or the specified port.

udld (global configuration) Enables UDLD on all fiber-optic ports on the switch.

udld reset Resets all interfaces shut down by UDLD and permits traffic to
again pass through.
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udld reset

Syntax Description

Command Modes

udld reset

Use the udld reset privileged EXEC command to reset all interfaces shut down by UniDirectional Link
Detection (UDLD) and to permit traffic to again pass through. Other features, such as spanning tree, Port
Aggregation Protocol (PAgP), and Dynamic Trunking Protocol (DTP), still have their normal effects, if
enabled.

udld reset

This command has no keywords or arguments.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification
12.0(5.2)WC(1) This command was first introduced.

If the interface configurationis still enabled for UDLD, these ports begin to run UDLD again and might
shut down for the same reason if the problem has not been corrected.

This example shows how to reset al interfaces that have been shut down by UDLD:

Switch# udld reset
1 ports shutdown by UDLD were reset.

You can verify your settings by entering the show udld privileged EXEC command.

Related Commands

Command Description

show running-config Displays the running configuration on the switch. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco |IOSFile
M anagement Commands > Configuration File Commands.

show udld Displays UDLD status for all ports or the specified port.

udld (global configuration) Enables UDLD on all fiber-optic ports on the switch.

udld (interface configuration)  EnablesUDLD onanindividual interface or preventsafiber-optic
interface from being enabled by the udld global configuration
command.
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vlan (global configuration)

Usethevlan global configuration command to add aVLAN and enter the config-vlan mode. Use the no
form of thiscommand to deletethe VLAN. Configuration information for normal-range VLANs (VLAN
IDs 1 to 1005) is always saved in the VLAN database. When VLAN Trunking Protocol (VTP) modeis
transparent, you can create extended-range VLANSs (VLAN IDs greater than 1005), and the VTP mode
and domain name and the VLAN configuration are saved in the switch running configuration file. You
can save configurations in the switch startup configuration file by entering the copy running-config
startup-config privileged EXEC command.

vlan vlan-id

no vlan vlan-id

Syntax Description  vlan-id ID of the VLAN to be added and configured. For vian-id, therangeis 1 to 4094 when
the enhanced software image (El) isinstalled and 1 to 1005 when the standard
software image (SI) isinstalled; do not enter leading zeros. You can enter asingle
VLAN ID, aseries of VLAN IDs separated by commas, or arange of VLAN IDs

separated by hyphens.
Defaults This command has no default settings.
Command Modes Global configuration
Command History Release Modification
12.1(9)EAL This command was first introduced.
12.1(11)EAL The remote-span configuration command was added.

Usage Guidelines You must use thevlan vian-id global configuration command to add extended-range VLANs(VLAN IDs
1006 to 4094). Before configuring VLANS in the extended range, you must use the vtp transparent
global configuration or VLAN configuration command to put the switch in VTP transparent mode.
Extended-range VLANsare not learned by VTP and are not added to the VL AN database, but when VTP
mode istransparent, VTP mode and domain name and all VLAN configurations are saved in the running
configuration, and you can save them in the switch startup configuration file.
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Note

vlan (global configuration)

When you savethe VLAN and VTP configurationsin the startup configuration file and reboot the switch,
the configuration is determined in these ways:

If both the VLAN database and the configuration file show the VTP mode as transparent and the
VTP domain names match, the VLAN database isignored. The VTP and VLAN configurations in
the startup configuration file are used. The VLAN database revision number remains unchanged in
the VLAN database.

If the VTP mode is server, or if the startup VTP mode or domain names do not match the VLAN
database, the VTP mode and the VLAN configuration for the first 1005 VLANs use the VLAN
database information.

If theimage on the switch or the configuration fileisearlier than |OSrelease 12.1(9)EAL, the switch
reboots with information in the VLAN database.

If youtry to create an extended-range VLAN when the switchisnot in VTP transparent mode, the VLAN
is rejected, and you receive an error message.

If you enter an invalid VLAN ID, you receive an error message and do not enter config-vlan mode.

Entering the vlan command with a VLAN ID enables config-vlan mode. When you enter the VLAN 1D
of an existing VLAN, you do not create a new VLAN, but you can modify VLAN parameters for that

VLAN. The specified VLANSs are added or modified when you exit the config-vlan mode. Only the

shutdown command (for VLANSs 1 to 1005) takes effect immediately.

These configuration commands are availablein config-vlan mode. The no form of each command returns
the characteristic to its default state.

Although all commands are visible, the only config-vlan command supported on extended-range VLANS

is mtu mtu-size. For extended-range VLANS, al other characteristics must remain at the default state.

are are-number: defines the maximum number of all-routes explorer (ARE) hops for this VLAN.
This keyword applies only to TrCRF VLANS. Valid values are from 0 to 13. The default is 7. If no
value is entered, O is assumed to be the maximum.

backupcrf: specifies the backup CRF mode. This keyword applies only to TrCRF VLANS.
— enable backup CRF mode for this VLAN.
— disable backup CRF mode for this VLAN (the default).

bridge {bridge-number| type}: specifies the logical distributed source-routing bridge, the bridge
that interconnects all logical rings having this VLAN as a parent VLAN in FDDI-NET, Token
Ring-NET, and TrBRF VLANSs. Valid bridge numbers are from 0 to 15. The default bridge number
is 0 (no source-routing bridge) for FDDI-NET, TrBRF, and Token Ring-NET VLANS. The type
keyword applies only to TrCRF VLANSs and is one of these:

— srb (source-route bridging)
— srt (source-route transparent) bridging VLAN

exit: applies changes, incrementsthe VLAN database revision number (VLANs 1 to 1005 only), and
exits config-vlan mode.
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- media: definesthe VLAN mediatype. See Table 2-22 for valid commands and syntax for different
media types.

N
Note  The switch supports only Ethernet ports. You configure only FDDI and Token Ring media-specific

characteristics for VLAN Trunking Protocol (VTP) global advertisements to other switches. These
VLANSs are locally suspended.

— ethernet is Ethernet media type (the default).
— fddi is FDDI mediatype.
— fd-net is FDDI network entity title (NET) mediatype.

— tokenring is Token Ring mediatypeif the VTP v2 modeis disabled, or TrCRF if the VTP
version 2 (v) mode is enabled.

— tr-net is Token Ring network entity title (NET) mediatype if the VTP v2 mode is disabled or
TrBRF mediatype if the VTP v2 mode is enabled.

e mtu mtu-size: specifies the maximum transmission unit (MTU) (packet size in bytes). Valid values
are from 1500 to 18190. The default is 1500 bytes.

- namevlan-name: namestheVLAN with an ASCII string from 1 to 32 characters that must be unique
within the administrative domain. The default is VLANxxxx where xxxx represents four numeric
digits (including leading zeros) equal to the VLAN ID number.

« no: negates acommand or returns it to the default setting.

- parent parent-vlan-id: specifies the parent VLAN of an existing FDDI, Token Ring, or TrCRF
VLAN. This parameter identifies the TrBRF to which a TrCRF belongs and is required when
defining a TrCRF. Valid values are from 0 to 1005. The default parent VLAN ID is 0 (no parent
VLAN) for FDDI and Token Ring VLANS. For both Token Ring and TrCRF VLANS, the parent
VLAN ID must already exist in the database and be associated with a Token Ring-NET or TrBRF
VLAN.

- remote-span: adds the Remote SPAN (RSPAN) trait to the VLAN. When the RSPAN trait is added
to an existing VLAN, the VLAN isfirst removed and then recreated with the RSPAN trait. Any
access portsare deactivated until the RSPAN trait isremoved. The new RSPAN VLAN ispropagated
viaVTP for VLAN-IDs less than 1005. This command is available only if your switch is running
the El.

- ringring-number: definesthelogical ring for an FDDI, Token Ring, or TrTCRF VLAN. Valid values
are from 1 to 4095. The default for Token Ring VLANsis 0. For FDDI VLANS, thereis no default.

- said said-value: specifiesthe security association identifier (SAID) as documented in |EEE 802.10.
Thevalueisaninteger from 1 to 4294967294 that must be unique within the administrative domain.
The default value is 100000 plus the VLAN ID number.

» shutdown: shuts down VLAN switching on the VLAN. This command takes effect immediately.
Other commands take effect when you exit config-vian mode.

- state: specifiesthe VLAN state:
— active meansthe VLAN is operational (the default).
— suspend means the VLAN is suspended. Suspended VLANS do not pass packets.

» ste ste-number: defines the maximum number of spanning-tree explorer (STE) hops. This keyword
applies only to TrCRF VLANS. Valid values are from 0 to 13. The default is 7.
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- stp type: defines the spanning-tree type for FDDI-NET, Token Ring-NET, or TrBRF VLANS. For
FDDI-NET VLANS, the default STP type isieee. For Token Ring-NET VLANS, the default STP
typeisibm. For FDDI and Token Ring VLANS, the default is no type specified.

— ieeefor IEEE Ethernet STP running source-route transparent (SRT) bridging.

— ibm for IBM STP running source-route bridging (SRB).

— auto for STP running a combination of source-route transparent bridging (IEEE) and
source-route bridging (IBM).

- tb-vlanl tb-vlanl-id and tb-vlan2 th-vlan2-id: specifies the first and second VLAN to which this
VLAN istranslationally bridged. Translational VLANSs translate FDDI or Token Ring to Ethernet,
for example. Valid values are from 0 to 1005. If no value is specified, O (no transitional bridging) is

assumed.

Table 2-22 Valid Commands and Syntax for Different Media Types

Media Type Valid Syntax

Ethernet name vlan-name, media ether net, state { suspend | active}, said said-value, mtu
mtu-size, remote-span, tb-vlanl tb-vlanl-id, tb-vlian2 tb-vlan2-id

FDDI name vlan-name, media fddi, state { suspend | active}, said said-value,
mtu mtu-size, ring ring-number, parent parent-vlan-id, tb-vliani tb-viani-id,
tb-vlan2 tb-vian2-id

FDDI-NET name vlan-name, media fd-net, state { suspend | active}, said said-value, mtu
mtu-size, bridge bridge-number, stp type{ieee|ibm | auto}, tb-vlanltb-vlanl-id,
tb-vlan2 tb-vlan2-id
If VTP v2 mode is disabled, do not set the stp type to auto.

Token Ring VTP v1 modeis enabled.
name vlan-name, media tokenring, state { suspend | active}, said said-value,
mtu mtu-size, ring ring-number, parent parent-vlan-id, tb-vliani tb-viani-id,
tb-vlan2 tb-vian2-id

Token Ring VTP v2 mode is enabled.

colncefntrattqr name vlan-name, media tokenring, state { suspend | active}, said said-value,

E‘?’?C):/RIL:J;]C on mtu mtu-size, ring ring-number, parent parent-vian-id, bridge type {srb | srt},

are are-number, ste ste-number, backupcrf { enable | disable},
tb-vlanl tb-vlanl-id, tb-vlian2 tb-vlan2-id

Token Ring-NET

VTP v1 modeis enabled.

name vlan-name, media tr-net, state { suspend | active}, said said-value,

mtu mtu-size, bridge bridge-number, stp type{ieee|ibm}, tb-vlanl th-viani-id,
tb-vlan2 tb-vian2-id

Token Ring
bridge relay
function (TrBRF)

VTP v2 mode is enabled.

name vlan-name, media tr-net, state { suspend | active}, said said-value,
mtu mtu-size, bridge bridge-number, stp type {ieee | ibm | auto},
tb-vlanl tb-vlanl-id, tb-vlian2 tb-vlan2-id
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Table 2-23 describes the rules for configuring VLANS.

Table 2-23 VLAN Configuration Rules

Configuration

Rule

VTP v2 modeis enabled, and you
are configuring a TrCRF VLAN
media type.

Specify aparent VLAN ID of a TrBRF that already exists in the
database.

Specify aring number. Do not leave thisfield blank.

Specify unique ring numbers when TrCRF VLANS have the same
parent VLAN ID. Only one backup concentrator relay function
(CRF) can be enabled.

VTP v2 modeisenabled, and you
areconfiguring VLANsother than
TrCRF mediatype.

Do not specify a backup CRF.

VTP v2 modeisenabled, and you
are configuring a TrBRF VLAN
media type.

Specify a bridge number. Do not leave thisfield blank.

VTP v1 mode is enabled.

No VLAN can have an STP type set to auto.

Thisrule applies to Ethernet, FDDI, FDDI-NET, Token Ring, and
Token Ring-NET VLANS.

Add aVLAN that requires
translational bridging (values are
not set to zero).

The translational bridging VLAN IDs that are used must already
exist in the database.

The translational bridging VLAN IDs that a configuration points
to must also contain a pointer to the original VLAN in one of the
translational bridging parameters (for example, Ethernet pointsto
FDDI, and FDDI points to Ethernet).

The translational bridging VLAN IDs that a configuration points
to must be different media types than the original VLAN (for
example, Ethernet can point to Token Ring).

If both translational bridging VLAN IDs are configured, these
VLANSs must be different media types (for example, Ethernet can
point to FDDI and Token Ring).

This example shows how to add an Ethernet VLAN with default media characteristics. The default
includes avlan-name of VLANXxxx, where xxxx represents four numeric digits (including leading zeros)
equal to the VLAN ID number. The default media option is ether net; the state option is active. The
default said-value variable is 100000 plus the VLAN ID; the mtu-size variable is 1500; the stp-type
option isieee. When you enter the exit config-vlan configuration command, the VLAN isadded if it did
not already exist; otherwise, this command does nothing.

This example shows how to create anew VLAN with all default characteristics and enter config-vlan

mode:

Swi tch(config)# vlan 200
Swi tch(config-vlan)# exit
Switch(config)#
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This example shows how to create a new extended-range VLAN (when the El is installed) with all the
default characteristics, to enter config-vlan mode, and to save the new VLAN in the switch startup
configuration file:

Swi tch(config)# vtp node transparent

Swi tch(config)# vlan 2000

Swi t ch(config-vlan)# end

Swi t ch# copy running-config startup config

You can verify your setting by entering the show vlan privileged EXEC command.

Related Commands

Command Description

show running-config vlan Displays all or arange of VLAN-related configurations on the switch.

show vlan Displays the parameters for all configured VLANSs or one VLAN (if the
VLAN ID or name is specified) in the administrative domain.

vlan (VLAN Configures normal-range VLANs in the VLAN database.

configuration)
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Usethevlan VLAN configuration command to configure VLAN characteristics for a normal-range
VLAN (VLAN IDs1to 1005) inthe VLAN database. You access VLAN configuration mode by entering
the vlan database privileged EXEC command. Use the no form of this command without additional
parametersto deleteaVLAN. Use the no form with parameters to change its configured characteristics.

vlan vlan-id [are are-number] [backupcrf {enable | disable}] [bridge bridge-number |
type {srb | srt}] [media {ethernet | fddi | fdi-net | tokenring | tr-net}] [mtu mtu-size]
[name vlan-name] [parent parent-vian-id] [ring ring-number] [said said-value]
[state {suspend | active}] [ste ste-number] [stp type {ieee|ibm | auto}]
[tb-vlanl tb-vianl-id] [tb-vlan2 tb-vlian2-id]

no vlan vlan-id [are are-number] [backupcrf {enable | disable}] [bridge bridge-number |
type {srb | srt}] [media {ethernet | fddi | fdi-net | tokenring | tr-net}] [mtu mtu-size]
[name vlan-name] [parent parent-vian-id] [ring ring-number] [said said-value]
[state {suspend | active}] [ste ste-number] [stp type {ieee|ibm | auto}]
[tb-vlanl tb-vianl-id] [tb-vlan2 tb-vlian2-id]

Extended-range VLANS (with VLAN IDs from 1006 to 4094) cannot be added or modified by using
these commands. To add extended-range VLANS, use the vlan (global configuration) command to
enter config-vlan mode.

N

Note  The switch supports only Ethernet ports. You configure only FDDI and Token Ring media-specific
characteristics for VLAN Trunking Protocol (VTP) global advertisements to other switches. These

VLANSs are locally suspended.

Syntax Description vlan-id ID of the configured VLAN. Valid IDs are from 1 to 1005 and must be
unique within the administrative domain. Do not enter leading zeros.
are are-number (Optional) Specify the maximum number of all-routes explorer (ARE)

hops for this VLAN. This keyword applies only to TrCRF VLANS.
Valid values are from 0 to 13. If no valueis entered, 0 is assumed to be

the maximum.

backupcrf{enable|disable} (Optional) Specify the backup CRF mode. This keyword applies only
to TrCRF VLANSs.

» enable backup CRF mode for this VLAN.
- disable backup CRF mode for this VLAN.

bridge bridge-number| (Optional) Specify the logical distributed source-routing bridge, the
type{srb|srt} bridgethat interconnectsall logical ringshaving thisVLAN asaparent
VLAN in FDDI-NET, Token Ring-NET, and TrBRF VLANS.

Valid bridge numbers are from 0O to 15.

The type keyword applies only to TrCRF VLANSs and is one of these:
« srb (source-route bridging)
- srt (source-route transparent) bridging VLAN
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media { ethernet | fddi |
fd-net | tokenring | tr-net}

(Optional) Specify the VLAN mediatype. Table 2-24 lists the valid
syntax for each media type.

- ethernet is Ethernet media type (the default).
- fddi is FDDI mediatype.
- fd-net is FDDI network entity title (NET) media type.

- tokenring is Token Ring mediatype if the VTP v2 modeis
disabled, or TrCRF if the VTP v2 mode is enabled.

- tr-net is Token Ring network entity title (NET) mediatypeif the
VTPv2 modeisdisabled or TrBRF mediatypeif the VTP v2 mode
is enabled.

mtu mtu-size

(Optional) Specify the maximum transmission unit (M TU) (packet size
in bytes). Valid values are from 1500 to 18190.

name vlan-name

(Optional) Specify the VLAN name, an ASCII string from 1 to 32
characters that must be unique within the administrative domain.

parent parent-vlan-id

(Optional) Specify the parent VLAN of an existing FDDI, Token Ring,
or TrCRF VLAN. This parameter identifies the TrBRF to which a
TrCRF belongs and is required when defining a TrCRF. Valid values
are from 0O to 1005.

ring ring-number

(Optional) Specify thelogical ring for an FDDI, Token Ring, or TrCRF
VLAN. Valid values are from 1 to 4095.

said said-value

(Optional) Enter the security association identifier (SAID) as
documented in |EEE 802.10. The value is an integer from 1 to
4294967294 that must be unique within the administrative domain.

state {suspend | active}

(Optional) Specify the VLAN state:
- |If active, the VLAN is operational.

- If suspend, the VLAN is suspended. Suspended VLANS do not
pass packets.

ste ste-number

(Optional) Specify the maximum number of spanning-tree explorer
(STE) hops. Thiskeyword appliesonly to TrCRF VLANSs. Valid values
are from 0 to 13.

stp type{ieee | ibm | auto}

(Optional) Specify the spanning-tree type for FDDI-NET, Token
Ring-NET, or TrBRF VLAN.

- ieeefor |EEE Ethernet STP running source-route transparent
(SRT) bridging.

- ibm for IBM STP running source-route bridging (SRB).

- auto for STP running a combination of source-route transparent
bridging (IEEE) and source-route bridging (IBM).

tb-vlanl tb-vlanl-id
and tb-vlan2 th-vian2-id

(Optional) Specify the first and second VLAN to which this VLAN is
tranglationally bridged. Translational VLANstranslate FDDI or Token
Ring to Ethernet, for example. Valid values are from 0 to 1005. Zero is
assumed if no value is specified.
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Table 2-24 shows the valid syntax options for different media types.

Table 2-24 Valid Syntax for Different Media Types

Media Type Valid Syntax

Ethernet vlan vlan-id [name vlan-name] media ethernet [state { suspend | active} ]
[said said-value] [mtu mtu-size] [tb-vlianl tb-vlanl-id] [tb-vlan2 tb-vian2-id]

FDDI vlan vlan-id [name vlan-name] media fddi [state {suspend | active}]

[said said-value] [mtu mtu-size] [ring ring-number] [parent parent-vian-id]
[tb-vlanl tb-vlanl-id] [tb-vlan2 th-vian2-id]

FDDI-NET vlan vlan-id [name vlan-name] media fd-net [state { suspend | active} ]
[said said-value] [mtu mtu-size] [bridge bridge-number]
[stp type{ieee|ibm | auto}] [tb-vlanl th-vlanl-id] [tb-vlan2 tb-vian2-id]

If VTP v2 mode is disabled, do not set the stp type to auto.
Token Ring VTP v1 modeis enabled.

vlan vlan-id [name vlan-name] media tokenring [state {suspend | active}]
[said said-value] [mtu mtu-size] [ring ring-number] [parent parent-vlian-id]
[tb-vlanl tb-vlanl-id] [tb-vlan2 tb-vlan2-id]

Token Ring VTP v2 modeis enabled.
concentrator
relay function
(TrCRF)

vlan vlan-id [name vlan-name] media tokenring [state { suspend | active}]

[said said-value] [mtu mtu-size] [ring ring-number] [parent parent-vian-id]
[bridgetype{srb | srt}] [are are-number] [ste ste-number]

[backupcrf {enable | disable}] [tb-vlanl th-vianl-id] [tb-vlan2 tb-vlan2-id]

Token Ring-NET |VTP v1 modeis enabled.
vlan vlan-id [name vlan-name] media tr-net [state { suspend | active}]

[said said-value] [mtu mtu-size] [bridge bridge-number]
[stp type {ieee | ibm}] [tb-vlanl tb-vlan1-id] [tb-vlan2 tb-vian2-id]

Token Ring VTP v2 modeis enabled.
bridge relay
function (TrBRF)

vlan vlan-id [name vlan-name] media tr-net [state { suspend | active}]
[said said-value] [mtu mtu-size] [bridge bridge-number]
[stp type{ieee|ibm | auto}] [tb-vlanl thb-vlanl-id] [tb-vlan2 tb-vian2-id]

Table 2-25 describes the rules for configuring VLANS.

Table 2-25 VLAN Configuration Rules

Configuration Rule

VTP v2 modeisenabled, and you |Specify aparent VLAN ID of a TrBRF that already existsin the
are configuring a TrCRF VLAN | database.
media type.

Specify aring number. Do not leave this field blank.

Specify unique ring numbers when TrCRF VLANS have the same
parent VLAN ID. Only one backup concentrator relay function
(CRF) can be enabled.

VTP v2 modeisenabled, and you |Do not specify a backup CRF.
are configuring VLANsother than
TrCRF mediatype.
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Table 2-25 VLAN Configuration Rules (continued)

Configuration Rule

VTP v2 modeisenabled, and you |Specify abridge number. Do not leave thisfield blank.
are configuring a TrBRF VLAN
mediatype.

VTP v1 modeis enabled. No VLAN can have an STP type set to auto.

Thisrule applies to Ethernet, FDDI, FDDI-NET, Token Ring, and
Token Ring-NET VLANS.

Add aVLAN that requires The translational bridging VLAN IDs that are used must already
translational bridging (values are |exist in the database.

not set to zero). The translational bridging VLAN IDs that a configuration points
to must also contain a pointer to the original VLAN in one of the
translational bridging parameters (for example, Ethernet points to
FDDI, and FDDI points to Ethernet).

The translational bridging VLAN IDs that a configuration points
to must be different media types than the original VLAN (for
example, Ethernet can point to Token Ring).

If both translational bridging VLAN |Ds are configured, these
VLANSs must be different media types (for example, Ethernet can
point to FDDI and Token Ring).

Defaults The ARE valueis?7.
Backup CRF is disabled.
The bridge number is 0 (no source-routing bridge) for FDDI-NET, TrBRF, and Token Ring-NET
VLANS.
The media type is ethernet.
The default mtu size is 1500 bytes.
The vlan-name variable is VLANxxxx, where xxxx represents four numeric digits (including leading
zeros) equal to the VLAN 1D number.
The parent VLAN ID is 0 (no parent VLAN) for FDDI and Token Ring VLANS. For TrCRF VLANS,
you must specify a parent VLAN ID. For both Token Ring and TrCRF VLANS, the parent VLAN ID
must already exist in the database and be associated with a Token Ring-NET or TrBRF VLAN.
The ring number for Token Ring VLANsis 0. For FDDI VLANS, there is no default.
The said value is 100000 plus the VLAN ID.
The state is active.
The STE valueis?7.
The STP typeisieeefor FDDI-NET and ibm for Token Ring-NET VLANS. For FDDI and Token Ring
VLANS, the default is no type specified.
The tb-vlanl-id and thb-vlan2-id variables are zero (no translational bridging).
Catalyst 2950 and Catalyst 2955 Switch Command Reference
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Command Modes VLAN configuration

Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.

Usage Guidelines You can only use this command mode for configuring normal-range VLANS, that is, VLAN IDs 1 to

1005.

)

Note  To configure extended-range VLANSs (VLAN IDs 1006 to 4094), use the vlan global configuration
command.

VLAN configuration is always saved in the VLAN database. If VTP modeis transparent, it is also saved
in the switch running configuration file, along with the VTP mode and domain name. You can then save
it in the switch startup configuration file by using the copy running-config startup-config privileged
EXEC command.

When you save VLAN and VTP configuration in the startup configuration file and reboot the switch, the
configuration is determined in these ways:

« If both the VLAN database and the configuration file show the VTP mode as transparent and the
VTP domain names match, the VLAN database isignored. The VTP and VLAN configurationsin
the startup configuration file are used. The VLAN database revision number remains unchanged in
the VLAN database.

- If the VTP modeis server, or if the startup VTP mode or domain names do not match the VLAN
database, the VTP mode and the VLAN configuration for the first 1005 VLANsuse VLAN database
information.

« If theimage on the switch or the configuration fileis earlier than |OSrelease 12.1(9)EA 1, the switch
reboots with information in the VLAN database.

The following are the results of using the no vlan commands:

» Whentheno vlan vlan-id form isused, the VLAN is deleted. Deleting VLANs automatically resets
to zero any other parent VLANSs and translational bridging parameters that refer to the deleted
VLAN.

« When theno vlan vlan-id bridge form is used, the VLAN source-routing bridge number returns to
the default (0). Thevlan vlan-id bridge command isused only for FDDI-NET and Token Ring-NET
VLANsand isignored in other VLAN types.

» When the no vlan vlan-id media form is used, the media type returns to the default (ether net).
Changing the VLAN mediatype (including the no form) resetsthe VLAN MTU to the default MTU
for thetype (unlessthe mtu keyword is also present in the command). It also resetsthe VLAN parent
and translational bridging VLAN to the default (unless the parent, th-vlanl, or th-vlan2 are also
present in the command).

» Whenthenovlan vlan-id mtu formisused, the VLAN MTU returnsto the default for the applicable
VLAN mediatype. You can aso modify the MTU using the media keyword.

« When the no vlan vlan-id name vlan-name form is used, the VLAN name returns to the default
name (VLANxxxx, where xxxx represent four numeric digits [including leading zeros] equal to the
VLAN ID number).
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- When the no vlan vlan-id parent form is used, the parent VLAN returns to the default (0). The
parent VLAN resets to the default if the parent VLAN is deleted or if the media keyword changes
the VLAN type or the VLAN type of the parent VLAN.

« When the no vlan vlan-id ring form is used, the VLAN logica ring number returns to the default
(0).

«  When the no vlan vlan-id said form is used, the VLAN SAID returns to the default (100,000 plus
the VLAN ID).

« When the no vlan vlan-id state form is used, the VLAN state returns to the default (active).

» Whentheno vlan vlan-id stp type formisused, the VLAN spanning-tree type returnsto the default
(ieee).

« When the no vlan vlan-id tb-vlanl or no vlan vlan-id tb-vlan2 form is used, the VLAN
translational bridge VLAN (or VLANS, if applicable) returnsto the default (0). Translational bridge
VLANSs must be a different VLAN type than the affected VLAN, and if two are specified, the two
must be different VLAN types from each other. A translational bridge VLAN resetsto the default if
the translational bridge VLAN is deleted, if the media keyword changes the VLAN type, or if the
media keyword changes the VLAN type of the corresponding translation bridge VLAN.

This example shows how to add an Ethernet VLAN with default media characteristics. The default
includes avlan-name of VLANXxxx, where xxxx represents four numeric digits (including leading zeros)
equal to the VLAN ID number. The default media option is ether net; the state option is active. The
default said-value variable is 100000 plus the VLAN ID; the mtu-size variable is 1500; the stp-type
option is ieee. When you enter the exit or apply vlan configuration command, the VLAN is added if it
did not already exist; otherwise, this command does nothing.
Switch(vlan)# vlan 2
VLAN 2 added:

Nanme: VLANO0O2
Switch(vlan)# exit
APPLY conpl et ed.
Exiting....

This example shows how to modify an existing VLAN by changing its name and MTU size:

Swi tch(vl an)# no vl an nane engi neering ntu 1200

You can verify your settings by entering the show vlan privileged EXEC command.

Related Commands

Command Description

show vlan Displaysthe parametersfor all configured VLANsor one VLAN (if the VLAN
ID or name is specified) in the administrative domain.

vlan (global Enters config-vlan mode for configuring normal-range and extended-range

configuration) VLANS.
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vlan database

Note

Syntax Description

Defaults

Command Modes

Usethevlan database privileged EXEC command to enter VLAN configuration mode. From this mode,
you can add, delete, and modify VLAN configurations for normal-range VLANs and globally propagate
these changes by using the VLAN Trunking Protocol (VTP). Configuration information is saved in the
VLAN database.

vlan database

VLAN configuration modeis only valid for VLAN IDs 1 to 1005.

This command has no arguments or keywords.

No default is defined.

Privileged EXEC

Command History

Usage Guidelines

Note

Release Modification
12.0(5.2)WC(1) This command was first introduced.

You can use the VLAN database configuration commands to configure VLANSs 1 to 1005. To configure
extended-range VLANSs (VLAN IDs 1006 to 4094) (when the enhanced softwareimage (El) isinstalled),
usethevlan (global configuration) command to enter config-vlan mode. You can also configure VLAN
IDs 1 to 1005 by using the vlan global configuration command.

To return to the privileged EXEC mode from the VLAN configuration mode, enter the exit command.

This command mode is different from other modes because it is session-oriented. When you add, del ete,
or modify VLAN parameters, the changes are not applied until you exit the session by entering the apply
or exit command. When the changes are applied, the VTP configuration version isincremented. You can
also not apply the changes to the VTP database by entering abort.

Onceyou arein VLAN configuration mode, you can access the VLAN database and make changes by
using these commands;

« vlan: accesses subcommands to add, delete, or modify values associated with asingle VLAN. For
more information, see the vlan (VL AN configuration) command.

» Vvtp: accesses subcommandsto perform VTP administrative functions. For moreinformation, seethe
vtp (VLAN configuration) command.
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Examples

vlan database W

When you have modified VLAN or VTP parameters, you can use these editing buffer manipulation
commands:

abort: exits the mode without applying the changes. The VLAN configuration that was running
before you entered VLAN configuration mode continues to be used.

apply: applies current changes to the VLAN database, increments the database configuration
revision number, propagates it throughout the administrative domain, and remainsin VLAN
configuration mode.

A

Note  You cannot use this command when the switch isin VTP client mode.

exit: appliesall configuration changesto the VLAN database, increments the database configuration
number, propagates it throughout the administrative domain, and returnsto privileged EXEC mode.

no: negates a command or set its defaults; valid values are vlian and vtp.

reset: abandons proposed changes to the VLAN database, resets the proposed database to the
implemented VLAN database on the switch, and remainsin VLAN configuration mode.

show: displays VLAN database information.

show changes[vlan-id]: displaysthe differences between the VLAN database on the switch and the
proposed VLAN database for all normal-range VLAN IDs (1 to 1005) or the specified VLAN ID (1
to 1005).

show current [vlan-id]: displaysthe VLAN database on the switch or on a selected VLAN (1 to
1005).

show proposed [vlan-id]: displays the proposed VLAN database or a selected VLAN (1 to 1005)
from the proposed database. The proposed VLAN database is not the running configuration until
you use the exit or apply VLAN configuration command.

You can verify that VLAN database changes have been made or aborted by using the show vlan
privileged EXEC command. This output is different from the show VLAN database configuration
command output.

This example shows how to enter the VLAN configuration mode from the privileged EXEC mode and
to display VLAN database information:
Swi t ch# vl an dat abase

Swi tch(vl an)# show
Name: defaul t

Medi a Type: Ethernet

VLAN 802.10 Id: 100001

State: Operational

MTU: 1500

Transl ational Bridged VLAN: 1002
Transl ational Bridged VLAN: 1003

Name: VLANOO0O2

Medi a Type: Ethernet
VLAN 802.10 Id: 100002
State: Operational

MrU: 1500

Narme: fddi-default

Medi a Type: FDDI
VLAN 802.10 Id: 101002
State: Operational

[ 78-15304-01
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MIU. 1500
Bri dge Type: SRB
Ri ng Nunber: 0
Transl ati onal
Transl ati onal

Bridged VLAN: 1
Bridged VLAN: 1003

<out put truncated>

Thisis an example of output from the show changes command:
Swi t ch(vl an)# show changes

DELETED:

Narme: VLANOO0O4
Medi a Type: Ethernet
VLAN 802.10 1d: 100004
State: Operational
MTU:. 1500

DELETED:

Name: VLANOOO6
Medi a Type: Ethernet
VLAN 802.10 Id: 100006
State: Operational
MrU: 1500

MODI Fl ED:

Current State: Operational
Modi fied State: Suspended

This example shows how to display the differences between VLAN 7 in the current database and the
proposed database.

Swi t ch(vl an)# show changes 7

MODI Fl ED:
Current State: Operational
Modi fied State: Suspended

Thisis an example of output from the show current 20 command. It displays only VLAN 20 of the
current database.

Swi tch(vl an)# show current 20
Nare: VLANO020

Medi a Type: Ethernet
VLAN 802.10 Id: 100020
State: Operational
MIU: 1500
Related Commands ~ Command Description
show vlan Displays the parameters for all configured VLANSs in the administrative domain.

shutdown vlan

Shuts down (suspends) local traffic on the specified VLAN.

vlan (global
configuration)

Enters config-vlan mode for configuring normal-range and extended-range
VLANS.
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vmps reconfirm (global configuration)

vmps reconfirm (global configuration)

Use the vmps reconfirm global configuration command to change the reconfirmation interval for the
VLAN Query Protocol (VQP) client.

vmps reconfirm interval

Syntax Description interval Reconfirmation interval for VQP client queries to the VLAN Membership Policy
Server (VMPS) to reconfirm dynamic VLAN assignments. The interval rangeis
from 1 to 120 minutes.

Defaults The default reconfirmation interval is 60 minutes.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to set the VQP client to reconfirm dynamic VLAN entries every 20 minutes:

Swi tch(config)# vnps reconfirm 20

You can verify your settings by entering the show vmps privileged EXEC command and examining
information in the Reconfirm Interval row.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.

vmpsreconfirm (privileged EXEC) Sends VQP queries to reconfirm all dynamic VLAN
assignments with the VMPS.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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vmps reconfirm (privileged EXEC)

Usethe vmpsreconfirm privileged EXEC command to immediately send VLAN Query Protocol (VQP)
queries to reconfirm all dynamic VLAN assignments with the VLAN Membership Policy Server
(VMPS).

vmps reconfirm

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to send VQP queries to the VMPS:

Swi tch# vnps reconfirm

You can verify your settings by entering the show vmps privileged EXEC command and examining the
VMPS Action row of the Reconfirmation Status section. The show vmps command shows the result of
the last time the assignments were reconfirmed either as aresult of the reconfirmation timer expired or
because the vmps reconfirm command was entered.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.
vmps reconfirm (global Changes the reconfirmation interval for the VLAN Query Protocol (VQP)
configuration) client.
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vmps retry
Usethevmpsretry global configuration command to configure the per-server retry count for the VLAN
Query Protocol (VQP) client.
vmpsretry count
Syntax Description count Number of attempts to contact the VLAN Membership Policy Server (VMPS) by the
client before querying the next server in thelist. The retry rangeis from 1 to 10.
Defaults The default retry count is 3.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.
Examples This example shows how to set the retry count to 7:

Switch(config)# vnps retry 7

You can verify your settings by entering the show vmps privileged EXEC command and examining
information in the Server Retry Count row.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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vmps server

Usethevmpsserver global configuration command to configure the primary VLAN Membership Policy
Server (VMPS) and up to three secondary servers. Use the no form of this command to remove aVMPS
server.

vmps server ipaddress [primary]

no vmps server [ipaddress]

Syntax Description ipaddress I P address or host name of the primary or secondary VMPS servers. If you specify
a host name, the Domain Name System (DNS) server must be configured.
primary (Optional) Determines whether primary or secondary VMPS servers are being
configured.
Defaults No primary or secondary VMPS servers are defined.
Command Modes Global configuration
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines The first server entered is automatically selected as the primary server whether or not the primary
keyword is entered. The first server address can be overridden by using primary in a subsequent
command.

If a member switch in a cluster configuration does not have an | P address, the cluster does not use the
VMPS server configured for that member switch. Instead, the cluster uses the VMPS server on the
command switch, and the command switch proxies the VMPS requests. The VMPS server treats the
cluster as a single switch and uses the I P address of the command switch to respond to requests.

When using the no form without specifying the ipaddress, all configured servers are deleted. If you
delete all servers when dynamic-access ports are present, the switch cannot forward packets from new
sources on these ports because it cannot query the VMPS.

Examples This example shows how to configure the server with IP address 191.10.49.20 as the primary VMPS
server. The servers with |P addresses 191.10.49.21 and 191.10.49.22 are configured as secondary
servers.

Swi tch(config)# vnps server 191.10.49.20 prinmary

Swi tch(config)# vnps server 191.10.49.21
Swi tch(config)# vnps server 191.10. 49. 22
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vmps server Il

This example shows how to delete the server with | P address 191.10.49.21:
Swi tch(config)# no vnps server 191.10.49.21

You can verify your settings by entering the show vmps privileged EXEC command and examining
information in the VMPS Domain Server row.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.
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vtp (global configuration)

Use the vtp global configuration command to set or modify the VLAN Trunking Protocol (VTP)
configuration characteristics. Use the no form of this command to remove the settings or to return to the
default settings.

vtp {domain domain-name | file filename | inter face name | mode { client | server | transparent}
| passwor d password | pruning | ver sion number}

no vtp {file | interface | mode | password | pruning | version }

Syntax Description domain domain-name  Specify the VTP domain name, an ASCI|I string from 1 to 32 characters that
identifies the VTP administrative domain for the switch. The domain name
is case sensitive.

file filename Specify the 10S file system file where the VTP VLAN configuration is
stored.

interface name Specify the name of the interface providing the VTP ID updated for this
device.

mode Specify the VTP device mode as client, server, or transparent.

client Placethe switchin VTP client mode. A switchin VTP client modeis enabled

for VTR, and can send advertisements, but does not have enough nonvolatile
storage to store VLAN configurations. You cannot configure VLANs on the
switch. When a VTP client starts up, it does not send VTP advertisements
until it receives advertisements to initialize its VLAN database.

server Place the switch in VTP server mode. A switch in VTP server mode is
enabled for VTP and sends advertisements. You can configure VLANson the
switch. The switch can recover all the VLAN information inthe current VTP
database from nonvolatile storage after reboot.

transparent Place the switch in VTP transparent mode. A switch in VTP transparent
mode is disabled for VTP, does not send advertisements or learn from
advertisements sent by other devices, and cannot affect VLAN
configurations on other devices in the network. The switch receives VTP
advertisements and forwards them on all trunk ports except the one on which
the advertisement was received.

When VTP mode is transparent, the mode and domain name are saved in the
switch running configuration file, and you can save them in the switch
startup configuration file by entering the copy running-config startup
config privileged EXEC command.

password password Set the administrative domain password for the generation of the 16-byte
secret value used in MD5 digest calculation to be sent in V TP adverti sements
and to validate received V TP advertisements. The password can be an ASCI|
string from 1 to 32 characters. The password is case sensitive.

pruning Enable VTP pruning on the switch.

ver sion number Set VTP version to version 1 or version 2.
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Defaults

Command Modes

vtp (global configuration)

The default filename is flash:vian.dat.

The default mode is server mode.

No domain name or password is defined.

No password is configured.
Pruning is disabled.

The default version is version 1.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(9)EAL The domain and mode keywords were added. The if-id keyword was

replaced by the inter face keyword.

12.1(11)EA1 The password, pruning, and version keywords were added.

When you save VTP mode and domain name and VLAN configurations in the switch startup

configuration file and reboot the switch, the VTP and VLAN configurations are determined by these
conditions:

If both the VLAN database and the configuration file show the VTP mode as transparent and the
VTP domain names match, the VLAN database isignored. The VTP and VLAN configurationsin
the startup configuration file are used. The VLAN database revision number remains unchanged in
the VLAN database.

If the startup VTP modeis server mode, or the startup VTP mode or domain names do not match the
VLAN database, VTP mode and VLAN configuration for the first 1005 VLANSs are determined by
VLAN database information, and VLANSs greater than 1005 are configured from the switch
configuration file.

If the image on the switch or the configuration file is earlier than 10S Release 12.1(9)EAL, the
switch reboots using the information in the VLAN database.

Thevtp filefilename cannot be used to |oad anew database; it renames only the filein which the existing
database is stored.

Follow these guidelines when configuring a VTP domain name:

The switch isin the no-management-domain state until you configure a domain name. Whilein the
no-management-domain state, the switch does not send any V TP advertisements even if changes
occur to thelocal VLAN configuration. The switch leaves the no-management-domain state after it
receives the first VTP summary packet on any port that is trunking or after you configure a domain
name by using the vtp domain command. If the switch receivesits domain from asummary packet,
it resetsits configuration revision number to 0. After the switch leaves the no-management-domain
state, it can not be configured to re-enter it until you clear the nonvolatile RAM (NVRAM) and
reload the software.

Domain names are case-sensitive.

After you configure a domain name, it cannot be removed. You can only reassign it to a different
domain.

[ 78-15304-01
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Follow these guidelines when setting VTP mode:

The no vtp mode command returns the switch to VTP server mode.

The vtp mode server command is the same as no vtp mode except that it does not return an error
if the switch isnot in client or transparent mode.

If the receiving switch isin client mode, the client switch changes its configuration to duplicate the
configuration of the server. If you have switchesin client mode, be sure to make all VTP or VLAN
configuration changes on a switch in server mode. If the receiving switch is in server mode or
transparent mode, the switch configuration is not changed.

Switches in transparent mode do not participate in VTP. If you make VTP or VLAN configuration
changes on a switch in transparent mode, the changes are not propagated to other switches in the
network.

If you change the VTP or VLAN configuration on a switch that isin server mode, that change is
propagated to all the switches in the same VTP domain.

The vtp mode transparent command disables VTP from the domain but does not remove the
domain from the switch.

The VTP mode must be transparent for you to add extended-range VLANs or for VTP and VLAN
information to be saved in the running configuration file.

If extended-range VLANS are configured on the switch and you attempt to set the VTP mode to
server or client, you receive an error message, and the configuration is not allowed.

VTP can be set to either server or client mode only when dynamic VLAN creation is disabled.

Follow these guidelines when setting a VTP password:

Passwords are case sensitive. Passwords should match on all switches in the same domain.

When you use the no vtp password form of the command, the switch returns to the no-password
state.

Follow these guidelines when setting VTP pruning:

VTP pruning removes information about each pruning-eligible VLAN from VTP updates if there
are no stations belonging to that VLAN.

If you enable pruning on the VTP server, it is enabled for the entire management domain for VLAN
IDs 1 to 1005.

Only VLANSs in the pruning-eligible list can be pruned.
Pruning is supported with VTP version 1 and version 2.

Follow these guidelines when setting the VTP version:

Toggling the version 2 (v2) mode state modifies parameters of certain default VLANS.

Each VTP switch automatically detects the capabilities of all the other VTP devices. To use version
2, al VTP switches in the network must support version 2; otherwise, you must configure them to
operate in VTP version 1 mode.

If all switchesinadomain are VTP version 2-capable, you need only to configure version 2 on one
switch; the version number is then propagated to the other version-2 capable switchesin the VTP
domain.

If you are using VTP in a Token Ring environment, VTP version 2 must be enabled.

If you are configuring a Token Ring bridge relay function (TrBRF) or Token Ring concentrator relay
function (TrCRF) VLAN media type, you must use version 2.

If you are configuring a Token Ring or Token Ring-NET VLAN mediatype, you must use version 1.
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You cannot save password, pruning, and version configurations in the switch configuration file.

Examples This example shows how to rename the filename for VTP configuration storage to vtpfilename:
Switch(config)# vtp file vtpfil enanme

This example shows how to clear the device storage filename:

Swi tch(config)# no vtp file vtpconfig
Clearing device storage filenane.

This example shows how to specify the name of the interface providing the VTP updater ID for this
device:

Swi tch(config)# vtp interface fastethernet

This example shows how to set the administrative domain for the switch:
Swi tch(config)# vtp domai n Qur Donai nNane

This example shows how to place the switch in VTP transparent mode:
Swi tch(config)# vtp npode transparent

This example shows how to configure the VTP domain password:
Swi tch(config)# vtp password Thi sl sCur Dormai n’ sPasswor d

This example shows how to enable pruning in the VLAN database:

Swi tch(config)# vtp pruning
Pruning switched ON

This example shows how to enable version 2 mode in the VLAN database:
Swi tch(config)# vtp version 2

You can verify your settings by entering the show vtp status privileged EXEC command.

Related Commands ~ Command Description
show vtp status Displaysthe VTP statistics for the switch and general information about the
VTP management domain status.
vtp (VLAN Configures most VTP characteristics.

configuration)
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vtp (privileged EXEC)

Use the vtp privileged EXEC command to configure the VLAN Trunking Protocol (VTP) password,
pruning, and version. Use the no form of this command to return to the default settings.

vtp { password password | pruning | ver sion number}

no vtp { password | pruning | version}

Note  Beginning with release 12.1(11)EA1, these keywords are available in the vtp global configuration
command. This command will become obsolete in a future release.

Syntax Description password password  Set the administrative domain password for the generation of the 16-byte secret
value used in MD5 digest calculation to be sent in VTP advertisements and to
validate received VTP advertisements. The password can be an ASCII string
from 1 to 32 characters. The password is case sensitive.

pruning Enable VTP pruning on the switch.
ver sion number Set VTP version to version 1 or version 2.
Defaults No password is configured.

Pruning is disabled.
The default version is version 1.

Command Modes Privileged EXEC

Command History Release Modification

12.1(9)EAL This command was first introduced.

Usage Guidelines Passwords are case sensitive. Passwords should match on all switches in the same domain.
When you use the no vtp password form of the command, the switch returns to the no-password state.

VTP pruning removes information about each pruning-eligible VLAN from VTP updates if there are no
stations belonging to that VLAN.

If you enable pruning on the VTP server, it is enabled for the entire management domain for VLAN IDs
1 to 1005.

Only VLANSs in the pruning-eligible list can be pruned.
Pruning is supported with VTP version 1 and version 2.
Toggling the version 2 (v2) mode state modifies parameters of certain default VLANS.
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Each VTP switch automatically detects the capabilities of all the other VTP devices. To use version 2,
all VTP switches in the network must support version 2; otherwise, you must configure them to operate
in VTP version 1 mode.

If all switchesin adomain are VTP version 2-capable, you need only to configure version 2 on one
switch; the version number is then propagated to the other version-2 capable switchesin the VTP
domain.

If you are using VTP in a Token Ring environment, VTP version 2 must be enabled.

If you are configuring a Token Ring bridge relay function (TrBRF) or Token Ring concentrator relay
function (TrCRF) VLAN media type, you must use version 2.

If you are configuring a Token Ring or Token Ring-NET VLAN media type, you must use version 1.

You cannot save password, pruning, and version configuration in the switch configuration file.

Examples This example shows how to configure the VTP domain password:

Swi tch# vtp password Thi sl sOQur Domai n’ sPassword

This example shows how to enable pruning in the VLAN database:

Swi tch# vtp pruning
Pruning switched ON

This example shows how to enable version 2 mode in the VLAN database:
Swi tch# vtp version 2

You can verify your setting by entering the show vtp status privileged EXEC command.

Related Commands ~ Command Description

show vtp status Displaysthe VTP statistics for the switch and general information about the
VTP management domain status.

switchport trunk Configures the VLAN pruning-eligible list for ports in trunking mode.
pruning
vtp (global Configuresthe VTP filename, interface, domain-name, and mode, which can
configuration) be saved in the switch configuration file.
vtp (VLAN Configures all VTP characteristics but cannot be saved to the switch
configuration) configuration file.
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vtp (VLAN configuration)

Note

Use the vtp VLAN configuration command to configure VLAN Trunking Protocol (VTP)
characteristics. You access VLAN configuration mode by entering the vian database privileged EXEC
command. Use the no form of this command to return to the default settings, disable the characteristic,

or remove the password.

vtp {domain domain-name | password password | pruning | v2-mode | { server | client |

transparent}}

no vtp {client | password | pruning | transparent | v2-mode}

VTP configuration in VLAN configuration mode is saved in the VLAN database when applied.

Syntax Description

Defaults

domain domain-name

Set the VTP domain name by entering an ASCII string from 1 to 32
characters that identifies the VTP administrative domain for the switch. The
domain name is case sensitive.

password password

Set the administrative domain password for the generation of the 16-byte
secret value used in MD5 digest calculation to be sent in VTP advertisements
and to validate received V TP advertisements. The password can be an ASCI|
string from 1 to 32 characters. The password is case sensitive.

pruning

Enable pruning in the VTP administrative domain. VTP pruning causes
information about each pruning-eligible VLAN to be removed from VTP
updates if there are no stations belonging to that VLAN.

v2-mode

Enable VLAN Trunking Protocol (VTP) version 2 in the administrative
domains.

client

Placethe switchin VTP client mode. A switchin VTP client modeisenabled
for VTP, can send advertisements, but does not have enough nonvolatile
storage to store VLAN configurations. You cannot configure VLANs on it.
When a VTP client starts up, it does not send VTP advertisements until it
receives advertisementsto initialize its VLAN database.

server

Place the switch in VTP server mode. A switch in VTP server mode is
enabled for VTP and sends advertisements. You can configure VLANson it.
The switch can recover all the VLAN information in the current VTP
database from nonvolatile storage after reboot.

transparent

Place the switch in VTP transparent mode. A switch in VTP transparent
mode is disabled for VTP, does not send advertisements or learn from
advertisements sent by other devices, and cannot affect VLAN
configurations on other devices in the network. The switch receives VTP
advertisements and forwards them on all trunk ports except the one on which
the advertisement was received.

The default mode is server mode.

No domain name is defined.

No password is configured.
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vtp (VLAN configuration)

Pruning is disabled.
VTP version 2 (v2 mode) is disabled.

VLAN configuration

Command History

Usage Guidelines

Release Modification

12.0(5.2)WC(1) This command was first introduced.

If VTP mode is transparent, the mode and domain name are saved in the switch running configuration
file, and you can save the configuration in the switch startup configuration file by using the copy
running-config startup-config privileged EXEC command.

Follow these guidelines when setting VTP mode:

The no vtp client and no vtp transparent forms of the command return the switch to VTP server
mode.

The vtp server command isthe same asno vtp client or no vtp transparent except that it does not
return an error if the switch is not in client or transparent mode.

If the receiving switch isin client mode, the client switch changes its configuration to duplicate the
configuration of the server. If you have switches in client mode, make sure to make all VTP or
VLAN configuration changes on a switch in server mode. If the receiving switch isin server mode
or transparent mode, the switch configuration is not changed.

Switches in transparent mode do not participate in VTP. If you make VTP or VLAN configuration
changes on a switch in transparent mode, the changes are not propagated to other switches in the
network.

If you make achange tothe VTP or VLAN configuration on aswitch in server mode, that change is
propagated to all the switches in the same VTP domain.

Thevtp transparent command disables VTP from the domain but does not remove the domain from
the switch.

The VTP mode must be transparent for you to add extended-range VLANSs or for the VTP and the
VLAN configurations to be saved in the running configuration file.

If extended-range VLANS are configured on the switch and you attempt to set the VTP mode to
server or client, you receive an error message and the configuration is not allowed.

VTP can be set to either server or client mode only when dynamic VLAN creation is disabled.

Follow these guidelines when configuring a VTP domain name:

The switch isin the no-management-domain state until you configure a domain name. Whilein the
no-management-domain state, the switch does not send any V TP advertisements even if changes
occur to the local VLAN configuration. The switch leaves the no-management-domain state after
receiving thefirst VTP summary packet on any port that is currently trunking or after configuring a
domain name using the vtp domain command. If the switch receives its domain from a summary
packet, it resets its configuration revision number to zero. After the switch leaves the
no-management-domain state, it can never be configured to reenter it until you clear the nonvolatile
RAM (NVRAM) and reload the software.

[ 78-15304-01
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« Domain names are case sensitive.

» After you configure adomain name, it cannot be removed. You can reassign it only to a different
domain.

Follow these guidelines when configuring a V TP password:
» Passwords are case sensitive. Passwords should match on all switches in the same domain.

- When the no vtp password form of the command is used, the switch returns to the no-password
state.

Follow these guidelines when enabling VTP pruning:
- If you enable pruning on the VTP server, it is enabled for the entire management domain.
« Only VLANSs included in the pruning-eligible list can be pruned.
« Pruning is supported with VTP version 1 and version 2.
Follow these guidelines when enabling VTP version 2 (v2-mode):
» Toggling the version (v2-mode) state modifies certain parameters of certain default VLANS.

» Each VTP switch automatically detects the capabilities of all the other VTP devices. Touse VTP
version 2, all VTP switches in the network must support version 2; otherwise, you must configure
them to operate in VTP version 1 (no vtp v2-mode).

« |f all switchesin adomain are VTP version 2-capable, you need only to enable VTP version 2 on
one switch; the version number is then propagated to the other version-2 capable switchesin the
VTP domain.

« If youareusing VTPinaToken Ring environment or configuring a Token Ring bridge relay function
(TrBRF) or Token Ring concentrator relay function (TrCRF) VLAN mediatype, VTP version 2 (
v2-mode) must be enabled.

- If you are configuring a Token Ring or Token Ring-NET VLAN mediatype, you must use VTP
version 1.

Examples This example shows how to place the switch in VTP transparent mode:
Swi tch(vlan)# vtp transparent
Setting device to VTP TRANSPARENT npde.
This example shows how to set the administrative domain for the switch:
Swi tch(vlan)# vtp domai n Qur Domai nName
Changi ng VTP donai n nane fromcisco to CurDonai nNane
This example shows how to configure the VTP domain password:
Swi tch(vlan)# vtp password private
Setting device VLAN database password to private.
This example shows how to enable pruning in the proposed new VLAN database:
Switch(vlan)# vtp pruning
Pruning switched ON
This example shows how to enable V2 mode in the proposed new VLAN database:
Switch(vl an)# vtp v2-npde

V2 node enabl ed.

You can verify your settings by entering the show vtp status privileged EXEC command.
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vtp (VLAN configuration)

Related Commands

Command

Description

show vtp status

Displaysthe VTP statistics for the switch and general information about the
VTP management domain status.

switchport trunk
pruning

Configures the VLAN pruning-eligible list for ports in trunking mode.

vtp (global
configuration)

Configures the VTP filename, interface, domain-name, and mode.
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wrr-queue bandwidth

Use the wrr-queue bandwidth global configuration command to assign weighted round-robin (WRR)
weights to the four class of service (CoS) priority queues. Use the no form of this command to disable
the WRR scheduler and enable the strict priority scheduler.

wrr-queue bandwidth weightl...weight4

no wrr-queue bandwidth

Syntax Description weightl...weight4 Theratio of weightl, weight2, weight3, and weight4 determines
the weights of the WRR scheduler. For more information, see
the “Usage Guidelines” section.

Defaults WRR is disabled. The strict priority is the default scheduler.
Command Modes Global configuration
Command History Release Modification
12.0(5.2)WC(1) This command was first introduced.
12.1(12c)EAL The range for weight4 was modified from 1 to 255 to 0 to 255.

Usage Guidelines WRR allows bandwidth sharing at the egress port. This command defines the bandwidths for egress
WRR by scheduling weights.

For weightl, weight2, and weight3, the range is 1 to 255. The range for weight4 is 0 to 255.

You can configure queues 1, 2, and 3 for WRR scheduling and queue 4 for strict priority. To configure
gueue 4 as the expedite queue, set weight4 to 0. When queue 4 is empty, packets from queues 1, 2, and 3
are sent according to the assigned WRR weights.

For more information about strict priority and WRR scheduling, refer to the “CoS and WRR” sectionin
the “ Configuring Auto-QoS” chapter of the Catalyst 2950 and Catalyst 2955 Switch Software
Configuration Guide for this release.

Examples This example shows how to assign WRR weights of 10, 20, 30, and 40 to the CoS priority queues 1, 2,
3, and 4:

Swi tch(config)# wr-queue bandwi dth 10 20 30 40

This example shows how to disable the WRR scheduler and enable the strict priority scheduler:
Swi tch(config)# no wr-queue bandw dth
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This example shows how to configure queue 4 as the expedite queue and to assign WRR weights of 10,
20, and 30 to the queues 1, 2, and 3:

Swi tch(config)# wr-queue bandwi dth 10 20 30 0

You can verify your settings by entering the show wrr-queue bandwidth privileged EXEC command.

Related Commands ~ Command Description
Wrr-queue cos-map Assigns CoS values to the CoS priority queues.
show wrr-queue bandwidth Displays the WRR bandwidth allocation for the four CoS
priority queues.
show wrr-queue cos-map Displays the mapping of the CoS to the CoS priority queues.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter 2 Cisco I0S Commands |

W wrr-queue cos-map

WIT-gueue cos-map

Use the wrr-queue cos-map global configuration command to assign class of service (CoS) values to
the CoS priority queues. Use the no form of this command to set the CoS map to default setting.

wrr-queue cos-map quid cosl...cosn

no wrr-queue cos-map [queue-id [cosl ... cosn]]

Syntax Description quid The queueid of the CoS priority queue. Rangesare 1to 4 where
1 isthelowest CoS priority queue.
cosl...cosn The CoS values that are mapped to the queue id.
Defaults These are the default CoS values:
CoS Value CosS Priority Queues
0,1 1
2,3 2
4,5 3
6,7 4
Command Modes Global configuration
Command History Release Madification
12.0(5.2)WC(1) This command was first introduced.
12.1(12c)EAL CoS values were added to the no form of this command.

Usage Guidelines CoS assigned at the ingress port is used to select a CoS priority at the egress port.

Examples This example shows how to map CoSvalues 0, 1, and 2 to CoS priority queue 1, value 3 to CoS priority
gueue 2, values 4 and 5 to CoS priority 3, and values 6 and 7 to CoS priority queue 4:
Swi tch(config)# wr-queue cos-map 1 0 1 2
Swi tch(config)# wr-queue cos-map 2 3
Swi tch(config)# wr-queue cos-map 3 4 5
Swi tch(config)# wr-queue cos-nmap 4 6 7
This example shows how to map CoSvalues 0, 1, 2, and 3 to CoS priority queue 2:
Swi tch(config)# wr-queue cos-map 2 0 1 2 3
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wrr-queue cos-map Il

After entering the wrr-queue cos-map 2 0 1 2 3 command, if all other priority queues use their default
setting, thisis the new mapping:

CoS Value CoS Priority Queue
Not applied 1
0,1,2,3 2
4,5 3
6,7 4

In the previous example, CoS priority queue 1 is no longer used because no CoS value is assigned to the
queue.

You can set the CoS values to the default values by entering the no wrr-queue cos-map global
configuration command.

You can verify your settings by entering the show wrr-queue cos-map privileged EXEC command.

Related Commands ~ Command Description
wrr-queue bandwidth Assigns weighted round-robin (WRR) weights to the four CoS
priority queues.
show wrr-queue bandwidth Displays the WRR bandwidth allocation for the four CoS
priority queues.
show wrr-queue cos-map Displays the mapping of the CoS to the priority queues.
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W wrr-queue cos-map
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Catalyst 2955-Specific Alarm Commands

This appendix describes the commands used to monitor switch conditions on the Catalyst 2955 switch.
These commands are not supported on the Catalyst 2950 switch.

Note  For more information about how to use the commands, refer to the chapter on “ Configuring
Catalyst 2955 Switch Alarms” in the software configuration guide for this release.
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M alarm facility fcs-hysteresis

alarm facility fcs-hysteresis

Use the alarm facility fcs-hysteresis global configuration command to set the frame check sequence
(FCS) error hysteresis threshold as a percentage of fluctuation from the FCS hit error rate. Use the no
form of this command to set the FCS error hysteresis threshold to its default value.

alarm facility fcs-hysteresis percentage

no alarm facility fcs-hysteresis percentage

Syntax Description percentage Hysteresis threshold fluctuation. The range is from 1 to 10 percent.
Defaults The default threshold-value is 10 percent.
Command Modes Global configuration
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines Set a hysteresisthreshold to prevent an alarm from triggering when the FCS bit error rate fluctuates near
the configured bit error rate.

You set the FCS hysteresis threshold for all ports on the switch; you set the FCS error rate on a per-port
basis by using the fcs-threshold interface configuration command.

If the threshold is not the default, it is displayed in the output of the show running-config privileged
EXEC command.

Examples The following example sets the FCS error hysteresisto 5 percent. The alarm is not triggered unless the
bit error rate is more than 5 percent from the configured FCS bit error rate.

Switch(config)# alarmfacility fcs-hysteresis 5

Related Commands ~ Command Description

fcs-threshold Sets an FCS error rate for an interface.

show running-config  Displays the running configuration on the switch, including FCS hysteresis
threshold if it isnot set at the default. For syntax information, select Cisco |OS
Configuration Fundamentals Command Reference for Release 12.1 > Cisco
| OS File Management Commands > Configuration File Commands.
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alarm facility power-supply

alarm facility power-supply

Use the alarm facility power-supply global configuration command to set the alarm options for a
missing or failing power supply when the system is operating in dual power-supply mode. Use the no
form of the command to disable the specified setting.

alarm facility power-supply {notifies | relay {major | minor} | syslog}

no alarm facility power-supply { notifies | relay { major | minor} | syslog}

Syntax Description notifies Send power supply alarm trapsto a Simple Network Management Protocol
(SNMP) server.
relay major Send the alarm to the major relay circuitry.
relay minor Send the alarm to the minor relay circuitry.
syslog Send power supply alarm traps to a syslog server.
Defaults A power supply alarm message is stored, but not sent to an SNMP server, relay, or syslog server.
Command Modes Global configuration
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines Power supply alarms are generated only when the system isin dual power supply mode. When a second
power supply is connected, you must use the power-supply dual global configuration command to set
dual power-mode operation.

Before you use the notifies command to sent alarm trapsto an SNMP host, you need to set up an SNMP
server by using the snmp-server enable traps global configuration command.

Examples This example sets the power-supply monitoring alarm to go to the minor relay circuitry.

Switch(config) # alarmfacility power-supply relay mnor

Related Commands ~ Command Description

power-supply dual Sets the switch to operate in dual power-supply mode.
show alarm settings Displays environmental alarm settings and options.

snmp-server enable Enables the switch to send SNMP notification for various trap types to the
traps network management system (NMS).
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alarm facility temperature

Usethe alarm facility temperature global configuration command to configure a primary temperature
monitoring alarm or to configure a secondary temperature alarm threshold with a lower maximum
temperature threshold. Use the no form of this command to delete the temperature monitoring alarm
configuration or to disable the secondary temperature alarm.

alarm facility temperature { primary {notifies | relay {major | minor} | syslog} | secondary
{threshold | notifies | relay {major | minor}| syslog}}

no alarm facility temperature {primary { notifies | relay {major | minor} | syslog} | secondary
{threshold | notifies | relay {major | minor}| syslog}}

Syntax Description threshold Set a lower high temperature threshold for the secondary temperature
alarm in degrees C. The allowable range is 40 to 95°C.
notifies Send primary or secondary temperature alarm traps to an SNMP server.
relay major Send the primary or secondary temperature alarm to the major relay
circuitry.
relay minor Send the primary or secondary temperature alarm to the minor relay
circuitry.
syslog Send primary or secondary temperature alarm traps to a syslog server.
Defaults The primary temperature alarm is enabled for a-20 to 95°C range and cannot be deleted. It is associated

with amajor relay. The secondary temperature alarm is disabled by default.

Command Modes Global configuration
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines The primary temperature alarm is enabled automatically. It cannot be disabled, but you can configure
alarm options.

You can use the secondary temperature alarm to trigger a high temperature alarm at lower than the
maximum primary temperature threshold (95°C). You can configure the temperature threshold and alarm
options.

Before you use the notifies command to sent alarm trapsto an SNMP host, you need to set up an SNMP
server by using the snmp-server enabletraps global configuration command.
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alarm facility temperature

Examples This example sets the secondary temperature with a high threshold value of 45 °C with alarms and traps
sent to the minor relay circuitry, syslog, and an SNMP server.

Switch(config) # alarmfacility tenperature secondary 45
Switch(config) # alarmfacility tenperature secondary relay m nor
Switch(config) # alarmfacility tenperature secondary sysl og
Switch(config) # alarmfacility tenperature secondary notifies

This example disables the secondary temperature alarm.

Switch(config) # no alarmfacility tenperature secondary 45

This example sets the primary temperature alarm with alarms and traps to go to syslog and the major
relay circuitry.

Switch(config) # alarmfacility tenperature primary syslog
Switch(config) # alarmfacility tenperature primary relay nmgjor

Related Commands ~ Command Description

show alarm settings Displays environmental alarm settings and options.

snmp-server enable Enablesthe switch to send Simple Network Management Protocol (SNM P)
traps notification for various trap types to the network management system
(NMS).
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alarm profile (global configuration)

Usethealarm profileglobal configuration command to create an alarm profile and to enter alarm profile
configuration mode. Use the no form of this command to delete an alarm profile.

alarm profile name

no alarm profile name

Syntax Description

Defaults

Command Modes

name Alarm profile name

No alarm profiles are created.

When a profile is created, none of the alarms are enabled.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(12c)EAL This command was first introduced.

In alarm-profile configuration mode, these commands are available:

alarm alarm-id: enables the specified alarm.

exit: exits from alarm-profile configuration mode.

help: displays a description of the interactive help system.
no: negates or sets the default values of a command.

notifies alarm-id: enables notification for the alarm, which means sending an SNMP trap to an
SNMP server.

relay-major alarm-id: enables sending the alarm to the major relay circuitry.
relay-minor alarm-id: enables sending the alarm to the minor relay circuitry.
syslog alarm-id: enables sending the alarm to a syslog file.

For alarm-id, you can enter one or more alarm IDS separated by a space.

Before you use the notifies command to send alarm traps to a Simple Network Management Protocol
(SNMP) host, you need to set up an SNMP server by using the snmp-server enable traps global
configuration command.
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alarm profile (global configuration)

Table A-1 lists the alarm IDs and their corresponding alarm descriptions.

Table A-1  AlarmList ID Numbers and Alarm Descriptions

AlarmList ID |Alarm Description
Link Fault

2 Port not Forwarding
3 Port not Operating
4 FCS Error Rate exceeds threshold

After you have created an alarm profile, you can attach the profile to an interface by using the
alar m-profile interface configuration command.

By default, the defaultPort profile is applied to all interfaces. This profile enables only the Port Not
Operating (3) alarm. You can modify this profile by using the alarm profile defaultPort global
configuration command to enter alarm profile configuration mode for this profile.

Examples This example creates the alarm profile fastE for a Fast Ethernet port with the link-down (alarm 1) and
port not forwarding (alarm 2) alarms enabled. The link-down alarm is connected to the minor relay
circuitry and the port not forwarding alarm is connected to the major relay circuitry. In addition, these
alarms will be sent to an SNMP server and written to the system log file (syslog).

Switch(config)# alarmprofile fastE

Swi tch(config-alarm prof)# alarm1 2
Swi tch(config-alarm prof)# relay major 2
Switch(config-alarm prof)# relay mnor 1
Swi tch(config-alarm prof)# notifies 1 2
Swi tch(config-alarm prof)# syslog 1 2

This example shows how to delete the alarm relay profile named my-profile.
Swi tch(config)# no alarmprofile my-profile

Related Commands ~ Command Description
alarm profile (interface Attaches an alarm profile to an interface.
configuration)
show alarm profile Displays all alarm profiles or aspecified alarm profile and lists
the interfaces to which each profile is attached.
snmp-server enable traps Enables the switch to send Simple Network Management

Protocol (SNMP) notification for various trap types to the
network management system (NMS).
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alarm profile (interface configuration)

Use the alar m profile interface configuration command to attach an alarm profile to a port. Use the no
form of this command to detach the profile from the port.

alarm profile name

no alarm profile

Syntax Description name Alarm profile name

Defaults The alarm profile defaultPort is applied to al interfaces. In this profile, only the Port is not Operating
alarm is enabled.

Command Modes Interface configuration

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines Use the alarm profile global configuration command to create the alarm profile, enabling one or more
alarms and specifying the alarm options.

You can attach only one alarm profile to an interface.

When you attach an alarm profile to an interface, it overwrites any previous alarm profile that was
attached to the interface (including the defaultPort profile).

Examples The following example attaches an alarm profile named fastE to FastEthernet port 2.
Swi tch(config)# interface FastEthernet 0/2
Switch(config-if)# alarmprofile fastE

The following example detaches the alarm profile from FastEthernet port 2 and returns it to the
defaultPort profile.

Swi tch(config)# interface FastEthernet 0/2
Switch(config-if)# no alarmprofile

Related Commands ~ Command Description
alarm profile (global  Createsor identifiesan alarm profile and enters alarm-profile configuration
configuration) mode.
show alarm profile Displays all alarm profiles or a specified alarm profile and lists the

interfaces to which each profile is attached.
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fcs-threshold

Use the fcs-threshold interface configuration command to set the frame check sequence (FCS) bit error
rate. Use the no form of the command to return to the default setting.

fcs-threshold value

no fcs-threshold value

Syntax Description  value Value ranges from 6 to 11, representing a bit error rate from 10° to 10
Defaults The default for this bit error rate is 8, which is the bit error rate for Ethernet standard 108,
Command Modes Global configuration
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines The Ethernet standard calls for amaximum bit error rate of 108, In the Catalyst 2955 switch, the bit error
rate configurable range is from 10 to 1011, The bit error rate input to the switch is a positive exponent.
To configure an bit error rate of 10°°, enter the value 9 for the exponent.

You can set an FCS error hysteresis threshold on the switch to prevent the toggle of the alarm when the
actual bit error rate fluctuates near the configured bit error rate by using the alar m facility fcshysteresis
global configuration command.

Examples This example sets the FCS bit error rate for Fast Ethernet port 1 to 107°.

Swi tch(config)# interface fa0/1
Swi tch(config-if) # fcs-threshold 10

Related Commands ~ Command Description
alarm facility Sets the FCS hysteresis threshold for the switch in a percentage of allowed
fcs-hysteresis fluctuation from the FCS bit error rate configured on a port.
show fecs-threshold Displays the FCS error bit rate settings on each interface as positive
exponents.
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power-supply dual

Use the power-supply dual global configuration command to set the dual power-supply mode of
operation. Use the no form of this command to return to the default single power-supply mode.

power-supply dual

no power-supply dual

Syntax Description ~ This command has no keywords or arguments.

Defaults By default, the system operates in single-power mode.
Command Modes Global configuration
Command History Release Modification

12.1(12c)EAL This command was first introduced.

Usage Guidelines The Catalyst 2955 switch has two DC power inputs. When the switch is connected to a second DC input
and put in dual power-supply mode, the second power supply provides power to the switch if the primary
supply fails.

When the switch isin dual power-supply mode, you can use the alarm-facility power supply global
configuration command to set alarm options and monitor for a missing or failed primary power supply.

Examples The following example sets the switch in a dual power-supply mode.
Swi tch(config) # power-supply dual

Related Commands ~ Command Description
alarm facility Sets the switch to monitor for amissing or failed power supply and sets the
power-supply alarm options.

show alarm settings Displays environmental alarm settings and options.
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show alarm description port

Use the show alarm description port user EXEC command to display the alarm numbers with the text
description.

show alarm description port [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This example shows the Alarml Ds and their respective alarm descriptions.

Swi t ch> show al arm descri pti on port

1 Li nk Faul t

2 Port Not Forwarding

3 Port Not Operating

4 FCS Error Rate exceeds threshold

Related Commands

Command Description

alarm profile (global  Creates an alarm profile containing one or more alarm IDs and alarm
configuration) options.

show alarm profile Displays all alarm profiles or a specified alarm profile and lists the
interfaces to which each profile is attached.
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show alarm profile

Use the show alarm profile user EXEC command to display all alarm profiles configured in the system
or the specified profile and the interfaces to which each profile is attached.

show alarm profile [name] [ | {begin | exclude | include} expression]

Syntax Description name (Optional) Display only the profile with the specified name.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.
Usage Guidelines If no profile name is entered, the display includes profile information for all existing alarm profiles.

The defaultPort profile is applied by default to all interfaces. This profile enables only the Port Not
Operating (3) alarm. You can use the alarm profile defaultPort global configuration command and
modify this profile to enable other alarms.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples Thisexample displays all portsthat are attached to the configured profiles and defines the alarm options
in the profile.

Swi tch> show alarm profile
alarmprofile defaultPort:
Interfaces Fast Et hernet 0/ 2 Fast Et hernet 0/ 3 Fast Et hernet 0/ 4 Fast Et hern

et 0/5 FastEthernet0/ 6 FastEt hernet0/7 FastEthernet0/8 FastEthernet0/9 FastEthern
et 0/ 10 FastEthernet0/11 FastEt hernet0/12 G gabitEthernet0/1 G gabitEthernet0/2

Al ar ns 3
Sysl og 3, 4
Noti fies 3
Rel ay Maj or 1, 2
Rel ay M nor 1, 4

alarmprofile teresa:

Interfaces Fast Et hernet 0/ 1
Al ar ns 1, 2, 3, 4

Sysl og 2, 3, 4
Notifies

Rel ay Muj or 1

Rel ay M nor

alarmprofile test-profile:

Interfaces
Al ar s

Sysl og
Notifies
Rel ay Maj or
Rel ay M nor

Related Commands ~ Command Description

alarm profile (global  Creates an alarm profile containing one or more alarm IDs and alarm
configuration) options.

alarm profile Attaches an alarm profile to an interface.
(interface
configuration)
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show alarm settings

Use the show alarm settings user EXEC command to display all environmental alarm settings in the

switch.

show alarm settings [ | { begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification

12.1(12c)EA1

This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This example shows all the switch alarm settings that are on the switch:

Swi t ch> show al arm settings

Power Supply
Mode
Al arm
Rel ay
Notifies
Sysl og
Tenperature-Primary
Al arm
Thr eshol ds
Rel ay
Notifies
Sysl og
Tenper at ur e- Secondary
Al arm
Threshol d
Rel ay
Notifies
Sysl og

Single
Di sabl ed
M N

Di sabl ed
Di sabl ed

Enabl ed

MAX: 95C MN -20C
MAJ

Enabl ed

Enabl ed

Di sabl ed

Di sabl ed
Di sabl ed
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show alarm settings W

Related Commands

Command

Description

alarm facility
power-supply

Sets power supply alarm options.

alarm facility
temperature

Sets temperature alarm options.

power-supply dual

Sets dual power-supply mode.
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show env
Use the show env privileged EXEC command to display the status of environmental facilities on the
Catalyst 2955 switch.
show env {all | power | temperature}[ | {begin | exclude | include} expression]
~

Note  This command is supported with different keywords on the Catalyst 2950 platform.

Syntax Description all Display power supply and temperature environmental status.
power Display power supply environmental status.
temperature Display temperature environmental status.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.0(5.2)WC(2) This command was first introduced.
12.1(12c)EAL The power and temper atur e keywords were added.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This example shows the status of all power supplies on the switch.

Swi t ch# show env power
Power supply A is present
Power supply B is present

This example shows temperature status on the switch.

Swi t ch# show env tenperature
Current tenperature is 49C
Hi ghest tenperature was 53C Mar 04 1993 04: 06: 36
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showenv W

This example shows the status of all environmental facilities (power supply and temperature) on the
switch.

Swi t ch# show env all

Power supply A is present

Power supply B is present

Current tenperature is 49C

Hi ghest tenperature was 53C Mar 04 1993 04: 06: 36

Related Commands ~ Command Description
power-supply dual Sets dual power-supply mode on the switch.
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show facility-alarm relay

Use the show facility-alarm relay user EXEC command to display facility alarms associated with the
indicated relay circuitry.

show facility-alarm relay {major | minor} [ | {begin | exclude | include} expression]

Syntax Description maj or Display alarms associated with major relay.
minor Display alarms associated with minor relay.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This example displays alarm information for the minor relays.

Swi tch> show facility-alarmrelay mnor

Sour ce Descri ption Rel ay Ti me

Swi tch 1 Tenp above secondary thresh M N Mar 01 1993 00:0 1:17
Related Commands  Command Description

alarm facility Sets power supply alarm options.

power-supply

alarm facility Sets temperature alarm options.

temperature

alarm profile (global  Creates alarm profiles with alarm IDs and alarm options to be attached to

configuration) interfaces.

show facility-alarm Display alarms generated on the switch.

status
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show facility-alarm status

Use the show facility-alarm status user EXEC command to display all generated alarmsin the switch.

show facility-alarm status[critical | info | major | minor] [ | {begin | exclude | include}

expression]
Syntax Description critical (Optional) Display only critical facility alarms.
info (Optional) Display all facility alarms.
maj or (Optional) Display major facility alarms and higher.
minor (Optional) Display major facility alarms and higher.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(12c)EA1 This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This example displays alarm information for the switch.

Swi tch> show facility-al arm status

Sour ce Severity Description Rel ay Ti me
Fast Et hernet 0/ 3 M NOR 2 Port Not Forwarding NONE Mar 01
1993 00: 02: 22

Related Commands

Command Description

alarm facility Sets power supply alarm options.
power-supply

alarm facility Sets temperature alarm options.
temperature

alarm profile (global  Creates alarm profiles with alarm IDs and alarm options to be attached to
configuration) interfaces.

show facility-alarm Displays alarm relays generated on the switch.
relay

[ 78-15304-01
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show fcs-threshold

Use the show fcs-threshold user EXEC command to display the frame check sequence (FCS) bit error
rate settings on the switch interfaces.

show fcs-threshold [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines The Ethernet standard callsfor amaximum bit error rate of 108, In the Catalyst 2955 switch, the bit error
rate configurable range is from 10 to 1011, The bit error rate input to the switch is a positive exponent.
The output displays the positive exponent; an output of 9 indicates that the bit error rateis 10°°.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This example shows the output when all ports are set to the default FCS threshold.

Swi t ch# show fcs-threshold
Por t FCS Threshol d

Fa0/ 1 8

Fa0/ 2
Fa0/ 3
Fao/ 4
Fa0/ 5
Fa0/ 6
Fao/ 7
Fa0/ 8
Fa0/ 9
Fa0/ 10
Fa0/ 11
Fa0/ 12
Fa0/ 13
Fa0/ 14

00 00 00 00 CO 0O ©O0 00 0O CO 0O 00 0O

Related Commands ~ Command Description
fcsthreshold Sets the FCS threshold on an interface.
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test relay

Usethetest relay privileged EXEC command to turn on or off the relay circuitry.

test relay {major | minor} {on]| off}

A

Caution  Using the test command alters the state (on or off) of arelay. Previous states are not saved.

Command Modes Privileged EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines You can use the test relay privileged EXEC command to check relay circuitry connections to the alert
devices. The command provides a way to test alarm scanners without having to create an alarm
condition.

Examples This example shows how to turn on the major relay circuitry.

Switch# test relay major on

Related Commands ~ Command Description

show alarm profile Displays all alarm profiles or a specified alarm profile and lists the
interfaces to which each profile is attached.

show alarm settings Displays environmental alarm settings and options.

show facility-alarm Displays alarm relays generated on the switch.
relay

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Appendix A Catalyst 2955-Specific Alarm Commands |

W testrelay

Catalyst 2950 and Catalyst 2955 Switch Command Reference



CHAPTER B

Debug Commands

This appendix describes the Catalyst 2950 and Catalyst 2955 specific debug privileged EXEC
commands. These commands are helpful in diagnosing and resolving internetworking problems and
should be used only with the guidance of Cisco technical support staff.

A

Caution  Because debugging output is assigned high priority in the CPU process, it can render the system
unusable. For this reason, use the debug commands only to troubleshoot specific problems or during
troubleshooting sessions with Cisco technical support staff. It is best to use the debug commands during
periods of lower network traffic and fewer users. Debugging during these periods decreases the
likelihood that increased debug command processing overhead will affect system use.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
[ 78-15304-01 .m



Chapter B Debug Commands |

M debug autogos

debug autogos

Use the debug autoqos privileged EXEC command to enable debugging of the automatic quality of
service (auto-QoS) feature. Use the no form of this command to disable debugging.

debug autoqos

no debug autoqos

Syntax Description ~ This command has no keywords or arguments.

Defaults Auto-QoS debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(12c)EAL This command was first introduced.

Usage Guidelines To display the QoS configuration that is automatically generated when auto-QoS is enabled, enable
debugging before you enable auto-QoS. You enable debugging by entering the debug autoqos privileged
EXEC command.

The undebug autogos command is the same as the no debug autogos command.

Examples This example shows how to display the QoS configuration that is automatically generated when
auto-QoS is enabl ed:

Swi t ch# debug aut oqos

Aut 0Q0S debugging is on

Swi t ch# configure term nal

Enter configurati on conmands, one per line. End with CNTL/Z.
Switch(config)# interface fastethernet0/10

Swi tch(config-if)# auto qos voi p cisco-phone

00: 02: 54: wrr - queue bandwi dth 20 1 80 0

00: 02: 55: no wr-queue cos-nmap
00: 02: 55: wrr-queue cos-map 1 0 1
00: 02: 56: wrr-queue cos-map 3 3 6
00: 02: 58: wr-queue cos-map 4 5
00:02:59: m's gqos nmap cos-dscp 0 8 16 26 32 46 48 56
00: 03: 00: i nterface FastEthernet0/10

00: 03: 00: ms qos trust device cisco-phone
00:03:00: m's gos trust cos

Switch(config-if)# interface fastethernet0O/12
Switch(config-if)# auto qos voip trust

00: 03: 15:interface FastEthernet0/12

00: 03:15: ms qos trust cos

Switch(config-if)#

4
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debug autoqgos

Related Commands

Command

Description

auto qos voip

Configure auto-QoS for voice over IP (VolP) within a QoS domain.

show auto qos

Displays the configuration applied and the new defaults in effect when
auto-QoS is enabled.

show debugging

Displaysinformation about the types of debugging that are enabled. For syntax
information, select Cisco |OS Configuration Fundamentals Command
Reference For |OS Release 12.1 > Cisco | OS System M anagement
Commands > Troubleshooting Commands.

[ 78-15304-01
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debug dotlx

Usethe debug dot 1x privileged EXEC command to enable debugging of the 802.1X feature. Usetheno
form of this command to disable debugging output.

debug dot1x {all | authsm | backend | besm | core | reauthsm}

no debug dot1x {all | authsm | backend | besm | core | reauthsm}

Syntax Description all Enable debugging of all conditions.

authsm Enable debugging of the authenticator state machine, which isresponsiblefor
controlling access to the network through 802.1X-enabled ports.

backend Enable debugging of the interaction between the 802.1X process and the switch
(Remote Authentication Dial-1n User Service [RADIUS] client).

besm Enable debugging of the backend state machine, which is responsible for
relaying authentication request between the client and the authentication
server.

core Enable debugging of the 802.1X process, which includes 802.1X initiaization,
configuration, and the interaction with the port manager module.

reauthsm Enable debugging of the re-authentication state machine, which manages

periodic re-authentication of the client.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines The undebug dot1x command is the same as the no debug dot1x command.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco 1OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show dot1x Displays 802.1X statistics, administrative status, and operational status for
the switch or for the specified interface.
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debug etherchannel

Use the debug ether channel privileged EXEC command for EtherChannel/Port Aggregation Protocol
(PAgP) shim debugging. This shim is the software module that is the interface between the PAgP
software module and the port manager software module. Use the no form of this command to disable
debugging output.

debug etherchannel [all | detail | error | event |idb | linecard]

no debug etherchannel [all | detail | error | event | idb | linecard]

Syntax Description

Defaults

all (Optional) Display all EtherChannel debug messages.

detail (Optional) Display detailed EtherChannel debug messages.

error (Optional) Display EtherChannel error debug messages.

event (Optional) Debug major EtherChannel event messages.

idb (Optional) Debug PAgP interface descriptor block messages.

linecard (Optional) Keyword to debug Switch-Module Configuration Protocol messages to the
line card.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines

If you do not specify a keyword, all debug messages appear.
The undebug etherchannel command is the same as the no debug etherchannel command.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show etherchannel Displays EtherChannel information for the channel.

[ 78-15304-01
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debug pagp

Use the debug pagp privileged EXEC command to debug Port Aggregation Protocol (PAgP) activity.
Use the no form of this command to disable debugging output.

debug pagp [all | event | fsm | misc | packet]

no debug pagp [all | event | fsm | misc | packet]

Syntax Description all (Optional) Enable all PAgP debugging.
event (Optional) Enable debugging of PAgP events.
fsm (Optional) Enable debugging of the PAgP finite state machine.
misc (Optional) Enable miscellaneous PAgP debugging.
packet (Optional) Enable PAgP packet debugging.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines This command can be entered only from the switch console.

The undebug pagp command is the same as no debug pagp command.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco 10S Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show pagp Displays PAgP channel-group information.
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debugpm W

Use the debug pm privileged EXEC command to debug port manager (PM) activity. The port manager
is a state machine that controls all the logical and physical interfaces. All features, such as VLANs and
UniDirectional Link Detection (UDLD), work with the port manager to provide switch functions. Use
the no form of this command to disable debugging output.

debug pm {all | assert | card | cookies | etherchnl | messages | port | registry | sm | span | split |
vlan | vp}

no debug pm {all | assert | card | cookies | etherchnl | messages|port |registry | sm | span | split |

vlan | vp}

Syntax Description all Display all PM debugging messages.
assert Debug assert messages.
card Debug line-card related events.
cookies Enable internal PM cookie validation.
etherchnl Debug EtherChannel-related events.
messages Debug PM messages.
port Debug port-related events.
registry Debug PM registry invocations.
sm Debug state-machine related events.
span Debug spanning-tree related events.
split Debug split-processor.
vlan Debug VLAN-related events.
vp Debug virtual-port related events.

Note

Defaults

Though visible in the command-line help strings, the scp and pvlan keywords are not supported.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines

The undebug pm command is the same as the no debug pm command.

[ 78-15304-01
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M debugpm

Related Commands  Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco 1OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.
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debug spanning-tree 1l

Use the debug spanning-tree privileged EXEC command to debug spanning-tree activities. Use the no
form of this command to disable debugging output.

debug spanning-tree {all | backbonefast | bpdu | bpdu-opt | config | csuf | etherchannel | events
| exceptions | general | mstp | pvst+ | root | snmp | switch | uplinkfast}

no debug spanning-tree {all | backbonefast | bpdu | bpdu-opt | config | csuf | etherchannel |
events | exceptions | general | mstp | pvst+ | root | snmp | switch | uplinkfast}

Syntax Description

Defaults

Command Modes

all Display all spanning-tree debugging messages.

backbonefast Debug Backbonefast events.

bpdu Debug spanning-tree bridge protocol data units (BPDUS).

bpdu-opt Debug optimized BPDU handling.

config Debug spanning-tree configuration changes.

csuf Debug cross-stack UplinkFast activity.

etherchannel Debug EtherChannel support.

events Debug spanning-tree topology events.

exceptions Debug spanning-tree exceptions.

general Debug general spanning-tree activity.

mstp Debug Multiple Spanning Tree Protocol events.

pvst+ Debug Per-VLAN Spanning Tree Plus (PVST+) events.

root Debug spanning-tree root events.

snmp Debug spanning-tree Simple Network Management Protocol (SNMP)
handling.

switch Debug switch shim commands. This shim is the software module that is the
interface between the generic Spanning Tree Protocol (STP) code and the
platform-specific code of various switch platforms.

uplinkfast Debug UplinkFast events.

Debugging is disabled.

Privileged EXEC

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The mstp and csuf keywords were added.

The undebug spanning-tree command is the same as the no debug spanning-tr ee command.
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Related Commands  Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree backbonefast

Use the debug spanning-tree backbonefast privileged EXEC command to enable debugging of
spanning-tree BackboneFast events. Use the no form of this command to disable debugging output.

debug spanning-tree backbonefast [detail | exceptions]

no debug spanning-tree backbonefast [detail | exceptions]

Syntax Description

Defaults

detail (Optional) Display detailed BackboneFast debugging messages.

exceptions (Optional) Enable debugging of spanning-tree BackboneFast exceptions.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines

This command can be entered only from the switch console.

The undebug spanning-tree backbonefast command is the same as the no debug spanning-tree
backbonefast command.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.

[ 78-15304-01
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debug spanning-tree bpdu

Use the debug spanning-tree bpdu privileged EXEC command to enable debugging of received and
transmitted spanning-tree bridge protocol data units (BPDUS). Use the no form of this command to
disable debugging output.

debug spanning-tree bpdu [receive | transmit]

no debug spanning-tree bpdu [receive | transmit]

Syntax Description receive (Optional) Enable receive BPDU debugging.
transmit (Optional) Enable transmit BPDU debugging.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines This command can be entered only from the switch console.

The undebug spanning-tree bpdu command is the same as the no debug spanning-tree bpdu

command.
Related Commands ~ Command Description
show debugging Displays information about the types of debugging that are enabled. For

syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree bpdu-opt
Use the debug spanning-tree bpdu-opt privileged EXEC command to enable debugging of optimized
spanning-tree bridge protocol data units (BPDUSs) handling. Use the no form of thiscommand to disable
debugging output.
debug spanning-tree bpdu-opt [detail | packet]

no debug spanning-tree bpdu-opt [detail | packet]

Syntax Description detail (Optional) Debug detailed optimized BPDU handling.
packet (Optional) Debug packet-level optimized BPDU handling.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines This command can be entered only from the switch console.

The undebug spanning-tree bpdu-opt command is the same as the no debug spanning-tree bpdu-opt

command.
Related Commands ~ Command Description
show debugging Displays information about the types of debugging that are enabled. For

syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree mstp

Use the debug spanning-tree mstp privileged EXEC command to enable debugging of the Multiple
Spanning Tree Protocol (MSTP) software. Use the no form of this command to disable debugging

output.

debug spanning-treemstp {all | boundary | bpdu-rx | bpdu-tx | errors|flush [init | migration |
pm | proposals | region | roles| sanity_check | sync | tc | timers}

no debug spanning-treemstp {all | boundary | bpdu-rx | bpdu-tx | errors|flush [init | migration
| pm | proposals | region | roles| sanity check | sync|tc|timers}

Syntax Description all

Enable all the debugging messages.

boundary Debug flag changes at these boundaries:
- An MST region and a single spanning-tree region running RSTP
« An MST region and a single spanning-tree region running 802.1D
« An MST region and another M ST region with a different configuration
bpdu-rx Debug the received M ST bridge protocol data units (BPDUS)
bpdu-tx Debug the transmitted MST BPDUSs.
errors Debug MSTP errors.
flush Debug the port flushing mechanism.
init Debug the initialization of the MSTP data structures.
migration Debug the protocol migration state machine.
pm Debug MSTP port manager events.
proposals Debug handshake messages between the designated and root switch.
region Debug the region synchronization between the switch processor (SP) and the route
processor (RP).
roles Debug MSTP roles.
sanity_check Debug the received BPDU sanity check messages.
sync Debug the port synchronization events.
tc Debug topology change notification events.
timers Debug the MSTP timers for start, stop, and expire events.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release

Modification

12.1(9)EAL

This command was first introduced.
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debug spanning-tree mstp

Usage Guidelines This command can be entered only from the switch console.

The undebug spanning-tree mstp command is the same as the no debug spanning-tree mstp

command.
Related Commands ~ Command Description
show debugging Displays information about the types of debugging that are enabled. For

syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree switch

Use the debug spanning-tree switch privileged EXEC command to enable debugging of the software
interface between the Spanning Tree Protocol (STP) software module and the port manager software
module. Use the no form of this command to disable debugging output.

debug spanning-tree switch {all | errors| general | helper | pm | rx {decode|errors|interrupt
| process} | state| tx [decode]}

no debug spanning-tree switch {all | errors| general | helper | pm | rx {decode| errors|
interrupt | process} | state| tx [decode]}

Syntax Description

Defaults

all Enable all the debugging messages.

errors Enable debugging of error messages for the interface between the spanning-tree
software module and the port manager software module.

general Enable debugging of general events.

helper Enable debugging of the spanning-tree helper task, which handles bulk
spanning-tree updates.

pm Enable debugging of port manager events.

rx Display received bridge protocol data unit (BPDU) handling debugging messages.
The keywords have these meanings:
decode—Enable debugging of received packets.
er ror s—Enable debugging of receive errors.
interrupt—Enable debugging of interrupt service requests (I SRS).
process—Enable debugging of process receive BPDUSs.
state—Enable debugging of spanning-tree port state changes.

tx [decode] Display transmitted BPDU handling debugging messages.

Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The helper keyword was added.

Usage Guidelines

This command can be entered only from the switch console.

The undebug spanning-tree switch command is the same as the no debug spanning-tree switch

command.
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debug spanning-tree switch

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco 10S System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree uplinkfast

Use the debug spanning-tree uplinkfast privileged EXEC command to enable debugging of
spanning-tree UplinkFast events. Use the no form of this command to disable debugging output.

debug spanning-tree uplinkfast [exceptions]

no debug spanning-tree uplinkfast [exceptions]

Syntax Description exceptions (Optional) Enable debugging of spanning-tree UplinkFast exceptions.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines This command can be entered only from the switch console.

The undebug spanning-tree uplinkfast command is the same as the no debug spanning-tree
uplinkfast command.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug sw-vlan

Usethe debug sw-vlan privileged EXEC command to debug VLAN manager activities. Usethe no form
of this command to disable debugging output.

debug sw-vian

debug sw-vlan { badpmcookies | cfg-vlan { bootup | cli} | events|ifs| management | notification
| packets | registries | vtp}

no debug sw-vlan { badpmcookies | cfg-vlan {bootup | cli} | events|ifs| management |
notification | packets | registries | vtp}

Syntax Description

Defaults

Command Modes

badpmcookies

Display VLAN manager incidents of bad port manager cookies.

cfg-vlan bootup

Debug config-vlan messages generated when the switch is booting up.

cfg-vlan cli Debug messages generated when the CLI isin config-vlan mode.
events Debug VLAN manager events.

ifs Debug VLAN manager 10S file system (IFS) error tests.
management Debug VLAN manager management of internal VLANS.
notification Debug VLAN manager notifications.

packets Debug packet handling and encapsulation processes.

registries Debug VLAN manager registries.

vtp Debug the VLAN Trunking Protocol (VTP).

Debugging is disabled.

Privileged EXEC

Command History

Usage Guidelines

Release Modification
12.1(6)EA2 This command was first introduced.
12.1(9)EAL The cfg-vlan keyword was added.

The undebug sw-vlan command is the same as the no debug sw-vlan command.
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Related Commands  Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco 1OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show vlan Displays the parameters for all configured VLANs or one VLAN (if the
VLAN name or ID is specified) in the administrative domain.

show vtp Displays general information about VTP management domain, status, and
counters.

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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debug sw-vlan ifs Il

debug sw-vlan ifs

Use the debug sw-vlan ifs privileged EXEC command to enable VLAN manager |0S file system (IFS)
error tests. Use the no form of this command to disable debugging output.

debug sw-vlan ifs{open {read | write} |read {1| 2|3 |4} |write}

no debug sw-vlan ifs{open {read | write} |read {1]|2]|3 |4} | write}

Syntax Description

Defaults

open Enable VLAN manager IFS debugging of errorsin an |FS file open operation.

read Enable debugging of errorsthat occurred when opening the IFSVLAN configuration
filein order to read it.

write Enable debugging of errorsthat occurred when opening the IFSVLAN configuration
filein order to writeto it.

read Enable debugging of errors that occurred when performing an IFS file read
operation.

{112]3]4} Specify the file read operation.

write Enable debugging of errors that occurred when performing an IFS file write
operation.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines

When determining the file read operation, Operation 1 reads the file header, which contains the header
verification word and the file version number. Operation 2 reads the main body of the file, which
contains most of the domain and VLAN information. Operation 3 reads type length version (TLV)
descriptor structures. Operation 4 reads TLV data.

The undebug sw-vlan ifs command is the same as the no debug sw-vlan ifs command.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show vlan Displays the parameters for all configured VLANs or one VLAN (if the
VLAN name or ID is specified) in the administrative domain.

[ 78-15304-01
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debug sw-vlan notification

Use the debug sw-vlan notification privileged EXEC command to enable debugging messages that
trace the activation and deactivation of Inter-Link Switch (ISL) VLAN IDs. Use the no form of this
command to disable debugging output.

debug sw-vlan notification { accfwdchange | allowedvlancfgchange | fwdchange | linkchange |
modechange | pruningcfgchange | statechange}

no debug sw-vlan notification { accfwdchange | allowedvlancfgchange | fwdchange | linkchange
| modechange | pruningcfgchange | statechange}

Syntax Description accfwdchange Enable VLAN manager notification of aggregated access interface
Spanning Tree Protocol (STP) forward changes.

allowedvlancfgchange  Enable VLAN manager notification of changesto the allowed VLAN
configuration.

fwdchange Enable VLAN manager notification of STP forwarding changes.
linkchange Enable VLAN manager notification of interface link-state changes.
modechange Enable VLAN manager notification of interface mode changes.
pruningcfgchange Enable VLAN manager notification of changes to the pruning
configuration.
statechange Enable VLAN manager notification of interface state changes.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines The undebug sw-vlan notification command is the same as the no debug sw-vlan notification

command.
Related Commands ~ Command Description
show debugging Displays information about the types of debugging that are enabled. For

syntax information, refer to Cisco | OS Configuration Fundamentals
Command Reference For 10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show vlan Displays the parameters for all configured VLANs or one VLAN (if the
VLAN name or ID is specified) in the administrative domain.
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debug sw-vlan vtp

Use the debug sw-vlan vtp privileged EXEC command to enable debugging messages to be generated
by the VLAN Trunking Protocol (VTP) code. Use the no form of this command to disable debugging
output.

debug sw-vlan vtp { events | packets| pruning [packets | xmit] | xmit}

no debug sw-vlan vtp {events | packets | pruning [packets | xmit] | xmit}

Syntax Description

Defaults

events Display general-purpose logic flow and detailed VTP debugging messages generated by
the VTP_LOG_RUNTIME macro in the VTP code.

packets Display the contents of all incoming V TP packetsthat have been passed into the VTP code
from the IOS VTP platform-dependent layer, except for pruning packets.

pruning  Enable debugging message to be generated by the pruning segment of the VTP code.

packets (Optional) Display the contents of all incoming VTP pruning packets that have been
passed into the VTP code from the 10S VTP platform-dependent layer.

xmit (Optional) Display the contents of all outgoing VTP packets that the VTP code requests
the 10S VTP platform-dependent layer to send.
xmit Display the contents of all outgoing VTP packetsthat the VTP code requeststhe IOSV TP

platform-dependent layer to send, except for pruning packets.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(6)EA2 This command was first introduced.

Usage Guidelines

If no further parameters are entered after the pruning keyword, VTP pruning debugging messages
appear. They are generated by the VTP_PRUNING _LOG_NOTICE, VTP_PRUNING_LOG_INFO,
VTP_PRUNING_LOG_DEBUG, VTP_PRUNING_LOG_ALERT, and
VTP_PRUNING_LOG_WARNING macros in the VTP pruning code.

The undebug sw-vlan vtp command is the same as the no debug sw-vlan vtp command.

[ 78-15304-01
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Related Commands  Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco 1OS Configuration Fundamentals
Command Reference For |OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show vtp Displays general information about VTP management domain, status, and
counters.
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debug udld

Use the debug udld privileged EXEC command to display the UniDirectional Link Detection (UDLD)
debug messages. Use the no form of this command to disable UDLD debugging.

debug udld {events | packets | registries}

no debug udld {events | packets | registries}

Syntax Description events Enable debugging messages for UDLD process events as they occur.

packets Enable debugging messages for the UDLD process as it receives packets
from the packet queue and tries to transmit them at the request of the UDLD
protocol code.

registries Enable debugging messages for the UDLD process as it processes registry
calls from the UDLD process-dependent module and other feature modules.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification

12.1(6)EA2 This command was first introduced.

Usage Guidelines For debug udld events, these debugging messages appear:
» Genera UDLD program logic flow
- State machine state changes
- Program actions for the set and clear ErrDisable state
« Neighbor cache additions and deletions
» Processing of configuration commands
» Processing of link-up and link-down indications
For debug udld packets, these debugging messages appear:
» General packet processing program flow on receipt of an incoming packet

» Indications of the contents of the various pieces of packets received (such as type length versions
[TLVS]) asthey are examined by the packet reception code

- Packet transmission attempts and the outcome

Catalyst 2950 and Catalyst 2955 Switch Command Reference
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M debug udid

For debug udld registries, these categories of debugging messages appear:
» Sub-block creation
- Fiber-port status changes
- State change indications from the port manager software
« MAC address registry calls

Related Commands =~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to Cisco 10S Configuration Fundamentals
Command Reference For 10OS Release 12.1 > Cisco |OS System
M anagement Commands > Troubleshooting Commands.

show udld Displays UDLD administrative and operational status for all ports or the
specified port.
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aaa authentication command  2-1
abort command  2-355
access control entries
See ACEs
access control lists
See ACLs
Access Control Parameters
See ACPs
access groups
IP 2-78
MAC

applying ACL to interface 2-94

displaying 2-193

access-list (IP extended) command  2-3
access-list (1P standard) command  2-6

access-list configuration mode
deny 2-47

entering 2-80

permit 2-128

access ports  2-313

ACEs 2-51,2-132

ACLs

IP
applying to interface 2-78
deny 2-47
displaying 2-149, 2-185
permit 2-128

MAC
applying to interface  2-94
deny 2-50
displaying 2-149

I N DEX

permit 2-131

ACPs, displaying 2-202
aggregate-port learner  2-125
alarm command A-6
alarm facility fcs-hysteresis command  A-2
alarm facility power-supply command A-3
alarm facility temperature command A-4
alarm IDs A-7,A-11
alarm profile

attaching to aport A-8

creating A-6

displaying A-12
alarm profile (global configuration) command A-6
alarm profile (interface configuration) command A-8
alarm profile configuration mode A-6
allowed VLANS, setting 2-324
apply command  2-355
audience i
autonegotiation of duplex mode 2-63
auto gos voip command  2-8

B

BackboneFast, for STP  2-263
booting, displaying environment variables 2-153
boot private-config-file command 2-11
BPDU filtering, for spanning tree  2-264, 2-296
BPDU guard, for spanning tree  2-266, 2-296
broadcast suppression level

configuring  2-309

displaying 2-232
broadcast traffic counters  2-182
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C

caution, description  xiii
channel-group command 2-12
channel-protocol command 2-15
classcommand 2-17
class-map command 2-19
class maps
creating 2-19
defining the match criteria  2-104
displaying 2-155
class of service
See CoS
clear interface command  2-21
clear lacp command 2-22
clear mac address-table command  2-23
clear pagp command  2-25
clear port-security dynamic command 2-26
clear port-security sticky command 2-27
clear spanning-tree detected-protocols command  2-29
clear vmps statistics command  2-30
clear vtp counters command  2-31
cluster commander-address command  2-32
cluster discovery hop-count command 2-34
cluster enable command  2-35
cluster holdtime command  2-36
cluster management-vlan command 2-37
cluster member command  2-38
cluster run command  2-40
clusters
adding candidates 2-38
binding to HSRP  2-41
building manually  2-38
communicating with members by using Telnet  2-139
displaying
candidate switches 2-159
member switches 2-161
status  2-157
heartbeat messages

duration after which switch declared down 2-36
interval between 2-43
hop-count limit for extended discovery 2-34
HSRP standby groups 2-41
redundancy 2-41
SNMP trap 2-256
cluster standby-group command  2-41
cluster timer command  2-43
command modes defined  1-2
command switch
See clusters
configuration files, private 2-11
configuring multiple interfaces 2-76 to 2-77
config-vlian mode
commands 2-343
description 1-4
entering 2-342
summary 1-2
conventions
command  xii
for examples xiii
publication xii
text xii
CoS
default value, assigning to incoming packets 2-106
incoming value, overriding 2-106
priority queue, assigning valuesto 2-374
priority queue mapping, displaying 2-253
WRR bandwidth allocation, displaying 2-252
WRR weights, assigning to CoS priority queues 2-372
CoS-to-DSCP map
default 2-108
defining 2-108
cross-stack UplinkFast, for STP  2-300

D

debug autogos command  B-2
debug dotlx command B-4
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debug etherchannel command B-5
debug pagp command B-6
debug pm command B-7
debug spanning-tree backbonefast command B-11
debug spanning-tree bpdu command  B-12
debug spanning-tree bpdu-opt command B-13
debug spanning-tree command  B-9
debug spanning-tree mstp command B-14
debug spanning-tree switch command B-16
debug spanning-tree uplinkfast command B-18
debug sw-vlan command B-19
debug sw-vlan ifscommand B-21
debug sw-vlan notification command B-22
debug sw-vlan vtp command B-23
debug udld command B-25
defaultPort profile A-7,A-8
define interface-range command  2-44
delete command  2-46
deny (access-list configuration) command  2-47
deny (MAC access-list configuration) command  2-50
documentation

related xiii
document conventions  xii
domain name, VTP  2-362, 2-368
dot1x default command 2-53
dotlx max-req command 2-54
dotlx multiple-hosts command  2-55
dot1x port-control command 2-56
dot1x re-authenicate command 2-58
dot1x re-authenication command 2-59
dot1x timeout quiet-period command 2-60
dot1x timeout re-authperiod command  2-61
dot1x timeout tx-period command  2-62
DSCP-to-CoS map

default 2-108
defining 2-108
DTP 2-314

DTP flap, error recovery timer 2-67
duplex command 2-63

index W

dynamic-access ports, configuring  2-311
Dynamic Trunking Protocol
See DTP

E

EAP-request/identity frame 2-54, 2-62
environmental alarms, displaying A-14
environment variables, displaying 2-153
errdisable detect command  2-65
errdisable recovery command  2-67
EtherChannel
assigning Ethernet interface to channel group 2-12
creating port-channel logical interface 2-75
debug messages, displaying B-5to B-6
displaying 2-170
LACP, modes 2-12
load-distribution methods 2-137
PAgP
aggregate-port learner  2-125
clearing channel-group information  2-22, 2-25
debug messages, displaying B-6
displaying 2-191,2-216
error recovery timer  2-67
learn method 2-125
modes 2-12
priority of interface for transmitted traffic 2-127
Ethernet statistics, collecting 2-143
examples, conventions for  xiii
exit command  2-355
expedite queue, QoS  2-372
extended discovery of candidate switches 2-34
extended-range VLANS
and allowed VLAN list 2-324
and pruning-eligiblelist  2-324
configuring  2-342
extended system ID for STP  2-270

Extensible Authentication Protocol-request/identity frame

See EAP-request/identity frame
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F

facility alarm relays, displaying A-18
facility alarm status, displaying A-19
fan information, displaying 2-167
FCS bit error rate

fluctuation threshold A-2
FCS bit error rate, displaying A-20
FCS bit error rate, setting  A-9
FCS hysteresis threshold  A-2
fcs-threshold command  A-9
file name, VTP 2-362
files, deleting 2-46
flowcontrol command  2-69
flow-control packets

receiving 2-69

sending 2-69
frame check sequence. See FCS.

G

global configuration mode 1-2, 1-4

H

heartbeat messages

duration after which switch declared dead 2-36

interval between 2-43
holdtime for clusters 2-36
hop-count limit for clusters 2-34
Hot Standby Router Protocol
See HSRP
HSRP
binding HSRP group to cluster 2-41
standby group 2-41

|EEE 802.1X commands

authentication methods  2-1
debugging B-4
displaying settings 2-163
EAP-request/identity frame
responsetime 2-62
sending 2-54
manual control 2-56
multiple hosts  2-55
quiet state, setting  2-60
re-authenticaton
initiating 2-58
periodic 2-59
re-authenticaton attempts, interval between 2-61
resetting parameters 2-53
IGMP snooping
adding ports statically  2-90
configuration, displaying 2-187
enabling 2-83
Immediate-L eave processing 2-87
MAC addresstables 2-198
multicast router ports, displaying 2-189
multicast routers 2-88
per VLAN 2-86
source-only-learning 2-84
Immediate-L eave feature, MVR  2-119
Immediate-L eave processing 2-87
interface command  2-73
interface configuration mode 1-2, 1-4
interface port-channel command 2-75
interface range command 2-76
interface-range macros 2-44
interfaces
assigning Ethernet interface to channel group 2-12
configuring  2-63
configuring multiple 2-76 to 2-77
creating port-channel logical 2-75

disabling 2-254
restarting 2-254
invalid GBIC
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error detection for  2-65
error recovery timer  2-67
ip access-group command  2-78
ip access-list command  2-80
ip address command  2-82
ip addresses, setting  2-82
ip igmp snooping command  2-83

ip igmp snooping source-only-learning command  2-84

ip igmp snooping vlian command  2-86

ip igmp snooping vlan immediate-leave command

ip igmp snooping vlan mrouter command

ip igmp snooping vlan static command  2-90

IP multicast addresses 2-116

loop guard, for spanning tree  2-272, 2-275

index W

J

jumbo frames
displaying setting 2-235
setting switch for  2-329

L

LACP
See EtherChannel
lacp port-priority command  2-92
lacp system-priority command  2-93
Layer 2 protocol-tunnel
error recovery timer  2-67
Layer 2 traceroute
IP addresses 2-334
MAC addresses 2-331
line configuration mode 1-3, 1-5
Link Aggregation Control Protocol
See EtherChannel
link flap
enable error detection for  2-65

enable timer to recover from error state 2-67

| oad-distribution methods for EtherChannel
logical interface 2-75

M

mac access-group command  2-94
MAC access-list configuration mode
deny 2-50
entering  2-96
permit 2-131
mac access-list extended command  2-96
MAC ACLs
deny 2-50
permit 2-131
MAC addresses
and port security  2-317

clearing notification global counters 2-23

displaying

aging time 2-195
dynamic 2-195

multicast entries  2-198
notification setting  2-200
number of addresses 2-195
per interface 2-195

per VLAN 2-195

secure 2-220
static  2-195
dynamic

aging time 2-98
deleting 2-23
displaying 2-195

enabling MAC address notification  2-100

secure
adding 2-317
displaying 2-220
static

adding 2-102
displaying 2-195
sticky

configuring manually  2-317
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enabling sticky learning 2-317
learning dynamically 2-317
mac address-table aging-time command  2-98
mac address-table notification command 2-100
mac address-table static command  2-102
MAC-named extended ACLs 2-96
MAC notification feature
clearing global counters 2-23
configuring  2-100
enabling  2-100
macros, interface range 2-44
manual
audience xi
organization of  xii
purpose of «xi

maps, QoS
defining 2-108
displaying 2-206
masks

See ACPs

match (class-map configuration) command  2-104
maximum transmission unit
See MTU
member switches
See clusters
mls gos cos command  2-106
mls gos map command  2-108
mls gos trust command  2-110
mode, MVR  2-116
monitor session command  2-113
MSTP
displaying 2-228
interoperability 2-29
link type 2-274
MST region
aborting changes 2-278
applying changes 2-278
configuration name 2-278
configuration revision number 2-278

current or pending display 2-278
displaying 2-228
MST configuration mode 2-278
VLANSs-to-instance mapping 2-278
path cost 2-280
protocol mode 2-277
restart protocol migration process 2-29
root port
loop guard  2-272
preventing from becoming designated 2-272
restricting which can beroot 2-272
root guard 2-272
root switch
affects of extended system ID  2-270
hello-time 2-283, 2-292
interval between BDPU messages 2-285
interval between hello BPDU messages 2-283, 2-292
max-age 2-285
maximum hop count before discarding BPDU  2-287
port priority for selection of 2-289
primary or secondary  2-292
switch priority  2-291
state changes
blocking to forwarding state  2-298
enabling BPDU filtering 2-264, 2-296
enabling BPDU guard 2-266, 2-296
enabling Port Fast  2-296, 2-298
forward-delay time 2-282
length of listening and learning states  2-282
rapid transition to forwarding 2-274
shutting down Port Fast-enabled ports 2-296
state information display  2-227
MTU
configuring size  2-329
displaying global setting 2-235
multicast groups
See IGMP snooping
multicast groups, MVR  2-117
multicast router learning method  2-88
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multicast router ports, configuring  2-88
multicast suppression level
configuring  2-309
displaying 2-232
enabling 2-309
multicast traffic counters  2-182
multicast VLAN, MVR  2-117
multicast VLAN registration
See MVR
Multiple Spanning Tree Protocol
See MSTP
MVR
configuring 2-116
configuring interfaces 2-121
displaying 2-210
Immediate L eave feature 2-119
receiver port 2-121
source port  2-121
mvr command 2-116
mvr group command  2-117
mvr immediate command  2-119
mvr type command  2-121

mvr vlan group command  2-123

N

native VLANS, configuring 2-324
nonegotiate, speed  2-307
normal-range VLANS 2-342, 2-348
note, description xiii
notifiescommand A-6

no vlan command  2-342, 2-352

P

PAgP

See EtherChannel
pagp learn-method command  2-125
pagp port-priority command  2-127

index W

password, VTP  2-362, 2-366, 2-368
permit (access-list configuration) command 2-128
permit (MAC access-list configuration) command
PIM-DVMRP, as multicast router learning method
police command  2-133
policy-map command  2-135
policy maps
applying to an interface 2-145
creating 2-135
displaying 2-218
policers
displaying 2-204
for asingleclass 2-133
traffic classification
defining the class  2-17
defining the trust states 2-110
setting DSCP values  2-147
Port Aggregation Protocol
See EtherChannel
port-channel load-balance command 2-137
Port Fast, for spanning tree  2-298
port ranges, defining  2-44
ports, debug messages, display B-7
port security
aging 2-320
displaying 2-220
enabling 2-317
violation error recovery timer 2-67
port trust states for QoS  2-110
power supply alarms, setting  A-3
power-supply dual command A-10
power-supply mode A-10
primary temperature alarm  A-4
private configuration files 2-11
privileged EXEC mode 1-2to1-3
protected ports
displaying 2-180
enabling 2-323
pruning
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VLANs 2-324
VTP
displaying interface information 2-176
enabling 2-362, 2-366, 2-368
publications, related xiii

Q

QoS
ACPs, displaying 2-202
automatic configuration  2-8
class maps
creating 2-19
defining the match criteria 2-104
displaying 2-155
configuration information, displaying 2-204
defining the CoS value for an incoming packet 2-106
displaying configuration information  2-151
maps
defining 2-108
displaying 2-206
policers, displaying 2-204
policy maps
applying to an interface  2-145
creating 2-135
defining policers  2-133
displaying policy maps 2-218
setting DSCP values  2-147
traffic classifications 2-17
port trust states 2-110
gueues
CoS-to-egress-queue map  2-374
expedite 2-372
WRR weights 2-372
quality of service
See QoS
guerytime, MVR  2-116

R

rcommand command  2-139
receiver port, MVR 2-121
receiving flow-control packets 2-69
recovery mechanism
causes 2-67
displaying 2-168
timer interval  2-67
redundancy for cluster switches 2-41
relay-magjor command A-6
relay-minor command A-6
remote-span command  2-141
Remote Switched Port Analyzer
See RSPAN
reset command 2-355
rmon collection stats command  2-143
root guard, for spanning tree  2-272
RPS status display  2-223
RSPAN
configuring  2-113
displaying 2-208
filter RSPAN traffic 2-113
remote-span command  2-141
sessions
add interfacesto  2-113
displaying 2-208
start new  2-113

S

secondary temperature alarm  A-4

sending flow-control packets 2-69
service-policy command  2-145

set command  2-147

show access-lists command  2-149

show alarm description port command  A-11
show alarm profile command A-12

show alarm settings command A-14
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show auto qos command  2-151

show boot command  2-153

show changes command  2-355

show class-map command  2-155

show cluster candidates command  2-159
show cluster command  2-157

show cluster members command  2-161
show current command  2-355

show dotlx command 2-163

show env command  2-167

show env power command A-16

show env temperature command  A-16
show errdisable recovery command  2-168
show etherchannel command  2-170

show facility-alarm relay command A-18
show facility-alarm status command A-19
show fcs threhsold command  A-20

show file command 2-173

show interfaces command 2-176

show interfaces counters command 2-182
show ip access-list command  2-185

show ip igmp snooping command  2-187
show ip igmp snooping mrouter command  2-189
show lacp command  2-191

show mac access-group command  2-193
show mac-address-table command  2-195
show mac-address-table multicast command  2-198
show mac-address-table notification command  2-200
show mls masks 2-202

show mls gos interface command  2-204
show mls qos maps command  2-206

show monitor command  2-208

show mvr command 2-210

show mvr interface command 2-212

show mvr members command 2-214
show pagp command  2-216

show policy-map command  2-218

show port-security command  2-220

show proposed command  2-355

index W

show rpscommand 2-223
show running-config vlan command  2-225
show spanning-tree command  2-227
show storm-control command  2-232
show system mtu command  2-235
show udld command  2-236
show version command  2-239
show vlan command  2-240
show vlan command fields 2-241
show vmps command  2-244
show vtp command  2-247
show wrr-queue bandwidth command  2-252
show wrr-queue cos-map command  2-253
shutdown command  2-254
shutdown vlan command  2-255
SNMP host, specifying 2-258
snmp-server enable traps command  2-256
snmp-server host command  2-258
snmp trap mac-notification command 2-261
SNMP traps
enabling MAC address notification 2-100
enabling MAC address notification traps  2-256, 2-261
enabling the sending of traps 2-256
software images, deleting 2-46
software version, displaying 2-239
source ports, MVR  2-121
SPAN
configuring  2-113
displaying 2-208
filter SPAN traffic 2-113
sessions
add interfacesto  2-113
displaying 2-208
start new  2-113
spanning-tree backbonefast command  2-263
spanning-tree bpdufilter command  2-264
spanning-tree bpduguard command  2-266
spanning-tree cost command  2-268
spanning-tree extend system-id command  2-270
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spanning-tree guard command  2-272
spanning-tree link-type command  2-274
spanning-tree loopguard default command  2-275
spanning-tree mode command  2-277
spanning-tree mst configuration command  2-278
spanning-tree mst cost command  2-280
spanning-tree mst forward-time command  2-282
spanning-tree mst hello-time command  2-283
spanning-tree mst max-age command  2-285
spanning-tree mst max-hops command  2-287
spanning-tree mst port-priority command  2-289
spanning-tree mst priority command 2-291
spanning-tree mst root command  2-292

spanning-tree portfast (global configuration)
command 2-296

spanning-tree portfast (interface configuration)
command 2-298

spanning-tree port-priority command  2-294
Spanning Tree Protocol
See STP
spanning-tree stack-port command  2-300
spanning-tree uplinkfast command  2-302
spanning-tree vilan command  2-304
speed command  2-307
static-access ports, configuring  2-311
statistics, Ethernet group  2-143
sticky learning, enabling 2-317
storm control
broadcast, enabling  2-309
displaying 2-232
multicast, enabling 2-309
unicast, enabling 2-309
storm-control command  2-309
STP
BackboneFast 2-263
debug message display
BackboneFast events B-11
MSTP B-14
optimized BPDUs handling  B-13

spanning-tree activity  B-9
switch shim B-16
transmitted and received BPDUs B-12
UplinkFast B-18
detection of indirect link failures 2-263
extended system ID  2-270
path cost 2-268
protocol mode 2-277
root port
accelerating choice of new  2-302
accelerating choice of new root in astack 2-300
cross-stack UplinkFast  2-300
loop guard  2-272
preventing from becoming designated 2-272
restricting which can beroot 2-272
root guard 2-272
UplinkFast 2-302
root switch
affects of extended system ID  2-270, 2-305
hello-time 2-304
interval between BDPU messages 2-304
interval between hello BPDU messages 2-304
max-age 2-304
port priority for selection of 2-294
primary or secondary 2-304
switch priority  2-304
state changes
blocking to forwarding state  2-298
enabling BPDU filtering 2-264, 2-296
enabling BPDU guard 2-266, 2-296
enabling Port Fast  2-296, 2-298
enabling timer to recover from error state 2-67
forward-delay time 2-304
length of listening and learning states 2-304
shutting down Port Fast-enabled ports 2-296
state information display  2-227
VLAN options  2-291, 2-304
Switched Port Analyzer
See SPAN
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switching characteristics
modifying 2-315
returning to interfaces 2-315
switchport access command  2-311
switchport mode command  2-313

switchport nonegotiate command  2-315
switchport port-security aging command

switchport port-security command
switchport priority extend command

switchport protected command  2-323

switchports, displaying 2-176
switchport trunk command  2-324

switchport voice vlan command  2-327

syslog command A-6
system mtu command  2-329

2-320

2-322

T

Telnetting to cluster switches 2-139
temperature alarms, setting  A-4
test relay command A-21
tips, description  xiii
traceroute, Layer 2

See Layer 2 traceroute  2-331
traceroute mac command  2-331
traceroute mac ip command  2-334
trunk ports, configuring  2-313
trunks, to non-DTP device 2-314
trusted boundary for QoS 2-110

U

UDLD
aggressive mode  2-337, 2-339
debug messages, displaying B-25
enabling globally 2-337
enabling per interface  2-339
error recovery timer  2-67
message timer  2-337

normal mode 2-337, 2-339

resetting shutdown interfaces 2-341

status  2-236
udid (global interface) command

udld (interface configuration) command

udld reset command  2-341
unicast suppression level
configuring  2-309
displaying 2-232
enabling  2-309
unicast traffic counters  2-182
UniDirectional Link Detection
See UDLD
UplinkFast, for STP  2-302
user EXEC mode 1-2,1-3

2-337

2-339

index W

\Y%

vlan (global configuration) command 2-342

vlan (VLAN configuration) command  2-348

VLAN configuration
rules 2-346, 2-350
saving 2-343, 2-352
VLAN configuration mode
commands
VLAN 2-348
VTP 2-368
entering  2-354
summary 1-3
vlan database command 2-354
VLAN ID range 2-342, 2-348
VLAN Query Protocol
See VQP
VLANSs
adding 2-342
configuring  2-342, 2-348
debug message display
ISL B-22

VLAN IOSfile system error tests  B-21
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VLAN manager activity B-19
VTP B-23
displaying configurations 2-240
extended-range 2-342
MAC addresses
displaying 2-195
number of 2-195
mediatypes 2-345, 2-350
normal-range 2-342, 2-348
saving the configuration 2-342
shutting down  2-255
SNMP trapsfor VTP  2-256, 2-259
variables 2-348
VMPS
configuring servers 2-360
reconfirming dynamic VLAN assignments  2-358
vmps reconfirm (global configuration) command 2-357
vmps reconfirm (privileged EXEC) command  2-358
vmps retry command  2-359
vmps server command  2-360
voice VLAN
configuring  2-327
setting port priority  2-322
VQP
and dynamic-access ports  2-312
clearing client statistics 2-30
displaying information  2-244
per-server retry count  2-359
reconfirmation interval  2-357
reconfirming dynamic VLAN assignments  2-358
VTP
changing characteristics 2-362
clearing pruning counters 2-31
clearing VTP counters  2-31
configuring
domain name 2-362, 2-368
filename 2-362
mode 2-362, 2-368
password 2-362, 2-366, 2-368

counters display fields 2-248
displaying information 2-247
enabling
pruning 2-362, 2-366, 2-368
version 2 2-362, 2-366, 2-368
mode 2-362, 2-368
pruning 2-362, 2-366, 2-368
saving the configuration 2-343, 2-352
status display fields 2-249
vtp (global configuration) command  2-362
vtp (privileged EXEC) command  2-366
vtp (VLAN configuration) command 2-368

W

WRR, assigning weights to egress queues 2-372
wrr-queue bandwidth command  2-372
wIrT-gueue cos-map command  2-374
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