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A New Era of Networking

Security

Previous Era
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Is Your Network Ready for the New Era?

IP Display/DMS Printer IP Camera LED Lights AP PC/Laptop IP Phone

.....................................................

Does the platform Does the platform Does the platform Does the platform Does the platform let you
support new PoE make it easy to support enough ensure secure adapt to new connectivity
devices efficiently? provision Programmability? network access? requirements?

and scale?
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+.New Era of Networking - Catalyst 9300
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Integrated security Mobility ready loT ready Cloud ready

Devops Toolkit
Streaming Telemetry
SDA

CoAP
POE Enhancements
IEEE 1588

Fabric Enabled Wireless

Network as a Sensor o ;
Unified control and policy

Encrypted Traffic Analytics
Macsec Encryption
Trustworthy Systems

Web Ul
Patchability
GIR




“The goal of this session Is to
give you an in depth view of the
Fixed Access platforms so you
can understand its strength as
well as its limitations ...~
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The Catalyst 9K Family

Catalyst 9400 Catalyst 9500 Catalyst 9800

ess & Distribution Switches Core & Distribution Switches Wireless LAN Controller

Please refer to other sessions

Built on Cisco’s Innovative naidware & Open |I0S-XE
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Agenda

- Introduction & Overview

- Platform Architecture, ASIC & Packet Walks
- Stacking Architecture & High Availability

- Differentiating Features & I0S-XE

- Wrap up
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Cisco Webex Teams

Questions? O J et e
Use Cisco Webex Teams to chat
with the speaker after the session

[ Nathan John Sowatskey
Cisco Systems, Inc. | PRINCIPAL ENG

y B Ivan Virchich
Cisco Systems, Inc. | Customer Succe.

| | O W SHOW LESS A

DESCRIPTION i
1 H H 1 1 H How to know when Cisco DNA Center is not working
‘ Find this session in the Cisco Events Mobile App gl o S o
targeted at partners and customers, deploying Cisco
H “« H H H » DNA Center based solutions, who need to be able to
‘ CIICk J0|n the DISCUSSIOn fully understand, operationalise and maintain

complex deployments. The focus will be on hands-

on exercises, supported by extensive reference

‘ Install Webex Teams or go directly to the team space meteil an break-diagnose-f scenarios,

designed to help you understand and use a range of

. Enter messages/questions in the team space

( ' Join the Discussion

' W /
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Catalyst 9300 - Leading Fixed Access Switch

A \ A \ A \ A \
! Bulin RED ; : : ! 1.8-GHz quad-core x86 CPU | : :
UniE=nm ! | USB 2.0 flash drive : I 8 GB of DDR4 DRAM ; I 1x UADP 2.0 ASIC :

(passive) : ' ) ' 16 GB flash . ' .

! : /I I\ | I\ 1

] ] ] ]

t 1 t 1 1 1 1 1
\ \ Unmatched POE \ ) ) |

: MiLrJ”S_BU%%mStslge g ! : Multigigabit Capable ! | Resiliency - Perpetual/Fast ! e F‘Sefnck’g liigeuler :

! | ! | | High power - 60/90W UPOE/UPOE+ | ! P |

\ 4 \ ! | 1 \ 1
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Catalyst 9300- Back View

External Storage
USB 3.0 Removable storage
(120GB SSD)
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Cisco Catalyst 9300 Series Switches

New generation of fixed access

Flexible uplinks

(C9300 SKUs)

Copper - 24/48 Ports Copper - 24/48 Ports

POE+ - 30W T T e S R G W—— a—

- BETEEE mmw

Data or POE+

C9300L Stack kit

Data-Only
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Cisco Catalyst 9300 Increased Scale Platform
C9300 AVID Models

AV

CE‘RTl FIED
LEES w1 W 1 ] W | ) ~ @
’% %{.‘;} :{{3} - mj | C900-48U8
EXPANDED o e
PACKET BUFFERS

4

vb
v4

INCREASED

NETWORK SCALE Powered by UADP 20 X_

Stackable Access optimized for Media Distribution and IP Storage Networks

cisco L‘V&- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Cisco Catalyst 9300 - IEEE 802.3bt Compliance@

Introducing 90W UPOE+ Models to power latest intelligent devices

~ 21 Ports of 90W in Standalone Mode

Highest 90W Port Density in the industry
cisco L‘V&~/ BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 16







What Speeds Are Supported on MultiGigabit
Ports?

(—)
SIEEE iom  (®
MultiGigabit Phys Are Different than 1Gigabit Phys
—)
L]
MultiGigabit Ports Are Capable of the Following Speeds 9IEEE = 100 M @
100M / 1Gig / 2.5Gig / 5Gig / 10Gig
No 10M on MultiGigabit Ports )
SIEEE 1000M ()
2.5Gig and 5Gig Are now standard
—)
The Non-MultiGigabit Ports Are the Same as Previous < IEEE 25G @
Line Cards / Products — Support 10M/100M/1Gig Speeds
MultiGigabit Phys Are Same on Across our & IEEE 5G @
MultiGigabit Switch Family
Half Duplex on Multigigabit ports is not supported &IEEE 10 G @

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Catalyst 9300 Multigigabit Family

cisco L‘V&- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Cisco Catalyst 9300 Increased Scale Platform
C9300 AVID Models

ILY

EXPANDED
PACKET BUFFERS
S
vb \ )
v4 !
24 x 100/1/2.5/5/10G Ports
INCREASED
NETWORK SCALE

Stackable Access optimized for Media Distribution and IP Storage Networks

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Introducing Multigigabit to 9300L Family @

(=gl
‘TTT 1T T TTTTET T e
----:= ---‘g TYYSYY yYYYSY &N @ :
12x mGig Ports

48 UPOE T 24406 Uplinks
Ports
L '-- ALlLLl.L. JLlLl) 133

4x10G Upllnks

= ! .
24 UPOE 1 EE—— e = E 8x mGlg POF’[S}
Ports f
Yy

4x10G Upllnks

Stackable with 9300L Models

CISCO M. BRKARC-3863  © 2020 Cisco and/or i
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Cisco Catalyst 9300 Series Switches

Multigigabit Models

Flexible uplinks

(C9300 SKUs)

Copper - 24/48 Ports

WE e 1 1 e 1 1 ] Ceme) iﬁi’?

[l =Ll =l ey Staiatal ) S S UXM
WE e 1 1 e 1 1 ] Ceme) iﬁi’?

ELDSD D ST I = 1SUN
Increased Scale/Buffer Multigigabit UPOE Model

(WSS W ORI " ey _ T 5) 'ET

* Modular uplinks only

Multigigabit - 48 Ports ( 12 x Multigig )

L1 ] (T T T CT T T C T

u-:i-ii Cr TYTREY vy

Multigigabit - 24 Ports ( 8 x Multigig )

(9] = o A A A S
SIS T R (D SR
LT 11 C T T L
Ll Ll Ll AIAS
o e - o - N 1 womi mmy )

(M55 Q] = e e e e ST TR AT —w ‘Aeanesssres
E.‘.‘ CTTT T S ——
mEmm yywy CERE
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Cisco Catalyst 9300 Series Switches

Uplink options

Cisco® Catalyst® 9300 Series
modular uplink models

.
.-!‘!._:!!{

4x Multigigabit 4x ;Sjbps 8x 10 Gbps  2X 1/10/25Gbps 5, 40 Gpps
copper SFP/SFP+ SFP/SFP+ QSFP
C9300-NM-4M C9300-NM-4G C9300-NM-8X C9300-NM-2Y C9300-NM-2Q

Modular Uplink options on all C9300 SKUs

cisco L{{@/

Cisco Catalyst 9300 Series
fixed uplink models

:;; ;:;; ilil.a SRESNE
4x 1G fixed uplinks
(FET) -y G N E.T W m
YYYPYY vPYYEY s
Ax 10G fixed uplinks @
;-. FTTTTT -ulun T el
-"-- ALl -"--  PUYPYY N E

2x 40G fixed upllnks

Fixed uplink option on C9300L SKUs

BRKARC-3863

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Catalyst 9300 - Power Supplies & Stacking
T T

350WAC 715WAC 1100WAC 750WDC

Platinum Rated

0.5, 1 and 3 meter Options

cisco L{Kg‘/






Catalyst 9300: Under the Covers...

UADP ASICs Redundant Power Supplies
‘ Power Stack Conn (x2)

Fan FRU (x3)

Downlink Phys
(x24)

Back Stack Conn (x2)

Ethernet And
Console Port

Ampere / Stack
Power Controller

FRU Uplink
Module

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Catalyst 9K Family - x86 CPU

x86 based 3rd Party Apps

x86 CPU enables hosting containers and 3rd party apps

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



UADP - Next Generation of ASIC Innovation

r
Investment Protection
Flexible Pipeline
ol I 1) ' I B @ Universal Deployments
CISCO Adaptable Tables
DOPPLER ﬂ Enhanced Scale/Buffering
Multicore resource share

UNIFIED ACCESS DATA PLANE /I
L ivi S S il

Up to 384K Flex Shared Up to 160G Up to 2X to 4X
Counters Lookup Bandwidth  Forwarding + TCAM

Up to 20B Transistors 0

Up to 16MB Up to 64K

. Embedded Packet Buffer ~Netflow Records
16nm Technology with latest ASIC Microprocessors

Flexible & Programmable ASIC — Adapts to the New Technologies

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 32






Cisco Catalyst 9300-24/48 Port

Block diagram
Stackwise 480

X86 1.8-GHz
quad-core CPU

Packet buffer (8 MB) Packet buffer (8 MB)

DRAM - 8 GB

Mgmt Console
10Gx4/40Gx1
1G x8 1G 8 b 10Gx4/40Gx]1
l \ 4 l l l l 4
PHY PHY PHY PHY PHY PHY 40G PHY 40G PHY
0 1 2 8 4 ) 0 1
Cage 1 Cage 2
1-4 1-4

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco Catalyst 9300 Multigigabit-24

X86 1.8-GHz
Stackwise 480 quad-core CPU

DRAM - 8 GB

Packet buffer (16 MB) Packet buffer (16 MB)

N

Reassembly Rewrite Reassembly Rewrite
crypto crypto

Reassembly Reassembly
crypto

Ingress
FIFO

! ) Mgmt Console
10Gx4/40Gx1
10G x4 10G x4 # 10Gx4/40Gx 1
ool [y ] !
Mgig Mgig Mgig Mgig Mgig Mgig
PHY PHY PHY PHY PHY PHY A8 40G PHY
0 1 2 3 4 5 !
Cage 1




Catalyst 9300-B Lookup Tables
' Fowardingresouces  Featureresouces

Cisco® Catalyst®  Cisco® Catalyst® Cisco® Catalyst®  Cisco® Catalyst®
9300-B Series 9300-B Series 9300-B Series 9300-B Series
Advantage Essentials Advantage Essentials
MAC addresses 64,000 32,000 Security ACL 18,000 5000
entries
Host/Direct routes 48,000 24,000 « PACL
- VACL
IGMP groups 16,000 8000 C
« RACL
LPM/Indirect routes 64,000 8000
Multicast routes 16,000 8000
QoS ACL entries 18,000 5000
SGTs 8000 8000
 NetFlow NetFlow entries: 128,000/64,000 per UADP 2.0 XL/2.0 ASIC

Higher Scale with Advantage License

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 40






Catalyst 9300 Stacking Support

’ Modular Uplink
C9300 (non -B) SKUs

~

Combination

Support
on Roadmap

Increased Scale
C9300-B SKUs
(today)

8 switches

Y G e e ey S——ED
R e e

= = - ——— |

mmsssmmer
-
ey = et

=

Stacking supported among C9300-B SKUs

N Fixed Uplink
\ C9300L SKUs

/

7/
-

Mixed stacking is not supported between C9300 and C9300L SKUs

cisco L{{@/

BRKARC-3863

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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8 switches

Stacking supported among C9300L SKUs only



The Stack Ring

480 Gbps capacity
Stack Interface of UADP ASIC

* 6 rings in total

* 3 rings go East
* 3 rings go West
» Each ring is 40Gbps

» 240Gbps uni-direction
» Spatial Reuse= 480Gbps

4
Stack_
Interface ~Sso
of UADP S
ASIC N

Assuming 4 x 24-port 9300 Switches

6 Rings in the
Stack

. I o
/ ' y
cisco M- .l’ BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Unicast Packet Path on the Stack Ring

Assuming
4 X 24-port
9300 Switches

: ¢/ |Creatin
Packet segmented into A Segmegts
/
Re-ordering

256 bytes l
Packet travels half the 33N Seg.me”tjl,

ring for unicast traffic

Segments reordered at
destination stack port

Destination strips the
packet off the stack ring

L aht
cisco M- RRRRR C-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Stack Ring Spatial Reuse

Assuming
4 x 24-port
9300 Switches

Credit based system on
the Stack Ring

Multiple stack ports
grab the ring that is free
and they have credits
on to transmit

Increases the stack ring
bandwidth to 480Gbps

L st
cisco M- RRRRR C-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 45




Multicast Packet Path on Stack Ring

Assuming
4 x 24-port
9300 Switches

One copy of the source packet
is placed on the rings

Interested Stack Ports grab the
segments when they see them

Packet segments travel the
whole ring back to source

The source strips these
segments off the ring (Source

Stripping)
Results in efficient replication of

multicast traffic for multiple
Stack Port receivers

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 46






Power HA - StackPower

HA with 1+N Flexible Power
Zero RPS Redundancy and Resiliency
Footprint Efficient

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



How StackPower Works?

StackPower

-

Total Input Power 2530W

cwco[&d@w/

715 W

1100W

. Pools Power from All PS

. All Switches in StackPower share the

available Power in Pool

- Each Switch is given their Minimum

Power Budget

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

49



Power Redundancy Options
Zero Footprint RPS OR XPS

eXpandable Power System (XPS)

Stack of 8 switches

cisco Lz{/ /
&~ BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 50

StackPower - Zero Footprint RPS

Stack of 4 switches




Power Budget Modes

ju— -
2530W - 30W 1430W - 30W
Power Sharing Mode Redundant Mode
* The Default Mode » User Configurable
+ Sum of All PS — 30~60W « Sum of All PS — Largest PS - 30~60W

Global StackPower Reserve = 30W

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Load Shedding Power Priority

9300-GIR-Access-144#show stack-power load-shedding switch 1

° Standalone MOde Power Stack Stack  Stack Total Rsvd Alloc  Unused Num Num

Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS

. R GBS AR S m_nli § ALY g Powerstack-1 SP-PS  Stndaln 1100

.'.f o Y -

Power Stack Priority Consumd Consumd Consumd Alloc Alloc
Sw-Hi-Lo Sw(W) Hi(W) Lo(W) Hi(W) Lo(W)

ik I- —- --— .uu.wrﬂ. Powerstack-1 4-13-22 153
I‘ b o o o Hllli LT LT T I
L Y =

Switch 1 High Priority Active (powered) Ports:

L
a

=
@

()

~—t
o
=
o

=
—+
<

Switch 1 High Priority Inactive (unused) Ports:

L.oad Sheddmg Based on Configured Switch 1 Low Priority Active (powered) Ports:
I I Switch 1 Low Priority Inactive (unused) Ports:
prlorlty Gil/es1, Gil/e/z, Gil/e/3, Gil/e/4, Gil/e/5, Gil/e/6,

Gi1/0/7, Gi1/0/8, Gi1/0/9, Gil1l/0/10, Gil/0/11, Gi1l/0/12,
Gil/0/13, G6il/@/14, Gi1/@/15, Gil/@/16, Gil/@/17, Gi1l/@/18,

'] . I_OW Pnomty Ports Gi1/0/19, Gil/e/20, Gil/@/21, Gil/0/22, Gil/@/23, Gil/0/24,
2. High Priority Ports
3. Switch Priority

cisco W- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 52






Extended Fast Software Upgrade on Catalyst 9300

« XFSU provides a mechanism to
independently update the control plane
and data plane during the upgrade
process

« Control plane is upgraded by
leveraging Graceful Reload
Infrastructure without impacting data
plane traffic

« Data plane(ASIC) is re-programmed in
less than 30 seconds by leveraging
special cache memory which stores
active forwarding entries

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Extended Fast Software Upgrade

< 30 seconds of
traffic impact
for all ports in
the stack

< 30 seconds of
traffic impact

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Fast Software Upgrade on Stack e

#Install add file image activate reloadfast commit

P

Install

1. Install the images on all switches

2. Fast reload the standby and member switches

3. Fast reload the active switch only

4. Standby becomes the new active

5. Old Active switch becomes the new standby
Install

Traffic Impact during the complete upgrade is less than 30 seconds

cisco L{{@/
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Catalyst 9200 Series

In-built Memory
Built in External Storage 4GB/2GB Memory Unmatched Full POE+
RFID (USB 2.0) Embedded CPU 4GB Flash Resiliency - Perpetual/Fast POE+

in I'.

PP
A AT AT o aw ...----..' - AW AT & ® & Wi T BT &T AT & TMIlAT AT &T @& &% & e

Flexible Fast and Light ASIC Most Dense downlink offering Modular Or
UADP 2.0 mini 24 x 1Gig, 48 x 1Gig Fixed Uplink offering
4 x 1Gig, 4 x 10Gig

L

Right Sized Switching for simple Branch Deployments

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Catalyst 9200 Series switching 1G Model SKUs

9200 (Modular Uplinks and Fans)

9200L (Fixed Uplinks and Fans)

" 24X1G Ports

48X1 G Ports

B;E_ﬁ,&u-;_—wm Ports
F=T=T =TT T

Ty e
mmFm‘Tui ey 48X1G Ports

m  PPSPEY SRR h 48X1G Ports

$5000010400001090009 090000090000l ") Teeereeeeeeiesd
EI::__E_&!!‘.;_ iiiii_ 24X1G Ports

mmm!!g SaEEaESE 48X1G Ports

4 x 1G and 4 x 10G Uplinks

4 x 1G and 4 x 10G Uplinks

Modular Power Supplies available on all the SKUs

cisco L{{/&/
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Catalyst 9200 Series switching Multigigabit
Model

9200 (Modular Uplinks and Fans) 9200L (Fixed Uplinks and Fans)

@

CEEIEE B W Wead D T e—

aas wwmac  3xmGig Ports
IPPPY | Semm—

arwmemes  8xmGig Ports

. -_--r-r mmmmmm—_i |

Modular 4x10G, 2X40G, 2X25G Uplinks Fixed 4X10G, 2X25G Uplinks

All models support Full PoE+

Modular Power Supplies available on all the SKUs

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



eries

« 4 x 1 Gig

 SFP Transceivers
» Supported on all modular SKUs

Modular uplink options on Catalyst 9200 S

2 x 25 Gig
SFP/SFP+ Transceivers
1/10/25G speed support
Supported on all mGig SKUs only

@

- 4 x 10 Gig

« SFP/SFP + Transceivers
» Supported on all modular SKUs

2 x 40 Gig

QSFP Transceivers
Supported on all mGig SKUs only

All modular uplink modules are Field Replaceable Units

‘Modular uplinks supported on Catalyst 9200 Series modular SKUs



Resilient power supplies

Platinum Rated (90% efficiency) @

A,
600WAC T000WAC
Supported only on 24 Supported only on 48
125WAC Port POE+ SKUs Port POE+ SKUs

S orted only on 1G Data SKUs
¥ PP y ) Load sharing (1+1) mode supported for POE+ SKUs
G J

Power Supplies are Field Replaceable Units
Redundant Power Supply should be identical

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



StackWise-160/80 with SSO

Upto 8
member stack

. . Stacking Kit == ( Ordered
» StackWise-160 supported on all modular Catalyst 9200 Series l 5 Separately

switching models % ,??

» StackWise-80 supported on all fixed Catalyst 9200 Series
Stack Adapters  Stacking Cable

switching models

» Same Cisco I0OS XE and license required on all members Stacking cable comes with three options:

50cm, Tm, 3m

cISsco W/ *Mix stacking not supported between StackWise-160 and StackWise-80

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



The stack ring - StackWise 160/80

ASIC Stack Interface

2 rings in total

1 ring goes East

1 ring goes West

Each ring is 40/20 Gbps
80/40 Gbps bi-direction
Spatial Reuse= 160/80 Gbps

ASIC Stack Interface

Assuming 4 x 24-port Catalyst 9200 Series modular switches

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 65






UADP 2.0 Mini

Architectural simplicity with powerful innovations

Investment Protection
Flexible Pipeline

ﬂ Enhanced Scale/Buffering

100GE
Bandwidth

-—h

=%

16K
Netflow Records

160/80G
Stacking Capacity

cisco Lz‘{/&/

6MB
Packet Buffer

=<

Flexible
Programmable Modules

Up to 2X to 4X
forwarding + TCAM

U
1/2.5/5/10/40G

Supports Different
Speeds

4

SDM Templates
Flexibility

BRKARC-3863

Embedded

CPU

Catalyst 9200

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lookup tables

9200 9200L
MAC 32k 16k
Host Route 10k 8k
IGMP Groups Tk 1k
Indirect Route 4k 3k
Multicast Route 1k 1k
SGT 2k 2k

9200 9200L
Security ACL Tk Tk
« PACL
« VACL
« RACL
QoS ACL 1k 1k
Netflow ACEs 128 128

~ Netfow
cisco L{{/&/

Netflow Entries: 16k per ASIC

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Traditional Networking ASICs vs CPUs

sl b ol VT e Ml T Tl Ml ,
REEL) Ty EFU TR TR TV B T ERUPRPRRD T R TR R PR TN ) .

1 Performance | Performance

| Flexibility 1 Flexibility

Traditional General
Networking Purpose
ASIC CPU

 Purpose Buit - High Performance " General Purpose - Highly Flexible

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Cisco Innovation - UADP ASIC

< " Performance

In 2013 Cisco Introduced UADP
(Unified Access Data Plane)

./ Flexibility

/' Programmability

UADP brings Flexibility without compromise on Performance

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Some of the Key Capabilities of UADP ASIC

Flex Parser
& Recirculation
Programmable Capability

Micro Engines Adaptable Tables

Pipelines

No Compromise on Performance

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 72




UADP 2.0 - Core Architecture

Ingress Forwarding
Controller
(IFC)

Ingress

Encryption
Engine

Flexible
Look up
Tables

(Shared
Across
Cores)

Egress Forwarding
Controller
(EFC)

Recirculation
Engine

o ReWrite
- .
Engine

Egress

FIFO

1)

Network Interfaces - Front Panel Ports + CPU + Network Redundant Uplinks (NRU)

FIFO

cisco L{{@/
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UADP 2.0 - Programmable Pipelines

Flexible

Ingress Forwarding LTOaOI:I;I(;Jsp Egress Forwarding

Controller Controller

(Fe) (Shared (258

Across
Cores)

o ReWrite
- .
Engine

Egress
FIFO

Encryption Recirculation
Engine Engine

Ingress
FIFO

1)

| MACSEC |
cisco L{{@/

Network Interfaces - Front Panel Ports + CPU + Network Redundant Uplinks (NRU)

BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Programmable Pipelines - Closer Look...

Final Decision on
Packet’s Future

------------------------ FloxParser "~ 77777707 Flex Parser
256 B

Flexible
15 Ingress Look up Tables 8 Egress
Stages (Shared Stages

Across Cores)

Programmable ‘ E ¢ Programmable

FlexParser

Final Decision on

Flex Parser

At each stage, 2
256 B

simultaneous lookups Packet’s Future
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Microcode programs the Pipelines

| Programmed to g | -
| understand | |
: VXLAN | 1 —
' Punt : . Policy M
| NF | O Flexible | MPLS | ]

Programmable o Look up Tables | | Programmabie

Pipeline : SPAN : (Sh ’ : Sec : Pipeline

: | are | |
'l vxan ! Across Cores) | Stﬁge |
| : : o |
i L3/L2 T ' 3 O !
] Flex Parser__ | | ___EGR

Programmed to
understand
MPLS
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Unicast - within ASIC

Flexible
Look up

Ingress Forwarding Tables

Controller
(IFC)

Egress Forwarding
Controller

(Shared
Across
Cores)

Encryption Recirculation
Engine Engine

MACSEC

Network Interfaces - Front Panel Ports + CPU + Network Redundant Uplinks (NRU)
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Open [0OS-XE
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Catalyst 9200
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IOS-XE 16

RAFA

One Release Train (Run Any Feature

Operational Efficiency,

Anywhere)

Consistency in Control Plane

Behavior,

Patch Updates

WCM/SANET/etc sub
package upgrade, Peace of
mind for Customers

cisco L{V&/

Feature Velocity across
Platforms

Comprehensive

o Secure Platform
Programmability
64 Bit ASLR, Mandatory

Object based model, Access Control for Processes

Netconf/REST Interfaces
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Catalyst 9200 \ Catalyst 9300 Catalyst 9400 Catalyst 9500
Y
I0S XE Lite |osT XE
Binary Image Binary Image

Catalyst 9200 runs the same Operating System with Lighter Image
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Quality of Service

(QoS)
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Catalyst 9000 Campus QoS Design

|

I

Default

Irrelevant 9
o
cisco L{{@/

Application
Network Control

Internetwork Control

VolP

IH

Broadcast Video
Multimedia Conferencing
Realtime Interactive

Multimedia Streaming

Network Management

Scavenger

Best Effort

O
T

BRKARC-3863
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“ CS7 & CS6
CS3 & CS2
AF4

AF3

2P6Q3T

PQ Level 1 (10%)

PQ Level 2 (20%)

Q6
(BWR 10%)

Q5
(BWR 10% + WTD)

Q4

(BWR 10% + DSCP-Based WTD)

DF

Q1 (BWR 25%)
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Catalyst 9000 - QoS Tools
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Catalyst 9000 Family = Consistent QoS

« Highlights
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Buffer Size Comparison per Platform

UADP2.0 UADP2.0 Mini

5 MB Egress

3 MB Egress

o\

y o\

Y \

4 \
4 \

4
y 4 \
4

= 0.5MB-\
< 1MB ‘l
“\lng[gss |

per Core 8 MB
per ASIC 8+8 MB per ASIC 6 MB

cisco M- BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

92






Graceful Insertion and Removal (GIR)

Hardware
replacement

Protocol
exchange

IS-1S,BGP,
OSPF

Shutdown

Shutdown
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Ready for Software Patching

SMU is an emergency point fix positioned for expedited delivery to a customer in case of a network down or
revenue affecting scenario.

Cold Patching: Install of a SMU will require a system Hot Patching: Install of a SMU does not require a
reload in the first release. It is traffic impacting. reload.

I N T T e LD

n g | mm toading | [TTTTTTTTT e
Install Add Install Activate Install Commit
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Day O Security- Trustworthy Systems -

Genuine
Hardware

64 Bit ASLR

Trustworthy Systems

Boot Sequence Malware
Check Protection

Catalyst 9K Family is Built with Security
cisco M-/ BRKARC-3863 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 96



Day 1 - Security

StealthWatch

Malware
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Benign
Records

Encrypted
Threat Analytics
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Catalyst 9K Family - Programmability &
Automation

L

Device Bootstrap and Configuration Automation Server Management Tools on
Onboarding through Open Interfaces x86 Infrastructure

Catalyst 9K Offers Complete DevOps Toolkit
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IOT Ready - Leadership in PoE Features -

2-event
classification
» Fast power
negotiation
without LLDP
» Physical layer
negotiation < 1 sec

* 9200 Supports POE+ Only
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What can DNA Center do? Take a Tour
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Embedded WebUI

Ease of Access _Bqu : Intuitive Interface Switch View iulsesloniing
configurations made fun
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Closing & Wrap
up...
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Catalyst 9K Book

Cisco Catalyst 9000
A New Era of Networking

Cisco Catalyst 9000
A New Era of Networking

eBook Available on Cisco.com

Catalyst 9000 deep dive

h  Learn how the Catalyst 9000 family of switches helps you address your
., top T challenges, including security, high availability, quality of service,
and more.

S
\
- o Read the e-book
Yl
i

[ - T
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https://cisco.app.box.com/s/1f0htnc3jv16dg16ispig84ofpz4y1qd

Complete your
online session
survey

=[]

- Please complete your session survey

after each session. Your feedback
IS very important.

- Complete a minimum of 4 session

surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events

Mobile App or by logging in to the Content
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.
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Cisco Webex Teams

Questions? O J et e
Use Cisco Webex Teams to chat
with the speaker after the session

[ Nathan John Sowatskey
Cisco Systems, Inc. | PRINCIPAL ENG

y B Ivan Virchich
Cisco Systems, Inc. | Customer Succe.

| | O W SHOW LESS A

DESCRIPTION i
1 H H 1 1 H How to know when Cisco DNA Center is not working
‘ Find this session in the Cisco Events Mobile App gl o S o
targeted at partners and customers, deploying Cisco
H “« H H H » DNA Center based solutions, who need to be able to
‘ CIICk J0|n the DISCUSSIOn fully understand, operationalise and maintain

complex deployments. The focus will be on hands-

on exercises, supported by extensive reference

‘ Install Webex Teams or go directly to the team space meteil an break-diagnose-f scenarios,

designed to help you understand and use a range of

. Enter messages/questions in the team space

( ' Join the Discussion

' W /
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Continue your education

cisco L{Kg‘/

Demos in the
Cisco Showcase

Meet the Engineer
1:1 meetings

Walk-In Labs

Related sessions
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